{"payload":{"allShortcutsEnabled":false,"fileTree":{"docs/source":{"items":[{"name":"_static","path":"docs/source/_static","contentType":"directory"},{"name":"build_samples.py","path":"docs/source/build_samples.py","contentType":"file"},{"name":"conf.py","path":"docs/source/conf.py","contentType":"file"},{"name":"encryption_and_signatures.rst","path":"docs/source/encryption_and_signatures.rst","contentType":"file"},{"name":"format_html.rst","path":"docs/source/format_html.rst","contentType":"file"},{"name":"graphics.rst","path":"docs/source/graphics.rst","contentType":"file"},{"name":"howto-running-tests.rst","path":"docs/source/howto-running-tests.rst","contentType":"file"},{"name":"https_options.rst","path":"docs/source/https_options.rst","contentType":"file"},{"name":"index.rst","path":"docs/source/index.rst","contentType":"file"},{"name":"installation.rst","path":"docs/source/installation.rst","contentType":"file"},{"name":"reference.rst","path":"docs/source/reference.rst","contentType":"file"},{"name":"release-notes.rst","path":"docs/source/release-notes.rst","contentType":"file"},{"name":"usage.rst","path":"docs/source/usage.rst","contentType":"file"},{"name":"watermarks.rst","path":"docs/source/watermarks.rst","contentType":"file"}],"totalCount":14},"docs":{"items":[{"name":"source","path":"docs/source","contentType":"directory"},{"name":"Makefile","path":"docs/Makefile","contentType":"file"}],"totalCount":2},"":{"items":[{"name":".github","path":".github","contentType":"directory"},{"name":"demo","path":"demo","contentType":"directory"},{"name":"docs","path":"docs","contentType":"directory"},{"name":"manual_test","path":"manual_test","contentType":"directory"},{"name":"testrender","path":"testrender","contentType":"directory"},{"name":"tests","path":"tests","contentType":"directory"},{"name":"xhtml2pdf","path":"xhtml2pdf","contentType":"directory"},{"name":".gitignore","path":".gitignore","contentType":"file"},{"name":".pre-commit-config.yaml","path":".pre-commit-config.yaml","contentType":"file"},{"name":".readthedocs.yaml","path":".readthedocs.yaml","contentType":"file"},{"name":"AUTHORS.rst","path":"AUTHORS.rst","contentType":"file"},{"name":"Dockerfile","path":"Dockerfile","contentType":"file"},{"name":"LICENSE.txt","path":"LICENSE.txt","contentType":"file"},{"name":"MANIFEST.in","path":"MANIFEST.in","contentType":"file"},{"name":"Makefile","path":"Makefile","contentType":"file"},{"name":"README.rst","path":"README.rst","contentType":"file"},{"name":"SECURITY.md","path":"SECURITY.md","contentType":"file"},{"name":"pyproject.toml","path":"pyproject.toml","contentType":"file"}],"totalCount":18}},"fileTreeProcessingTime":11.126971,"foldersToFetch":[],"repo":{"id":1755413,"defaultBranch":"master","name":"xhtml2pdf","ownerLogin":"xhtml2pdf","currentUserCanPush":false,"isFork":false,"isEmpty":false,"createdAt":"2011-05-16T13:45:29.000Z","ownerAvatar":"https://avatars.githubusercontent.com/u/13963603?v=4","public":true,"private":false,"isOrgOwned":true},"symbolsExpanded":false,"treeExpanded":true,"refInfo":{"name":"3e1bd1b03a48c5b5c27ec291446fe9b7c1462aef","listCacheKey":"v0:1707433472.0","canEdit":false,"refType":"tree","currentOid":"3e1bd1b03a48c5b5c27ec291446fe9b7c1462aef"},"path":"docs/source/encryption_and_signatures.rst","currentUser":null,"blob":{"rawLines":null,"stylingDirectives":null,"csv":null,"csvError":null,"dependabotInfo":{"showConfigurationBanner":false,"configFilePath":null,"networkDependabotPath":"/xhtml2pdf/xhtml2pdf/network/updates","dismissConfigurationNoticePath":"/settings/dismiss-notice/dependabot_configuration_notice","configurationNoticeDismissed":null},"displayName":"encryption_and_signatures.rst","displayUrl":"https://github.com/xhtml2pdf/xhtml2pdf/blob/3e1bd1b03a48c5b5c27ec291446fe9b7c1462aef/docs/source/encryption_and_signatures.rst?raw=true","headerInfo":{"blobSize":"4.67 KB","deleteTooltip":"You must be signed in to make or propose changes","editTooltip":"You must be signed in to make or propose changes","ghDesktopPath":null,"isGitLfs":false,"onBranch":false,"shortPath":"4007353","siteNavLoginPath":"/login?return_to=https%3A%2F%2Fgithub.com%2Fxhtml2pdf%2Fxhtml2pdf%2Fblob%2F3e1bd1b03a48c5b5c27ec291446fe9b7c1462aef%2Fdocs%2Fsource%2Fencryption_and_signatures.rst","isCSV":false,"isRichtext":true,"toc":[{"level":2,"text":"Encryption and signing","anchor":"encryption-and-signing","htmlText":"Encryption and signing"},{"level":3,"text":"Simple encryption","anchor":"simple-encryption","htmlText":"Simple encryption"},{"level":3,"text":"Complex encryption","anchor":"complex-encryption","htmlText":"Complex encryption"},{"level":2,"text":"Signing pdf","anchor":"signing-pdf","htmlText":"Signing pdf"},{"level":3,"text":"Simple Signing","anchor":"simple-signing","htmlText":"Simple Signing"},{"level":3,"text":"PKCS12 Signing","anchor":"pkcs12-signing","htmlText":"PKCS12 Signing"},{"level":3,"text":"PKCS11 Signing","anchor":"pkcs11-signing","htmlText":"PKCS11 Signing"}],"lineInfo":{"truncatedLoc":"144","truncatedSloc":"108"},"mode":"file"},"image":false,"isCodeownersFile":null,"isPlain":false,"isValidLegacyIssueTemplate":false,"issueTemplate":null,"discussionTemplate":null,"language":"reStructuredText","languageID":419,"large":false,"planSupportInfo":{"repoIsFork":null,"repoOwnedByCurrentUser":null,"requestFullPath":"/xhtml2pdf/xhtml2pdf/blob/3e1bd1b03a48c5b5c27ec291446fe9b7c1462aef/docs/source/encryption_and_signatures.rst","showFreeOrgGatedFeatureMessage":null,"showPlanSupportBanner":null,"upgradeDataAttributes":null,"upgradePath":null},"publishBannersInfo":{"dismissActionNoticePath":"/settings/dismiss-notice/publish_action_from_dockerfile","releasePath":"/xhtml2pdf/xhtml2pdf/releases/new?marketplace=true","showPublishActionBanner":false},"rawBlobUrl":"https://github.com/xhtml2pdf/xhtml2pdf/raw/3e1bd1b03a48c5b5c27ec291446fe9b7c1462aef/docs/source/encryption_and_signatures.rst","renderImageOrRaw":false,"richText":"<article class=\"markdown-body entry-content container-lg\" itemprop=\"text\"><a name=\"user-content-encryption-and-signing\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h2 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">Encryption and signing</h2><a id=\"user-content-encryption-and-signing\" class=\"anchor\" aria-label=\"Permalink: Encryption and signing\" href=\"#encryption-and-signing\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<a name=\"user-content-simple-encryption\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h3 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">Simple encryption</h3><a id=\"user-content-simple-encryption\" class=\"anchor\" aria-label=\"Permalink: Simple encryption\" href=\"#simple-encryption\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<p dir=\"auto\">If the argument is a string object, it is used as the User password to the PDF.\nThe argument can also be an instance of the class\nreportlab.lib.pdfencrypt.StandardEncryption, which allows more finegrained control over\nencryption settings</p>\n<div class=\"highlight highlight-source-python notranslate position-relative overflow-auto\" dir=\"auto\" data-snippet-clipboard-copy-content=\"pisaStatus = pisa.CreatePDF(\n        sourceHtml,\n        encrypt=&quot;MyPassword&quot;,\n        dest=resultFile)\"><pre><span class=\"pl-s1\">pisaStatus</span> <span class=\"pl-c1\">=</span> <span class=\"pl-s1\">pisa</span>.<span class=\"pl-v\">CreatePDF</span>(\n        <span class=\"pl-s1\">sourceHtml</span>,\n        <span class=\"pl-s1\">encrypt</span><span class=\"pl-c1\">=</span><span class=\"pl-s\">\"MyPassword\"</span>,\n        <span class=\"pl-s1\">dest</span><span class=\"pl-c1\">=</span><span class=\"pl-s1\">resultFile</span>)</pre></div>\n<a name=\"user-content-complex-encryption\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h3 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">Complex encryption</h3><a id=\"user-content-complex-encryption\" class=\"anchor\" aria-label=\"Permalink: Complex encryption\" href=\"#complex-encryption\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<p dir=\"auto\">The StandardEncryption constructor takes the following arguments:</p>\n<div class=\"highlight highlight-source-python notranslate position-relative overflow-auto\" dir=\"auto\" data-snippet-clipboard-copy-content=\"def __init__(self, userPassword,\n    ownerPassword=None,\n    canPrint=1,\n    canModify=1,\n    canCopy=1,\n    canAnnotate=1,\n    strength=40):\"><pre><span class=\"pl-k\">def</span> <span class=\"pl-en\">__init__</span>(<span class=\"pl-s1\">self</span>, <span class=\"pl-s1\">userPassword</span>,\n    <span class=\"pl-s1\">ownerPassword</span><span class=\"pl-c1\">=</span><span class=\"pl-c1\">None</span>,\n    <span class=\"pl-s1\">canPrint</span><span class=\"pl-c1\">=</span><span class=\"pl-c1\">1</span>,\n    <span class=\"pl-s1\">canModify</span><span class=\"pl-c1\">=</span><span class=\"pl-c1\">1</span>,\n    <span class=\"pl-s1\">canCopy</span><span class=\"pl-c1\">=</span><span class=\"pl-c1\">1</span>,\n    <span class=\"pl-s1\">canAnnotate</span><span class=\"pl-c1\">=</span><span class=\"pl-c1\">1</span>,\n    <span class=\"pl-s1\">strength</span><span class=\"pl-c1\">=</span><span class=\"pl-c1\">40</span>):</pre></div>\n<p dir=\"auto\">The userPassword and ownerPassword parameters set the relevant password on the encrypted PDF.\nThe boolean flags canPrint, canModify, canCopy, canAnnotate determine wether a user can\nperform the corresponding actions on the PDF when only a user password has been supplied.\nIf the user supplies the owner password while opening the PDF, all actions can be performed regardless of the\nflags</p>\n<div class=\"highlight highlight-source-python notranslate position-relative overflow-auto\" dir=\"auto\" data-snippet-clipboard-copy-content=\"from reportlab.lib import pdfencrypt\nenc=pdfencrypt.StandardEncryption(&quot;rptlab&quot;,canPrint=0)\npisaStatus = pisa.CreatePDF(\n        sourceHtml,\n        encrypt=enc,\n        dest=resultFile)\"><pre><span class=\"pl-k\">from</span> <span class=\"pl-s1\">reportlab</span>.<span class=\"pl-s1\">lib</span> <span class=\"pl-k\">import</span> <span class=\"pl-s1\">pdfencrypt</span>\n<span class=\"pl-s1\">enc</span><span class=\"pl-c1\">=</span><span class=\"pl-s1\">pdfencrypt</span>.<span class=\"pl-v\">StandardEncryption</span>(<span class=\"pl-s\">\"rptlab\"</span>,<span class=\"pl-s1\">canPrint</span><span class=\"pl-c1\">=</span><span class=\"pl-c1\">0</span>)\n<span class=\"pl-s1\">pisaStatus</span> <span class=\"pl-c1\">=</span> <span class=\"pl-s1\">pisa</span>.<span class=\"pl-v\">CreatePDF</span>(\n        <span class=\"pl-s1\">sourceHtml</span>,\n        <span class=\"pl-s1\">encrypt</span><span class=\"pl-c1\">=</span><span class=\"pl-s1\">enc</span>,\n        <span class=\"pl-s1\">dest</span><span class=\"pl-c1\">=</span><span class=\"pl-s1\">resultFile</span>)</pre></div>\n<a name=\"user-content-signing-pdf\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h2 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">Signing pdf</h2><a id=\"user-content-signing-pdf\" class=\"anchor\" aria-label=\"Permalink: Signing pdf\" href=\"#signing-pdf\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<p dir=\"auto\">CreatePDF now has a signature parameter that allow to pass signature configuration</p>\n<a name=\"user-content-simple-signing\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h3 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">Simple Signing</h3><a id=\"user-content-simple-signing\" class=\"anchor\" aria-label=\"Permalink: Simple Signing\" href=\"#simple-signing\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<p dir=\"auto\">Signature use <a href=\"https://pyhanko.readthedocs.io/en/latest/\" rel=\"nofollow\">Pyhanko</a> internally, so signature parameter\nallow many of the available configurations on that documentation.</p>\n<p dir=\"auto\">The control parameters are required:</p>\n<ul dir=\"auto\">\n<li><strong>engine</strong>: Possible options pkcs12, pkcs11, simple, define what engine load for manage certificates.</li>\n<li><strong>type</strong>: Possible options lta and simple, define the mode for signing</li>\n<li><strong>passphrase</strong>: Password to decrypt private key  (not required on pkcs11).</li>\n</ul>\n<div dir=\"auto\">\n<p dir=\"auto\">Note</p>\n<p dir=\"auto\"><code>passphrase</code> is always required, because <code>None</code> value prevents signing and empty string failed</p>\n</div>\n<div class=\"highlight highlight-source-python notranslate position-relative overflow-auto\" dir=\"auto\" data-snippet-clipboard-copy-content=\"signature={\n    'engine': 'simple',\n    'type': 'simple',\n    'passphrase': 'mypassword',\n    'key': 'enckey.pem',\n    'cert': 'cert.pem',\n    'ca_chain': 'chain.pem'\n}\npisaStatus = pisa.CreatePDF(\n        sourceHtml,\n        signature=signature,\n        dest=resultFile)\"><pre><span class=\"pl-s1\">signature</span><span class=\"pl-c1\">=</span>{\n    <span class=\"pl-s\">'engine'</span>: <span class=\"pl-s\">'simple'</span>,\n    <span class=\"pl-s\">'type'</span>: <span class=\"pl-s\">'simple'</span>,\n    <span class=\"pl-s\">'passphrase'</span>: <span class=\"pl-s\">'mypassword'</span>,\n    <span class=\"pl-s\">'key'</span>: <span class=\"pl-s\">'enckey.pem'</span>,\n    <span class=\"pl-s\">'cert'</span>: <span class=\"pl-s\">'cert.pem'</span>,\n    <span class=\"pl-s\">'ca_chain'</span>: <span class=\"pl-s\">'chain.pem'</span>\n}\n<span class=\"pl-s1\">pisaStatus</span> <span class=\"pl-c1\">=</span> <span class=\"pl-s1\">pisa</span>.<span class=\"pl-v\">CreatePDF</span>(\n        <span class=\"pl-s1\">sourceHtml</span>,\n        <span class=\"pl-s1\">signature</span><span class=\"pl-c1\">=</span><span class=\"pl-s1\">signature</span>,\n        <span class=\"pl-s1\">dest</span><span class=\"pl-c1\">=</span><span class=\"pl-s1\">resultFile</span>)</pre></div>\n<p dir=\"auto\"><strong>ca_chain</strong>: Could be a list or Path, define the chain of trust</p>\n<a name=\"user-content-pkcs12-signing\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h3 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">PKCS12 Signing</h3><a id=\"user-content-pkcs12-signing\" class=\"anchor\" aria-label=\"Permalink: PKCS12 Signing\" href=\"#pkcs12-signing\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<p dir=\"auto\"><strong>pfx_file</strong>: String or Path to pkcs12 file.</p>\n<div class=\"highlight highlight-source-python notranslate position-relative overflow-auto\" dir=\"auto\" data-snippet-clipboard-copy-content=\"signature={\n    'engine': 'pkcs12',\n    'type': 'simple',\n    'pfx_file': 'yourpkcs12file.p12',\n    'passphrase': 'yourpassword'\n}\"><pre><span class=\"pl-s1\">signature</span><span class=\"pl-c1\">=</span>{\n    <span class=\"pl-s\">'engine'</span>: <span class=\"pl-s\">'pkcs12'</span>,\n    <span class=\"pl-s\">'type'</span>: <span class=\"pl-s\">'simple'</span>,\n    <span class=\"pl-s\">'pfx_file'</span>: <span class=\"pl-s\">'yourpkcs12file.p12'</span>,\n    <span class=\"pl-s\">'passphrase'</span>: <span class=\"pl-s\">'yourpassword'</span>\n}</pre></div>\n<a name=\"user-content-pkcs11-signing\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h3 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">PKCS11 Signing</h3><a id=\"user-content-pkcs11-signing\" class=\"anchor\" aria-label=\"Permalink: PKCS11 Signing\" href=\"#pkcs11-signing\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<div dir=\"auto\">\n<p dir=\"auto\">Note</p>\n<p dir=\"auto\">You need to install pyHanko[pkcs11]</p>\n</div>\n<p dir=\"auto\">Must of the above settings are form</p>\n<ul dir=\"auto\">\n<li><a href=\"https://pyhanko.readthedocs.io/en/latest/lib-guide/signing.html#creating-pades-signatures\" rel=\"nofollow\">pades signatures</a></li>\n<li><a href=\"https://github.com/MatthiasValvekens/pyHanko/blob/042d6c70e74df34faeaa3eebc5843b5fc4856224/pyhanko/sign/pkcs11.py#L139\">PKCS11Signer</a></li>\n<li><a href=\"https://github.com/MatthiasValvekens/certvalidator/blob/0c67ec0eda36908dfcf35c4be58ffd9961253718/pyhanko_certvalidator/context.py#L53\">ValidationContext</a></li>\n<li><a href=\"https://pyhanko.readthedocs.io/en/latest/api-docs/pyhanko.sign.signers.pdf_signer.html?highlight=PdfSignatureMetadata#pyhanko.sign.signers.pdf_signer.PdfSignatureMetadata\" rel=\"nofollow\">PdfSignatureMetadata</a></li>\n</ul>\n<p dir=\"auto\">You configure PdfSignatureMetadata using meta keyword, and ValidationContext using validation_context.  In my test\nuse of ca_chain append root certificates to signature, and other_certs allow to append chain certificates that are ignored\nfrom ca_chain when build pdf signature.</p>\n<div class=\"highlight highlight-source-python notranslate position-relative overflow-auto\" dir=\"auto\" data-snippet-clipboard-copy-content=\"signature={\n    'engine': 'pkcs11',\n    'type': 'lta',\n    'lib_location': &quot;/usr/lib/x64-athena/libASEP11.so&quot;,\n    'tsa': &quot;http://tsa.example.com/tsa/&quot;,\n    'slot_no': 0,\n    #'token_label': 'ChipDoc',\n    'user_pin': '000000',\n    'cert_label':  'cetificate label on smartcard',\n    'key_label': 'key label label on smartcard',\n    'meta': {\n        'use_pades_lta': True,\n        'signer_key_usage': {'digital_signature', 'non_repudiation'},\n    },\n    'ca_chain': [&quot;/path/to/ca.pem&quot; ],\n    'validation_context': {'revocation_mode': &quot;hard-fail&quot;,\n                           'trust_roots':\n                               ['/path/to/ca/in/certitificate.pem' ],\n                           'other_certs':['/path/to/external_chains.pem' ],\n                           'retroactive_revinfo': True,\n                           'crls': ['http://your.crl', '/path/to/file.crl']}\n}\"><pre><span class=\"pl-s1\">signature</span><span class=\"pl-c1\">=</span>{\n    <span class=\"pl-s\">'engine'</span>: <span class=\"pl-s\">'pkcs11'</span>,\n    <span class=\"pl-s\">'type'</span>: <span class=\"pl-s\">'lta'</span>,\n    <span class=\"pl-s\">'lib_location'</span>: <span class=\"pl-s\">\"/usr/lib/x64-athena/libASEP11.so\"</span>,\n    <span class=\"pl-s\">'tsa'</span>: <span class=\"pl-s\">\"http://tsa.example.com/tsa/\"</span>,\n    <span class=\"pl-s\">'slot_no'</span>: <span class=\"pl-c1\">0</span>,\n    <span class=\"pl-c\">#'token_label': 'ChipDoc',</span>\n    <span class=\"pl-s\">'user_pin'</span>: <span class=\"pl-s\">'000000'</span>,\n    <span class=\"pl-s\">'cert_label'</span>:  <span class=\"pl-s\">'cetificate label on smartcard'</span>,\n    <span class=\"pl-s\">'key_label'</span>: <span class=\"pl-s\">'key label label on smartcard'</span>,\n    <span class=\"pl-s\">'meta'</span>: {\n        <span class=\"pl-s\">'use_pades_lta'</span>: <span class=\"pl-c1\">True</span>,\n        <span class=\"pl-s\">'signer_key_usage'</span>: {<span class=\"pl-s\">'digital_signature'</span>, <span class=\"pl-s\">'non_repudiation'</span>},\n    },\n    <span class=\"pl-s\">'ca_chain'</span>: [<span class=\"pl-s\">\"/path/to/ca.pem\"</span> ],\n    <span class=\"pl-s\">'validation_context'</span>: {<span class=\"pl-s\">'revocation_mode'</span>: <span class=\"pl-s\">\"hard-fail\"</span>,\n                           <span class=\"pl-s\">'trust_roots'</span>:\n                               [<span class=\"pl-s\">'/path/to/ca/in/certitificate.pem'</span> ],\n                           <span class=\"pl-s\">'other_certs'</span>:[<span class=\"pl-s\">'/path/to/external_chains.pem'</span> ],\n                           <span class=\"pl-s\">'retroactive_revinfo'</span>: <span class=\"pl-c1\">True</span>,\n                           <span class=\"pl-s\">'crls'</span>: [<span class=\"pl-s\">'http://your.crl'</span>, <span class=\"pl-s\">'/path/to/file.crl'</span>]}\n}</pre></div>\n\n</article>","renderedFileInfo":null,"shortPath":null,"symbolsEnabled":true,"tabSize":8,"topBannersInfo":{"overridingGlobalFundingFile":false,"globalPreferredFundingPath":null,"showInvalidCitationWarning":false,"citationHelpUrl":"https://docs.github.com/github/creating-cloning-and-archiving-repositories/creating-a-repository-on-github/about-citation-files","actionsOnboardingTip":null},"truncated":false,"viewable":true,"workflowRedirectUrl":null,"symbols":{"timed_out":false,"not_analyzed":true,"symbols":[]}},"copilotInfo":null,"copilotAccessAllowed":false,"csrf_tokens":{"/xhtml2pdf/xhtml2pdf/branches":{"post":"x384weOsWzoM3H6V94HfWUS23zJEm3UVyjUcfoucDBguVpuLI21A16nBfrUsNxXFT9HkvUwjqhWJkNDS9loVNQ"},"/repos/preferences":{"post":"t3BsYlDrnEE3Zih6M6eXzXk-SpQjO0HWzjzSvCpBREfuN1mlTa8U70439huRZ-Y6l9y5uYWURb_hIk-g3qMvgA"}}},"title":"xhtml2pdf/docs/source/encryption_and_signatures.rst at 3e1bd1b03a48c5b5c27ec291446fe9b7c1462aef Â· xhtml2pdf/xhtml2pdf"}
