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Protocol Encapsulation Terms
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TCP Segment

IP Packet

Ethemat Framea
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Communicating the Message

Multipla pieces are labeled for easy
direction and re-assembly.
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Labeling provides for ordenng and
assembling the pieces when they arrive.

L% 3E % 7L (Protocol Data Unit, PDU)
R ERELEERMIRTEE D UAAE BB a L PRI 8 o XRAHEY
A2 o

RIBEK BLEZERGER P RAGH XERA B INEIELLT (PDU) c #HELREF > T—L
N E—E KB gPDUATH E o ALY HFE —NNEPDUAA R R 894 F R R EH

28
nE °


https://community.emc.com/servlet/JiveServlet/showImage/2-831148-90202/image003.jpg

Encapsulation

Passing down the stack.

Email Data Data
Data Data Data
Segment
Transport
header Daia
Metwork | Transport
headar headar Dia Packet
Framea Network | Transport  pgiq Frame Frama (medium
header header headar trailer dependent)
L
1100010101000101100101001010101001 Bits
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Communicating with a Device on the Same Network

Data Link MNetwork Layer

— Ethernet Frame Header —’7 IP Packet Header

Destination Source Source Destination

: * Data
CC-CC-CC-CC- | AA-AA-AA-AA- Matwork = Host Network = Host
CC-CC Ab-AA 182.164.1. : 110 182.168.1. ; a

PC1
182.1668.1,110

AL-AA-AA-AL-AL-AA,

FTP Server
192.168.1.9
CC-CC-CC-CC-CC-CC
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Metwork Addresses and Data Link Addresses

Physical Data Link MNetwork | Transport | Upper Layers
Destination Dastination and =
TImInhg Enl;:ja : S source logical Destination and Enn?dﬂlij
synchronization physical e fwark SOLICE ProceEss application
bits L e number (ports) data
MAC 5IP3t3t

K% T IR S M Ty 09 M 3 e B AL o RIE T TALRYS A S A X & 5] Bl T 691P
ik ;e % A4 (Domain Name System, DNS) » i@ o A Fai A > 4 A P 38 TFTP

WAk o

AKX MMACHAE & & Z R 5] 8998 ? & 1% 7 £ AUiE F ik 247 H3L (Address Resolution
Protocol, ARP) A4 M AR % 8 BT A MACH 3L © 4o T B BT = » & % A B ANLANK %
ARP# R & » ZA—%7 %A & - ARPHRE S B2 L& 09IP3aL » LAN LS HE— %
Mk EZARPHER » AAEAGEEECHFOIPHIE o AAFEZIPHILGELEF S KE
ARP#f % o ARP*A & 6,4 ARP K F IP3uak A48 2§ & 69 MACHE ©

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0d-88-c7-9a-24  00-08-a3-b6-ce-04  00-0d-56-09-b-d1  00-12-3f-d4-6d-1d
FFFF.FFFF.FFFF FFFFFFFF FFFF FFFFFFFEFFFF  FFFFFFFFFFFF

If your IP
address is
10.10.0.3,

please tell
10.10.0.0
(00-0d-88-c7-9a-24).

lam 10.10.0.3. 00-10-7b-e7-fa-ef
My MAC address is FFFF.FFFF.FFFF

00-0d-56-09-fb-d1. e

o
AZ l 10.10.0.254
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Getting the Pieces to the Correct Network

Protocol Data Unit (PDU)

Sourco Destination
Metwork Device Metwork Device
192.168.1 110 172.16.1 99

Data

| am the default
gateway for this LAM.

My default gateway is
192.168.1.1.

o

PC1
182.168.1.110

PC2

182,188.1.111
BE-BE-BE-EBE-BB-BBE

182.168.1.1.

My default gateway iséll

102.168,1.1
111111111111

y
faw.}”ﬂi_ﬂﬁﬁk_1’

Web Server
172.16.1.89

My default gateway is
192.168.1.1.

FTP Server
182.168.1.8
CC-CC-CC-CC-CC-CC
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Communicating with a Device on a Remote Network

Data Link MNetwork Layer

— Ethernet Frame Header —’7 IP Packet Header

Destination Source Source Destination

: * Data
11-11-11-11- AL-AR-AA-DA- Matwork = Device | MNetwork : Device
11-11 Ab-A0, 182.16848.1. ] 110 172.18.1. : 28

PC1 R1 R2 Web Server
182.168.1,110 182.168.1.1 172.16,1.89 172.16,1.89
Al-AA-AA-AA- AR BB, 11-11-11-11-11-11 22-23-32-22-23-22  AB-CD-EF-12-34-56
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B 8IP3#ak @ PR &R M IR % & 69IP33k © 172.16.1.99 ©
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BMACH AL @ & #1% & BIPC 169MACHAE » PC169 XA KM 3 2 MACH AL 4 @ AA-AA-AA-AA-
AA-AA -

BAMACHAL © SRR AT HGHER T T R M % » X —fEA b E XK X9 2AK
MMAC3HAE o AfF » BIR169 A KM 2 MAC3 AL » BP & 11-11-11-11-11-11 ©
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VAR L8964 RMACHAE 5 B 89MACHAL o STIRAAUINIRAZ & HK 2] W Prid 242 B 6936
Ao AR RAMATE R T AT A A ERIBUE R R E

o # A (ingress) v
o H&3bat

AiZingress | T3l WA T 4F T om0 @ AR & 0 egress /il TR X &8 T 4F 2w 0 &%
& o TARAUBCH K KRR - ATk O B89 B 6 LK o

LAN S #AU2EAP — 3k & » 383 3% 5k & R B 4o fT 45 & 3038 7 o LAN 3 MUY — %7 4538 9 & A A 3%
REAEATHEGH# OB A RIELR o —MNANZRIP R A —% E LT ik fosg o
M EZE s Atk L#HNGE T4fT » Bl —H 69 3hk 8974 BRTAE —H a &7 o

MAC X3k & 89 5 & & 3

— AR AR S EAE I — A5k O AR AW s B RLAF ] Bk o A EEE o A X BAE
ARHOH5REH XA BRIA—FKMACKIE » FAETFiFE% (CAM) - CAMA
— AT HikE R R TR memory o XA & 3 5] € 695% 0 69X & E9MACH AL
WEEIMACERT » RBA AL FTREERMAEZEREZ I ERE SR CRRELZEE

1AL R BALRAF R N B9 — 67 1 693658 M ) “OR3bAE" » A -FTH 69374 & o diat
AR A > A T "HMOW B9 TRMACHAE » 3135 B hE 7 e BIMACHLAE & F > R 7
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oo M5 KR E R P SMACHIEAR 2t & 638 0 o
R BB T GE TSN BT s T gk (ﬂoodlng) ° A S A

gt T —NEEE AT 018 & % SMACHAE -
AT FHERE T £ FHMACH I & 89 7 ik

1. At port 184 E] Rk APC 1869 M -

REA L AT B OMACHI » T
EZ R R LT > MACHL

F’DH 1

2. T#AL B RMACHAE 7 5 MACHAE & A8 Hudk o

o WwRMAFELRT » M BAEMACHIE FIEPC 169 RMACHIE X B 5] 3 A

(port1) -

FrRe)

MAC Table:
Port 1: MAC PC1
Port 2: Empty
Port 3: Empty

o R CBHEAEZRMIIGMACHI ZR » M LT BRI R

5,4t o

3. R FRMHAZT B2 )G » B E B 0MAE

o R B HMACHI T A KRR T Ko REA AT FEMACHAE » W L FAuIe iz 3
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(flood) ZE T #H N T AINGBT A % T o

MAC Table:
Port 1: MAC PC1
Port 2: Empty

Port 3: Empty

Port 1
Port 2

4. B%% (PC3) RS H 93it HPC 165 2 4% M o

MAC Table:
Port 1: MAC PC1

Port 2: Empty
Port 3: Empty

H’ Port 1 Port 3 E'

Port 2

5. LIAIIL R F I APC 369 RMACH AL A % A 3% 0 8955 0 5 o £ &R PR E|Zwi ) B &)
Ak A E TR T o

R EAS (=) @ mit e 15
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MAC Table:
Port 1: MAC PCA

Port 2: Empty
Port 3: MAC PC3

r Port 1 Port 3 2

6. TAMILLE TS B B ARk &2 MAE 0 MR T2 BA IR T CAH5E XM 0
WA -

MAC Table:
Port 1: MAC PC1

Port 2: Empty
Port 3: MAC PC3

-
r) Port 1

Port 2

RpusE R 7 X
75 fik # & X 4% (Store-and-Forward)

BAT e B 3 RAR KT 8 LA R EE BT R EM BB E AN e E L EANE o RE
AR A7 KRR BB A X E IR - A2 RA LA 7 XTS5 R EAE > fmfRiE Lo
FATE o T BT B RABEXNTH IR FFIERREE > AR E2ERERRM o 5%
BABXARARIZFER P T HAHEREK :

EAEIEH

M xR (=) : @it e
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1% R 50k 5% R B RO R biad 2 AWM AT 2 4EH] o A OGH DR E MG » LA
¥ 5 e R E — N F R MARIE AP (frame check sequence, FCS) 5 A THFCSi#t 4Tk
3% o FCSAR B AZ M AN Bh AR M A A M Z AR IEAE I % » e RZMARIS B4 » ] T
BE o GN» £2FH -

Frame MNetwork Transport Data
Header Header Header
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Store-and-forward switching entails receipt of the entire frame (up to about 9,200 bytes
for jumbo frames) before a forwarding decision is made.
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Frames can begin to be forwarded as soon as the Destination MAC is received.
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0 192.168.10.0/24 10.1.1.0/24

192.168.11.0/24 10.1.2.0/24

Elf show ip route
Codes: L — local, C — connected, 5 — static, R — RIF, M — mohile, B — BGF
D — EIGRFP, EX - EIGRP external, 0 — O5PF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
El - QOSPF external type 1, E2 — OSPF external type 2, E — EGP
i = 1I5-15, L1 — I5-1I5 lewvel-1l, L2 - I5-I5 lewvel-2, ia —
IS-1I5 inter area
* — pandidate default, U - per-user static route, o — CCR
P - pericdic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is wvariably subnetted, 2 subnets, 2 masks

D 10.1.1.0/24 [90/2170112] via 209.165.200.226, 00:00:05,

N BT

% W 498t RO -
A

Z
THEFTRIE &% M%10.1.1.08 £ :

MG AR (@) @ity (k)
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M & IR £ 5

10.1.1.0/24

192.168.11.0/24 10.1.2.0/24

[D 10.1.1.0/24 [90/2170112] via 209.165.200.226, 00:00:05, Seﬁalﬂa’ﬂf[}}

Legend
D - ldentifies how the network was learned by the router.

D - [dentifies the destination network.

D - ldentifies the administrative distance (trustworthiness) of the route source.
C] - [dentifies the metric to reach the remote network.

D - ldentifies the next-hop IP address to reach the remote network.

D - ldentifies the amout of elapsed time since the network was discovered.

D - ldentifies the outgoing interface on the router to reach the destination network.

Route source : %42 T &£ % 5] 3|8 o

Destination network : T 3% M £ 3.4k o

Administrative distance : % & k /R 89 7T 12 £ o 2 AKAA R WAL R & 3F o

Metric : /&% 7 J1 7% A AR & 31348 B 69306 AR A2 6901 S5 0 o BRAKER AL i dF o
Next hop : # X R LT — A% & & 69IP3AE o

Route timestamp : B % J 2|82 AkE T % FEfHE o

Outgoing interface : M W45 X/ L9 b o o

B 3 ROR

THILF®TR12] A% M%192.168.10.069 %\ &7 :

MRS (@) : migid (E)
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7 % A 4 5]

.-
64.100.0.1
10.1.1.0/24

192.168.10.0/24

192.168.11.0/24 10.1.2.0/24
A B C
G 192.168.10.0/24 is directly connected, GigabitEthernet0/0
L 192.168.10.1/32 is directly connected, GigabitEthernet0/0

Legend

D - ldentifies how the network was learned by the router.
D - |dentifies the destination network and how it is connected.
D - |dentifies the interface on the router connected to the destination network.

B — A3 a kA Auplup iR Bl IPvASS d R Z AT » 0 LR

o 15T A AIPVARIPVEHLAL o

e i itno shutdowné 4 i i& o
o NF—&E (BRbuE » ;b IMNF) BRI BRZT o

LR oupX G BRI BIEA EERNB R mB| B h AT o

Mt AR (@) : migid (E)
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i

ip route destination-network destination-network-mask next-hop-IP-address (forwarding rou
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5l da s VAT 4424 %2R1EAE 5] £192.168.3.0¥4 % 192.168.4.0 :

ip route 192.168.3.0 255.255.255.0 192.168.2.254
ip route 192.168.4.0 255.255.255.0 192.168.2.254

R1E#MAGESZE » Bl A B #HL THT

R1 R2 R3
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Send Ackrowledgment for 3 &4 L

ROVWMND = 560 | A<t Mem - 501 v
T m] 10, Receive Ack for Ports 3 8.4

L
Fila Par 3 =] H:v;l'mnarrﬂ .
v

[wa] vz 10 | o

'y
RCWHKT = 501

XEEMAE TTCPE% S » EARAUMB G5 E c RN TUAEEL—NZEGERL REE
WEFECH =410 000FF H T » 20 R BAEMNHBEB00FF « B—MHHBEEFRT » £419
NEFEWET (22 dTHE—NEBMEAENRD > B9 £ FHIN o

AN BT R %

BAVEBALEEZRARBZGHRBER? RGBT » SIREE R EAIEMEBH > ebMrAT EHAL
HHEL CRmERP RGO BENRI] - ALRREZFRAT F—1MREEFXRE » E4A19
AT RER TR IEARE P b B o

4 L IX A M UK AR T AR A9 7 A ¢

REEABE R XE— B BRFO 7 X REHREEG R A LR AR R
B o WwR BB EOR MR BEEREERS T » X—F XARMELN » WwRZHEND - 3k
FEEFWAT o BHOHERE— MR BT LRI T4 o BR ERRIRFILT » ATA20
MNS00FFREBAMERT c KNFRERBARTHEME o I— R BLT LR AN 1225
EMEFEEHFRB2BH I c I—IRLEFTRE SR -

FEMARE  BE—AERAXLHLELERNG T K o BT MR BELRT » TREHE
%R B BA BTR R RAINE B B o X — 7 XA R T AL i A AR A — A3 A A 69 45 0
BY ] o BT RN BLE RO » £RF 2R RN B > R8RS S — R
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Mg o EPTA20MN R BARERGHERT > M THE—FFZXTETRENE o X7 Xy
BAETTRILELZZRLEN WwRE-AMRABEERRLMLIONEIF EEKET » L5 E
£ AR9500F ¥ 445 °

W TTCP R R LR T HME] » T CH R EH NN 7 ik EAF - (LA —F 7
Ne LAFRBTRFOFAXN > " THI T2 HAG T X
Client Server

S vane - 340

RCV.MYHD = S40

ROV = 1 SMDLUMA- 1

] 1. sendpan Eb
File Fart 1 24 Pt U b B0 :
Seq bhim = 1 | 2. Send Pan 2 :(f}

File P 2 ] 120 Bytes (81 1o 200] e
Seq bum = 81 | 2, Send Pen 3 i ﬁ)

A, Receive Fisl 2 Segment, 1560 Bysas (201 10 360)
Sond Acknowledgment ‘/’M i
m = R

RO WYHD = 540

- e | 5 send pon 4 : {5
[sa] 120 h L N::‘I: o R 140 Bytos {361 40 500) | -
A Sy Mum

5 S -
REV.HAT = 201 LA s

= &0
. Rrceive Pork 4 of Fin; Connot Po]rza] o Jo |
Send Acknowledgmant
S0 NET = 500
ROV WHD = 540 ¥

Yy
7. Roceive Ack for Parts 1 82§ &

SHDWIND = 540
SO Lig= 201 Unable = 740

SMDLMAT = 501

X
Fia Partd =] B. Timacn for Por 3; .v
Sy Mum = 201 Retransmi Part 3 & 4,

Rwsdcrd Timar for Ecch éﬁj

9. Receive Pats 3 ond 4 of File; Discord
Duplicate Fart 4, Send Acknowledgment
for Parts 3 & 4

Filw Pari d =]
Seq Mum = 361

o\

ROV WD = 540 Ack hum - .&nl...____‘-__-“
— 10, Recabve Ack for Parts 3 & 4
[aa] vma] 1o | e

'y
ROVUHKT = 501

RIRL G RAEAE T RZHHINFEZRE o BrH XNANTCPRFE v FHk#ATY & > N A
RED P AINIEE L R B AGRE o X — ) REAR A 455810 (selective acknowledgment,
SACK) -

HAFAIN

WM IESACK » EHEW A F X ELMEN XFL—2i > AL EFENIENGSYNL AA M A LE
AFSACK o I —HE R TR JG » HE—RXEHAT AL FTATCPH B P14 AISACK#ZL R o X —1ik
8,4 — & T e ie R A IA B B4t sequence numberic Bl &9 5] & » i T 1A k& 4
8y o
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2R % EERI| AT R > W R R B ORI IFAHINT » MR B P 9SACKLAFAL & A
10 GREEAE2F @ F XN RBMA > —MHBEREIHIGE > LGMARBLLEE B
FESACKILAFAZ A1 ©

Blde s LANRBEGFEALT » wREPSHBERIFBAT AR FRE R K3 S ECLEHINT A
201 (RB1ARB&2) 893z &> A 84— MSACKL 459 : “CiER P F ¥ 3615
500 125 RN o do BB BAL K BAF2Z G Bl ik > EifZ TR H IR Bk
TRk o RS BAIAN B4 FF JEE » 4 K 447 SACKIL « 5 R B3 T8 » IRE £ A 5
B BASACKAZ A1 » A st L E4E o m THRATF o

EREIEREZE > FERAYSACKIZ AR - BEATHEZ P ETEMRRRAAT R B4
MG RE o B P sn SR EHINT A501 R 5095015 & » oE XAIA R B 3F430L 3] © 4
RE—ERERERE » REBLIRENKE K BAN 7 — 5B FHUAE B 8% € 89 SACKAZAT
o HZM o AR ASEHR R ERBEGFEAT AL Az T/ o

Client Server

RCW.MYHD = J40

D UbiA= | S vara - 340

BV = 1 SMDLUMA- 1
] 1. sendpan EB
File Part 1 H P (L b B0 :
Soq thm = 1 | 2. Send Part 2 (!)

=1
Fie Pz =] 120 Bytes (81 10 200]

Seq hium = 81 | 3. Sand Pen 3 6)

A, Recwive Fral 2 Segments, ?M 180 Bysas (201 1o 360) i
Sand Acknowledgmant _F i

RO WYHD = 540

' 5. Sand Far 4 il é
[wa]vm i MNM s R =] 140Bpez 361 0 500) | oG-
3 mow 361 N -
RCV.MAT = 201 L B S
&. Recein Port 4 of File; [pajimf o Juc g |

Sand Ack with SACK For Pan 4

Ak Mum = 201 SHDL KT = 501
RCW.WHD = 540 SACK = 341-500 TV :
7. Rocaive Ack for Ports 1 82 @
m [ &
Iy 7t Receive SACK for Port 4
ROV.MXT = 201

$HD.UMAC 201 Wm:m
o ||

SNDNKT = 501

B. Timeout for Pori 3 . ‘
Fila Fart 3 ] Rafranami 3 (bl not 4] :

Sey Mlum = 201
9. Recsie Pt 3 cf Fle, [ &

Send Acknowledgment for 3 &4 L

ROVWHD = 56D | | A<k Mom = 501
T m] 10, Receive Ack for Ports 3 8.4

[aa] v ] 1ee | e

A
RCVUHKT = 501
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MeEAT (+—)  TCPHE vif# 5 it

BB FELELERERLEL  EMC T U #H#izhttps://community.emc.com/go/chinese

XCENBITTCPEHE ORI ETRM - EREPREMEENEZET » BPintik
% e — m% INREBHERS TFITHRBE > BAZPRGBERET D PIRSBENREET
O o XM s IREBEREPSR—RAZINE P SHBKR S VF ¥ 8IE » Wik 2R EF R 930k
WO EPRORETD -

u}n

ZHBAN 2B ORNEFTARFS > ALEFRERECH L - RAEH T AL ECRET RS
TR T EEOFERELSR D B B RIRE—NEE—REB N HLE S F 3B -
ZGERESER R EAIE -

F 5525

LIRS EINE PR AR > CREEIERAELRE T > RS B LI FAB AT AP 84

o)

/

AN RS B LA IS B R EIE P i A R A AR IB I o

B4 REBLMAEEIE KBS Birn A2 FLE o

>¥

R 43X A F HTERM o REETARKGEHE A P o F3E THIKAHIA w
#X”kAWM%@?%%&%°&% ok A S IR R B e THOKTCPA ik B 6t »
BHTHRMBMER - SR —HFRERANR » R EEFELRALEToRICHEELETH -

WTEORIRBARXFF T ANETEEERDESEIERGRE > TCPHAURZMF X ZILA
SEJ;*‘%%J 3?%‘5}3‘1@5%&7] o AIEMTTCPR AR TR » AACARERLAKRSH

FN MW RGN EOIRD  REBFB P SRRB AR R R ERIEOREFR TAE
R -

BB O KD ATRAR R %3k &
BRE—TEP MBS EORBEER > 2 TETT o
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Client Server
WHD = 40
|
SMDLHKT = 1 P— REV.MET = |
| Beque
N Lok~ 1.00
Saq Mum=1 -'-""--..____‘__1
2. Racaive Request, Send Combined
ey 4 Ack & Reply
length = BQ
Saq Mum = 241 = 340
SHD WET = 141
/ e - ﬁj
3. Becwive Combimed Ak & Beply, ]
Send Acknowledgment L Acknowledgment RCV.MAT = 141
Ack Mom = 321 :
SO URA = 145D - 350 - 4 Send Part | of Requested File
— N | File fPart )
T i Lengsh - 130
= Seq Mum = 321
SHE KT = 141 /
5. Recwive Port 1 of File, =
Sand Ackrovledgment - 6. Bacaive Ack for Reply
Acknowledgmaent
Ak Phom = 441
7. Receive Ack for Part | of File
File [Pan 2} |
Longth = 160 ] B Sond Pont 2 of e
Sag Mum = 441
9. Racaive Part 2 of Fils, "'#’f
Send Acknowledgment ~Acknowladgment
Mk Pam = &0
"] 10, Receive Ack fior Port 2 of Fils

B RERIAOE T RIBERE R - 25 B AU TAE O E#T20FF : LG o

360 # Mk & £ 69140 ¥ -

— BRI RE  REBHRIN40FF B CNMAELEL T o I » MAGHELT » 1405 F
HANEH o BINZ G LA INEBAS Y o MR AW 0 BHEA RBH K RBENE P kR EFT
HEE - EHEMERERERLECOTY » AEREPHET O RIRERT o

PRERERAEREARIERAANRENE > TR IRAEHAEICORT o B LKD)
140F ¥ 09305 BAR T v K MRFE T L0945 826 > #3605 ¥ & 2 @4 50140F ¥ o
BT I RFAINTF A0 BARE P L TAL %3605 448 o st TZ AT/ & 895220
FH s o ER| R ARG 140F 5 $3E o

K s NEFPREETHRERELERT > HESERFATCPEHRE - TCPTH AR 224
BAE o R AR/ AR KEFKI40F T 4B o FEAT—FHE LT » IR% ZSTCPA £ ik %]
BUA0FFNELFHE o X0 R TAGDHINEELEPL B RERLNEL 0B P
EAETRD > ARTREHETERAFFAT -
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BAE BN EN140FF 2R FA0F T L ARE » B4 PR T100FF o 5 £%140
FHHHRIAZE > REBHRXET % M00FT » 2260FF o TE P MR & HHE X
—hE& o CREFE40F VB EAK BT aLEFEH140F T c £FHIRT - F KD
%M E260FF o TLIAAKE O AHEH140F T » 2L MAUEHA0FF o A I —k8h
FORIEIRSEENZE P SHBEN R 260F THE > LERBREB PR RZER » =T HE1-
K22

Client Server
& SNDWHNID = 360
SMD. 1 = o RCV.WHD = 340
|
DT = 1 RCV.RT = 1
1. Sand 140-Byte Boguast o Reaues

2. Receive Request; Send Ack, Reducs
] Window by 100

Y i = PE0 m 260
3. Reduce Send Wiadow o 260 "’,". 1 I

SHD_UMA = 141 5MD.

D
aohle = 260 E\".i*ilT-'l-dl

4. Send 180:Byte Reques | Fequest

length=180
EMDLUMA -~ 141 M-mh-_ig Seq Mum= u-.‘--..______‘
5. Receive Request; Send Ack, Reduce
I 141 § 18D Minwltugmmr'_'. Window by 180
Ack Mum = 321
ST = 321 Window = 80 RCV.WND = 30
6. Rackco Sund Window o 80 p——" [1o] 120
=
RN MNT = 331
7. Send BO0-Byte Reques | I’“ﬂlm_
g om0
MDD = B0 SNDUNA = 321 Sy Mum :1?!"‘--..________‘I
E 8. Rocaive Requast; Sond Ack, Beduca
[140 [ 120 Jfao Acknawlodgment | Windew by 80 {0
= Ack Mum = 4017 | TR =
Window = 0 RCY.WHD - ©
& Rackca Bard Wi 0 Ja—— [ 1ao | 180 Joo
SHDWND - 0 -
thoblm a0 FOURGL= 401 RCY.MET = 401
SNDLNAT - A0

%5 MR B T VAR AR R AR

do BB S B R AR RIE A ABR 2 BB BT — R EH180F% > E2RFEX
Werk Rk R AT o RAKAT » RSB E180F V445 T4 > FAEHAEEF
¥ E 2 RIDM260FF BB A80FF o BF P mBKkE180F T A IAZ A » BB T
HRTI80F Y » ©ABHEHAREG KD > L5h 5 1 KA N80T F 4B » 27
AR BEREFOFE - BTAEET 0 LB BH180F T » 25 HERK T o RELHZTH
o BPRREFELEDL SHIE R— LRI TAELEH4ETF o

EYiP =
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& v R A T VLA i xscﬁu%ﬂimﬁk o RILEFBENE P M BRI FIEF SR THEL R R
BRESMNRSEBFAUERIBRET D - BEAAEAFTORIE0FY » BFHASEFE /N4
/T» KEAH80FF » 45’}]&5‘ B THIERE - XBEREFBZHREF RN AQ WARAXAE
B REWMBEPHMRSEBZCEIR  CE MR LR ERKIE » w EARE—F AT
o X G BIREFBENBRBEN » TURRE X —EBFNE D » AFE S HIESH -



M ARy (=) : @itLlinuxM%&iE (L)

BB FELELERERLEL  EMC T U #H#izhttps://community.emc.com/go/chinese

P — &R &I BRI %09 IR AT B B4E

R E—EIPHRIAE THE o

AR e #h BY B B B P 4R T o

Bl K INF o

18 E DNSH % R % 55 VAL 1% & 48.9% & 3 3 Pl 4 LA 3R 4 o

F %4z 8
T IHIEL H5IPH AL

1% Fl letc/hosts ST & 0% 1% & % 41 2| IPRUAL G R 4 £ 89 7 X, » FF— 4T RIPHAL A4 » 3R
VAEIRDE-S L F A

127.0.0.1 localhest

192.108.21.48  lollipep.atrust.com lollipop loghost
192.108.21.254  chimchim-gw atrust.com chimehim-gw
192, 108.21.1 ns atrust.com ns

192 225335 licenses.atrust.com license-server

@ Tletc/hostsfx eL35 Rtk 4t i LR P B —E B P55 X & » FIARBTREMETZ A
BB AT E9IZ 8 (BP ¢ ARG » RUM X » URBREIMEH) o

T4& Flhostname 4 A X & T EMNL - LA F LR AW AFTIEST AT AL NEE
AR IR BLE) EALG o

ifconfig : f2 & M & 4% 0

ifconfigdT A XX A M &2 » X EIPIS TGRS » AR Lk Rfe 53k o B F £ B
WA AT B B S P iR A SR B AT o AT AL T A F B B AT AMAS L o

ifconfig@ 44 X4 T :
ifconfig interface [family] address options...
5] 4=

ifconfig eth0 192.168.1.13 netmask 255.255.255.0 up
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Aeth0& B IPv43tit 5 F R & » K RED E&FHRER - KEKALT » ifconfig —a7|
HALOMAETUAR L ARE -

family % k% Vrifconfig B2 & 69 T — 4% B L o A P T At — AN E 2% E § AN it Bl &t
1R > A2sb M 5B E o IPv4iL R Ainet » IPV6iL i A inet6 o 424 Ainet °

address & #t35 © 45 0 (IPHAL o AT e R AL » 12 EHE 5L R AR B Fh BT FRAT A IPH
B o 3t TR& ) T H 0 R 0 X ERE IHEL LM EIE KMhosts L » B A L@
KRBT CAL A R % o

X4t FupH & a7 > downds L X i o
netmaskit i A 3 2% B T M 4648 o
broadcastit il A 3 2 38 € IP)” #5363k o
route : At & # A% d:

route@ A X H ARG > BARK G RN KL LRI R > FMEBITHR OGS o S ERBRE
TR AR 0% E BT RE R TRINGE G

REFRMHFL : — > ZRTE G3IT EEMB LS A » %&b & T 69 “next-hop
gateway” £ AR EALE T —MHED > R AHEREF] B 93 > KT £ B E 3 o
Rifconfigfr A4 B RmB| B R o = THREA GBI MITERGRd > &> B A
KA d » TN > R EICMP“network unreachable” & “host unreachable” 1z &4 K% 7 - 1k
SAMBMGRA—ANEo s AR EREHREGE 0 RAKG o

#— %route® 47K Mtk — &3 d o 4w Trouted 4R A JUF3E A TH —Linuxha & :
# route add -net 192.168.45.128/25 zulu-gw.atrust.net

%A 41 g W X % o 3 zulu-gw.atrust.netifs e — % £1192.168.45.128/25 M & 69 ¥4t o 38 F »
M %3 W 8 A EALR AR EAEG —ANED (LinuxE KA M &3k 37 e _Egwit R
%) - routed 4L/ 845 45 zulu-gw.atrust.net AT AP X3k o

Ubuntu M %4 & & :

4o F B AT = » Ubuntuiz letc/hostname A % [etc/network/interfaces ° VA
% letc/network/options ¥ £t & M 215 & °

File What's set there

hostname Hostname
network/interfaces IP address, netmask, default route

EHL 1 letc/hostname T X E - REDFAERNIN I~ FPRENG LT > LREALT
A B
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IPXuhk » M %3620 » BKIA M X £ Jetc/network/interfaces ¥ 1% & o Wliface %4 F Ak 69— 47
BT EANED o ifaceX G 04 AT A M An A3 o 4w -

i
]:I-E::‘E lo rInJ'[ 1:1‘:..:..E~.]k

bl 1 ™
> LY L~

l..1d.
u'fJ']'*"‘"' lﬂt" ']-t.":"l
netmask 255.2

i.I.L

gateway 192.16

|fupﬁ\7lfdown ARG AL AAT A4 (HBwifconfig) FFEAEE 84 F0k %
i RWT I o autoi® 4145 E B Fh Bt BRIA Kifup —aB ATE B9 i@ o o

ifacefT P #9inet % 4 F &ifconfig ¥ 1% A 89 33k o k4% Fstatick = —“F X » 15eth087IPH ik
Fo R 28 Mo A ST B AR T 8 o Wb fe W 860 TR R S BE 0 gateway THE KA M % 0 AT
r” E g}\,u\&g é] °

SUSE R % At &

SUSEA 7 7T vA ik #%NetworkManager 3 & 1% 469 B & 7 % » F P 3T A4 YaST P i 3% o
T 4% A YaST GUI%&&%%%% Yoo RE » BMNNLBELA X o 15T B E M %3 L)
YaSTAL$2 4t Jetc/hosts U » ## A% v » DNSE EM AEEUI - TR S =T R E 9B E M -

File What's set there

ifcfg-interface Hostname, IP address, netmask, and more
ifroute-interface Interface-specific route definitions

routes Default route and static routes for all interfaces
config Lots of less commonly used network variables

M T DNSAH AR 4 % EALE X I » SUSEH K % % M %1457 B & /£ Jetc/sysconfig/network
B % T #9ifcfg-interface Xt o H— M40 ZI— N4 o

MR T8 REDIPHAE 0 WX 0 AR T 312 8 0 ifcfg-* U T A B B AR % LA M 4 3%
M o ifcfg.template U3tk % S d kA a9 iERE « AT E A -

BOOTFRC’ '(---'5'.?1'.'“" # Static is implied but it doesn't hurt to be verbose
IPADDR=192.168.1.4/24 # ."‘ l_'lrn IL.':. the NETWORK and .’\ETV.\HK vars
NAME= “v’[ PCnet E'?t::: f"-‘"’.'.‘z'r'l # U 0 start and :ET:JI-' the interfac
STARTMODE="auto’ # Start automat .ml'y at ]—.—

-"..':f.""""'hl’:u' =no' # Disable control through I-m ernat/cintemet GUI

SUSEA4 T A Am# A% ML (AN E) 41 Lroutes T o U+ 8 B AT304F
Zroute A BB T RN L 0 REGAEArMA > MX > B > o URTh AR GMEERSG
APt hsiasiy o T EARARANBEOINRL  BEHIFELEATALE

default 192.168.1.254 - -
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4 2 Rl 4% 0 89 3 & 4R 74 ifroute-interface U F 0 3 0 SR8 % 7 ik Hifcfg-* U —
B oo AR EHK X Groutes A8 F] o

Red Hat™ %4 fc &

Red Hat# % fc & GUL%Z # system-config-network > ¥. T V43 i¥ Network % T @ #) System-
>Administration £ £ T 5] c L E A B EMAHE D 5 3B GRET —MNE£6Ul > w24
# 3. |Psecifl i » Bc & DNS » #iu/etc/hosts# @ir o

T &3 TGUI%RHE 89 &2 A4 o T /£ /etc/sysconfig/inetwork ¥ 1% E 4L % 69 TG » 4L 6,45
DNSH % 4 & B R % o

File What's set there
network Hostname, default route
static-routes Static routes

network-scripts/ifcfg-ifname Per-interface parameters: IP address, netmask, etc.

l4e > VAT A& ALK M 4 2 8 network X4 :

NETWORKING=vyes
NETWORKINC_IPV6=no
HOSTNAME=redhat.toadranch.com
DOMAINNAME=toadranch.com f## optional
GATEWAY=192.168.1.254

048 % 09 338 5 % /£ letc/sysconfig/network-scripts/ifcfg-ifname  ifname & M % 4% & #9
LF o GXHA BN BIPHAL » KL s A 0 AR A o A AIE O L TR
ERBAHETFR ©

FHAEA BB A KM O VAR S IRE O A o ) 4o

:*.‘_‘U](':_ ]-j:,
IPADDR=192.168.1.13
NETMASK=255.255.255.0
NETWORK=1

BRO f"u, ,f";'-‘"'"
ONBOOT=yes

'.3_'1‘3'3]

=192.168.1.255

VAR

'-‘l""‘['" '|_

......

wl- r"'.l. """ 1)}] 0.0
BROADCAST- :;?2:,335255
ONBOOT=yes

NAME=loopback

A TDHCP#echoX # & fm i £ :
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DEVICE=eth(Q
BOOTPROTO=dhcp
ONBOOT=yes

f£ letc/sysconfig T+ F & # e B 15 &5 » xt48 &2 3% 2 £ 47 ifdown ifname @ ifup ifname °
o f—REE % ko > {8 F 4 4service network restart & E AN % o XL L E
#letcirc.dlinit.d/network ) — N B ik 8 7 ik 0 FRR B St AR A Ae EstartA 4 o

AT A I B Fh Rk B B #F A% d 0 e B letclsysconfig/static-routes U89 % 115 &
T2 B I A d R o AT A route addr 448 & S5

ethQ net 130.225.204.48 netmask 255.255.255.248 gw 130.225.204.4

-

ethl net 192.38.8.0 netmask 255.255.255.224 gw 192.38.8.129

BRI H ey R T o (28 KR B Erouted AT 8 BUG AT > Wb d S48 T oAl XK o
(TAEGUIT AR ZRY > B ARTRENEREENHED) - GLHTHRNEE
Sroute S o EXHEHB OB T LT A TH4

route add -net 130.225.204.48 netmask 255.255.255.248 gw 130.225.204.49 eth0
route add -net 192.38.8.0 netmask 255.255.255.224 gw 192.38.8.129 ethl
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ZEmE

N

AL AREMELnUXM % i E () o

F %4z 8
Linux 4 4 A% 4 3 7 ;

ethtool @ 4 &4 F X EMA&HE D X THIRA XG5 o 4ot BREFRNL o ©RE T AA
fymii-toold 4 » EH L AL FREH 5 o

REMEREFE LR TAEGEHIRE o Hlde > ethOE 0 (PCERMM FHD) BFH T A
Wt RET T AR E

ubuntu# ethtool etho
Settings for ethd

Supported ports: [ TP MII |

Supported link nodes:  10baseT/Half 10baseT/Full
100basaT/Half 100basaT/Full
1000baseT/Half  1000baseT/Full

Supports autc-negotiation: Yes

Advertised link modes:  10baseT/Half 10baseT/Full
100baseT/Half  100baseT/Full
1000baszeT/Half  1000baseT/Full

Advertised auto-negotiation: Yes

Speed: 1000Mb/s

Duplex: Full

Port: MII

PHYAL: O

Transceiver: internal

Auto-negotiation: on

Supports Wake-on: pumbg

Wake-on: g

Current message level: 0xC00000033 {51)

Link detected: yes

P %% 242 £100 Mb/s 2L » 4F Al AT a4

ethtool -s eth® speed 100 duplex full

o R I B A B AL ARAALP AT o TVl Hethtool —rer 4 » T 4% 4% 3% 5 4 2 2| & 3
% [e]
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B—AARYERAEK TR AR RIESIETLRMEET > M AEHABIAT - K% %%
HFE % AR F (checksum) @ — 34 T VLS Bh - B AE % o 7T L it ethtool —K 444
&S5 FHAI B RERN T LA Yoffloading (-kE & S ATHE » -Kxt 472 E) o

1 it ethtool T #8948t 69 o ho R A Z K A 8K » & L5 1kethtooltF ) A LM & e B
B —3 5k iB4T o RF AR CHEABZANE R BN —F 5 > o BIRA LR HT BT
ethtool 4 » MAAHE O TEMALATENEERLFEHEK -

Z : Red Hat2 4L F » 7T ¥l iz etc/sysconfig/network-scripts. ifup T 49 & & U4+ F e — 4T
ETHTOOL_OPTS= > A% #474F 4 % 4u 1% i% %bethtool °

SUSE ¥ ethtool 8 A i 5 Red Hat4a 4k » 12 & & 51.% HETHTOOL_OPTIONS » fic & 1% %
£ letc/sysconfig/network °

Ubuntuz 4. » T VA #E Jetc/network/interfaces 4 @ &t & By K F 12 {Tethtool 44~ °
Linux TCP/IPi£ 7t :

Linuxi§ & A~ T 18 W 4% & E 20k IprocE 30 U A 4 F o M %6 % 212 T Iproc/sys/inetlipv4 o VA
TR EFTFZT NI K
ubuntu$ ed /proc/sys/net/ipvd; s -F

r._..l,-\.l.l.l

icmp_echo_ignore_all

LR
ICITLP_

tcp_max_tw_buckets uap
1Cp_mem udp_rmem_min

neigh/ tep_moderate_rcvbul udp_wmern_min
routef tcp_mitu_probing

W %453 P L Aratefrmax® Z AR S Bk & o TH Feconfl 2B EHE X ENT
¥ 0 eLizallfrdefault’t 2 & o F B & ( &4loopback) ° &F B K &L&48F 69— 48 4 o
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ubuntu$ cd conf/default; 1s -F

accept_redirects disable_policy promote_secondaries
accept_source_route  disable_xfrm proxy_arp
arp_accept force_igmp_version rp_fiter
arp_announce forwarding secure_redirects
arp_filter log_ ﬁ'ﬁr*h"-‘ send_redirects
arp_ignore mc_forwarding shared_media
bootp_relay medium_id tag

B M P f2confleth0F B ¥ X T —4A% & > NEERENTHED o do R £conflall ¥
FART TS RBF NS B REATFHARED » 2SR EF ot o H— /AT B3t FHIK
Malli el B AL OAN o AL L5 SFAMKREL » AR IMEEE » TA L LR
BRBE AL o BT AR A SR A A s ] X — A2 > B bR R AR 0 ik
FF 6 Bk T 2 B 0 5 B S K o

4w R A P Econfldefault P& T & » B SFEINTALERZIGRENIED « H—7
o RAFRBER AR T » ABBUE 8 it 5 E o

Iproc/sysinet/ipvd/neighB X R 68T & B o FH K- TARPH LA EEMARE O
ARP table & 3 VA ZIPV64R B R, o AT AT ZF| & » YAge (RALBEI) FR9E R
ARP table & i A2 i AR % F o

ubuntuf cd neigh/default; 1s -F

anycast_delay gc_stale_time proxy_delay

app_solicit gc_thresh1 proxy_glen
base reachable time gc threshz

2E5EFETEM 0 1 Feoatdd 0 Z#ITEE 0 & llecho & T G 8] &t T4 o )4

ubuntu$ cat icmp_echo_ignore_broadcastso

LT YR EEA0N > N Hping FRER B9 o 5 €L E A1 /£ Iprocisysinet T o & 47

ubuntu$ sudo sh -c "echo 1 &gt; icmp_echo_ignore_broadcasts"

WE o ARBE RGN GG EEGRZER —A s FTAR D OITE o £ 8 A R & BREANF L
72 &G XA EM R o

BARRERESE (BRI AAERRHEAEEGUML) » £letc/sysctl.conf Him
SEYTE > BETEER AN dsysctld 4R o Lhsysctl.confiy X LT E 4 =14 -
7 T~ & 5 # fE shell ¥ 15 2 89 # Necho value > variable ° % & % & 48 3t T /proc/sys #) %12 >
TR B RAAL o ] 4o
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letc/sysctl.conf L+ »

net.ipv4.ip_forward=0
net/ipv4/ip_forward=0

B AH ZAUPH K X -

FlBt » A AZTRAR A T 69 ip-sysctl.txt ST A4 A — e Ak 4F 69 72 4845 & o

Unix and Linux System Administration Handbook
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ping#y TAERERFE > —EGMBRERAFRFHAF —MEBREHEE > FexTRER
B o KB EEZE s RTAT AR IMEWMHRET o AZFWRIDEREATEZLEFTY o
HFORRANTTRERE - THAFR ARG —BBLERATEER EHTENR - A ping
EATAMNERGEE  REHEFE?EHYGR F T ? AL LR TR ERANFA o

& %14z 8

i F B pingR A L2 AR A#%ié@lcmpiﬁ & » ECHO_REQUEST#ECHO_REPLY - # i
Lt FTATCP/IPM %% &4 i % 38 i R B 48 L ko 2 ECHO REQUEST » 1252 fs EH R E &
4 gt o

ping &9 A2 47

K% BB AZGMA > £—BERFEECHO_REQUESTs > A 2| F WAk o filde

bsd1# ping www.bay.com
PING www.bay.com (204.80.244.66): 56 data bytes
64 bytes from 204.80.244.66: icmp_seq=0 ttl=112 time=180.974 ms
64 bytes from 204.80.244.66: icmp_seq=1 ttl=112 time=189.810 ms
64 bytes from 204.80.244.66: icmp_seq=2 ttl=112 time=167.653 ms
AC

- www.bay.com ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 167.653/179.479/189.810/9.107 ms
bsdi#

— it AZALCtrl-C P W7 » st IT P D BTt o

THERY A E-ABRLHPELE THRILK D » %K » ICMP sequence number > TTL
fi o AR AR EE ] o L F 5 sequence numberde 4R B 8] 2t TR AE R R EFER LKA RA
}ﬂ éﬁ{é = °

% % % —ANECHO REQUESTH » % & % B 8] 12, iﬁ’fﬁiﬁﬁ H B # B mk A4 R 6
ECHO REPLYA& X ¥ o %3 FIECHO REPLYH » i it tuix & A7 A 18] 5 4k UES 18]+ 5 46
T BT o 4o R A A W B S Zsequence numberééé&x MIAA G/ LE K o F£F BT E k4
AR TALERBR AT P RAMBEEE » RE > AAERMERL -
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H2ERARER? X— AR ERETHEAABRRN LR T o bR L ALANM L IRET » b5
B R 2 AR B8 » BE AT ILENECEZIA c wREZIIMMNZEE T HFE I o o R T T

koo ThE A LB EH -

RALT VAR ping kATt H £ 6g ok & o £IMM LR E AT E K840 0 8 -0 &
TR o B R KB 69 £ B & R KR ST 219N IE PrAe 7 69 BF 18] o 54w 5 % ping 1005 ¥ 46 9%
30ms®mping 11005 ¥ # % 60ms > Bt » 3R 40 sh 38 % 30ms £ 4241 984 % 15ms » % K 3%
10005 ¥ %8000 4F o Zek & VLA A £15ms 8000 sb4¥ 5540 » 000bps ° M A & 44X 18] 49
EFR ko4 o 3 AR — IR TG > RAHHZ B %2 ELAZEARGFL &
B EEHAE LT AR o

TTLIART A — & 3642 EagBkik » 12284 — B o 3 R FERLA » TTLFR ebinds
RiEE ZRBRAZLHENROEMEZER - wREE0 RIKKEART o Wit A /L4
BIAA—R R4 c AmARGHIRGIRT » RIFTEENRALETME L o REHZ > TTL
FRTHRES ) WTRASMTHREEETE R ETE - LWEA BN - At EATTILFH
R HBETHRRE ) R G458 -

WE—BREGEE ERAEEEGEE - wRBLEZEAREF > Tl sequence number F

BB UREFRB LR T - BREX—ABRIFTEATENAH L2 - 5 ZHH S

EREERXIMEMNLE o —ANFIFH—PRLERRALRALE KB EZREFEL > X2

R A 3812 F & 54k 36 7 5 5 — MR UMARPAEHT © EARPRIERAZE > BHERLAT A
EAPAAE o (2% 5 de B E KRBT R K 0 WA THEFAZ A FAE o

XEFAT2KIICMPEZEE - BT RABGSE » XL @ASRAAGIZE o flde » TH
T REZRGE—ARHFLEONE LR

bsdi1# ping 172.16.4.1

PING 172.16.4.1 (172.16.4.1): 56 data bytes

36 bytes from 172.16.2.1: Destination Host Unreachable

Vr HL TOS Len ID F1g off TTL Pro cks Src Dst

4 5 00 5400 5031 0 0000 fe 01 0ed49 172.16.2.13 172.16.4.1
36 bytes from 172.16.2.1: Destination Host Unreachable

Vr HL TOS Len ID F1g off TTL Pro cks Src Dst
4 5 00 5400 5034 0 0000 fe 01 OGe46 172.16.2.13 172.16.4.1
AC

- 172.16.4.1 ping statistics ---
2 packets transmitted, O packets received, 100% packet loss

W T %W & RA P K%M &2 PTAR EICMP DESTINATION_HOST_UNREACHABLE
1% B o 38 o R ALK A 2 2 4Tping 4697 & £ > ] 20k B Destination Host Unreachable
4 % %, Destination Network Unreachable4 % o R M X 4 £ # A /L% & L MR &

I 3] — % Destination Host Unreachable °

THIF o ZiRe— & L E I B INRZ & HM B R Hd B R E AR ¢



bsdi# ping 172.16.3.10

PING 172.16.3.10 (172.16.3.10): 56 data bytes

36 bytes from 172.16.2.1: Communication prohibited by filter

Vr HL TOS Len ID Flg off TTL Pro cks Src Dst

4 5 00 5400 5618 0 0000 ff 01 0859 172.16.2.13 172.16.3.10
36 bytes from 172.16.2.1: Communication prohibited by filter

Vr HL TOS Len ID Flg off TTL Pro cks Src Dst
4 5 00 5400 561b 0 0000 ff 01 0856 172.16.2.13 172.16.3.10
nC

--- 172.16.3.10 ping statistics ---

2 packets transmitted, O packets received, 100% packet loss
WAL EZAERARIEEF 2L TREIBREF T ETREE -
THF

bsdi# ping 172.16.3.10

PING 172.16.3.10 (172.16.3.10): 56 data bytes

AC

--- 172.16.3.10 ping statistics ---

6 packets transmitted, O packets received, 100% packet loss

B E EAERREGITRES  ER AT EHFMBGIER - AR Tinboundk 4B iR ©
oo AAH BRI o KB pingh B AL RRAMF LB LEA KB @ o

ping 9 it :

— BRI H R ER LR EFKE  cRAANTA P BT LFERLGEE - Hl4 > ping —
c104 R H10M X RG1ZIE o X —p A AR AP RARL ©

AR THRLZEIME E o fRRAEAARL KL ERFGBREMNEBL LR EHE -
R — B BT R T A& 58 F7 X R4 0 P AR Phg o

AT RTARRGZZEGRERL » RBKEEF o me AR TRRLEZ R
71 0 E FrootA [RMAT ©

o)

SR TR P A A E SR A8 R F AT A o At TS AR SUE R R B A 3E
FAM o EFHLT » BARMping L3 FIE AR F e AR 8G o 2 F § /L RJ/LZHEFmst
BRT o Bt A2 FA L0 & EE o

NI B IR A FFH K 0 XA LDNS AR RA R o -vEFEFRIME > BRI
A-qf=-Q °

'Sﬁlﬁjg“iﬁﬁzﬁi%&éﬁk']‘ ° {E'ﬁﬂ%’i&iéﬁj{d\ ’ /J\{’B ’ ﬂl] j&i‘:}ﬁﬁfﬁz‘tﬁ?]&ﬂ ?E%\H{]' ]quk
T o W E R LKA RGBT A B ZMTU(Maximum Transmission Unit)i% & X 498 @ 5 8 49 4]
AR o du R AL F 2R 0 pingBRINEBLTF o

Network Troubleshooting Tools
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Ik
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-2
M %3z abie M L2 0 =7 @) R E @ & TR E ALY R Fm W 28 69 AR AHAT I > o P 28 0 3R

REE %‘ﬂiz MERGRFME LT TREGRREE » AN RS THRALE E A

M%EE -

AN BAEITFEPMEGRERELT G SN » FRREGEBRAMESF X o F AL E 6,45 : ping,
pathchar, bing, ttcp, netperf, iperf, netstat °

& %143 8

w5 M =

ping

pingiX — T AL G4 B 4] » B AR A6 A B HAERT » IR LR KL > Bl RIER X

Foo E—% F o KA1A Lpingk A% THEF L o T—IRTA 4 T 7 Nkt @ & attFask
VKB IARAT A » RBTHFH342 » REMAE 27 k& FLRRFR -

Rout Route Rout ' Rout
QUTET ourter uter Link of Quter
interest
Traffic to near end of link
Traffic to far end of link i

R—d R FRW@RAE Aping ° &% » AAANTE KR Lping L sn 45 o MAZE i KR F 4
SN FAE 89 45 B it R VAL o B IR £ T AR FLAR B A R B AE BT o 32T & 0 A FlH M AR Uping i ik
FEFE o F R R LA DR TBG T 1) £ R AEFAH o KB 0 ARREMBI ZBERALRE—
Bk 9% 4% Sy 20 I VB B B JA) A o 3 R — ANME IR AT A] 0 PR A23E & R S IR IE 2 )RR B A S T
FIEEIE) o 4 58 M ST 4 94k 35 & B R A E G 4 e ] o

T &ZE —pkAn F = phag it B4 » 48 L KA 1004211005 F
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IP address Time for 100 bytes Time for 1100 bytes

205.153.61.1 1. 330 ms 5. 302 ms

205. 153. 60. 2 l. 985 ms 12. B23 ms

165. 166. 36. 17 8. 621 ms 26. 713 ms
TAEFT® £ R > Mtime differencef& A2 » J18000bitF vA X AMA

%,
B AA) o %ﬁ‘%zszs%é%i‘] Mbps °

#A&1000 (24

Near link Far link Time difference Estimated bandwidth
205. 153. 61. 1 205. 153. 60. 2 3. 413 ms 4. 69 Mbps
205, 153. 60. 2 165. 166. 36. 17 10. 254 ms 1. 26 Mbps
pathchar

J& L A2 g B TR 89— A T B & pathchar © pathchar & %1% 69 — 5% P A&

A M) -4k 3804 A

W oo 7 kG ATH I 8 pingAa £ 4 0 12 pathchari® A & A KR — 8 4R L o = THI AT ¢

bsdi# pathchar 165.166.0.2
pathchar to 165.166.0.2 (165.166.0.2)
mtu limited to 1500 bytes at local host
doing 32 probes at each of 45 sizes (64 to 1500 by 32)
205.153.60.247 (205.153.60.247)

4.3 Mb/s, 1.55 ms (5.88 ms)
cisco (205.153.60.2)

1.5 Mb/s, -144 us (13.5 ms)
165.166.36.17 (165.166.36.17)

10 Mb/s, 242 us (15.2 ms)

€0.r01l.ia-gnwd.Infoave.Net (165.166.36.33)

1.2 Mb/s, 3.86 ms (32.7 ms)
165.166.125.165 (165.166.125.165)

?? b/s, 2.56 ms (37.7 ms)
165.166.125.106 (165.166.125.106)

45 Mb/s, 1.85 ms (41.6 ms), +gq 3.20 ms (18.1 KB) *4
atml-0-5.r01l.ncchrl.infoave.net (165.166.126.1)

17 Mb/s, 0.94 ms (44.3 ms), +q 5.83 ms (12.1 KB) *2

h10-1-0.r01.ia-chrl.infoave.net (165.166.125.33)

?? b/s, 89 us (44.3 ms), 1% dropped
dnsl.InfoAve.Net (165.166.0.2)
hops, rtt 21.9 ms (44.3 ms), bottleneck 1.2 Mb/s, pipe 10372 bytes

WO—~N—O— Ul—hR—W—N— R — &
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pathcharty E 4722 F » B % L RT3 ER AR M b T4 o NP 4T E T4 » T A 2|
pathchari® fl )64 %] 1500F 7 6945 F R Bl K1k T o xt-T B —Bhid A 324% 1 Fl 4R L 48 & 4T
MK o E b o E8FEA R T 11 2 520N M KR Lo EAR R = E A4S & o

S TFFLET FTA LN o pathchart, 8,45 T I[85 & (de KB F5406) o 4= L3
B > pathchar# 1 & R AR EF B H T (k4 fa7) ALK (k1) o

fepathchariZ 4738 F » FEE MR ILHB H— KRBT | ETFARW THF :

1: 31 288 (0] 3

148 T o3I L £ 342 LG Bk dmdghm o T — A3 F A BT EH4E 0 40 3% — A 8B R 693K
MBE o HEANMMERAS AL FZRIKRD o HoAFF ZAARTAIE T Rk o BEE = ME
ABAALEFRLI  mE— AN BN FIYEREF o

FO9IR M T 0 X — AT A B L 0 Al at > AR ATELX o pathchari® A 2L £
éﬁﬂi] 20 ok PR %?’Cﬁé‘ﬁ—ﬂL

bing

pathcharéﬁ—*/\*ﬂ%lﬁfﬂzbing o pathcharf B 69 & — % %12 E 248 69 4 7 » %bing)ﬂ *
TR RGFT o WE > R T Il 2 LK FaeH K28 ot iTtracerouted 4 o X
J& T VA2 ATbing k48 R 4E 3 0 W amAn L m o THI T T % =8k H %

bsdl# bing -e10 -cl1 205.153.60.2 165.166.36.17
BING 205.153.60.2 (205.153.60.2) and 165.166.36.17 (165.166.36.17)
44 and 108 data bytes

1024 bits in 0.835ms: 1226347bps, 0.000815ms per bit

1024 bits in 0.671ms: 1526080bps, 0.000655ms per bit

1024 bits in 0.664ms: 1542169bps, 0.000648ms per bit

1024 bits in 0.658ms: 1556231bps, 0.000643ms per bit

1024 bits in 0.627ms: 1633174bps, 0.000612ms per bit

1024 bits in 0.682ms: 1501466bps, 0.000666ms per bit

1024 bits in 0.685ms: 1494891bps, 0.000669ms per bit

1024 bits in 0.605ms: 1692562bps, 0.000591ms per bit

1024 bits in 0.618ms: 1656958bps, 0.000604ms per bit

--- 205.153.60.2 statistics ---

bytes out in  dup 1loss rtt (ms): min avg max
44 10 10 0% 3.385 3.421 3.551
108 10 10 0% 3.638 3.684 3.762

--- 165.166.36.17 statistics ---

bytes out in  dup 1loss rtt (ms): min avg max
44 10 10 0% 3.926 3.986 4.050
108 10 10 0% 4.797 4,918 4.986

--- estimated link characteristics ---
estimated throughput 1656958bps

minimum delay per packet 0.116ms (192 bits)
average statistics (experimental)

packet loss: small 0%, big 0%, total 0%
average throughput 1528358bps

average delay per packet 0.140ms (232 bits)
weighted average throughput 1528358bps
resetting after 10 samples.



i M e 48 LK ME BT 0 2B AR M pair o BT 5k 0 R EAER A ] fe £ K EIE o R
Jo 0 B e — Gt FAY4E M4 o

ek E M E

Bk B R0 R A TR » B T ARER %GR THRM G FIA o Bldo > TR E
FRK > MBS A o Mk RATHME » o A5 R AREIERBEXE
P X KB Sa & R A

Zonk EIRH AN F KRR L R TR o M H T B IR R SR IBATIRE o — MR EK
PRZATEE R R B 2 BT VA z,?r%xyﬁlvlﬁlﬂl%&;m'gTéj\&# o

— AN Pedx ) A 7 KA RFTP o AFTPkAF i —10 X7 L& — T Ereportty &g - F &
G 22 R4 R R o Blde 0 X E AR RE —AT

1294522 bytes received in 1.44 secs (8.8e+02 Kbytes/sec)

441,294,522 F % Fe84% ¥ MbitZ & B IR AR ] » 1.444) o £53% 47,191,789 bps °

BAP R R R T L P R TR & RERF R o wREZRSAFEN T 24 R — L&
IE o

ttcp

BT — A7 B A E BTk &5 Tserver 0 8% A -rfe-sit o X )5 & fTclient © A -the-s
TR 0 VAR AL K HAE o 3B Mclientsd & % Eserversd 0 MERAEZ G » £ &HRE L
R Z B % akclientss feservers# o 4= > serversite T AT :

bsd2# ttcp -r -s

ttcp-r: buflen=8192, nbuf=2048, align=16384/0, port=5001 tcp

ttcp-r: socket

ttcp-r: accept from 205.153.60.247

ttcp-r: 16777216 bytes in 18.35 real seconds = 892.71 KB/sec +++
ttcp-r: 11483 I/0 calls, msec/call = 1.64, calls/sec = 625.67

ttcp-r: 0.0user 0.9sys 0:18real 5% 15i+291d 176maxrss 0+2pf 11478+28csw
clientsf% THT T :

bsdi# ttcp -t -s 205.153.63.239

ttcp-t: buflen=8192, nbuf=2048, align=16384/0, port=5001 tcp -> 205.153.63.239
ttcp-t: socket

ttcp-t: connect

ttcp-t: 16777216 bytes in 18.34 real seconds = 893.26 KB/sec +++
ttcp-t: 2048 I/0 calls, msec/call = 9.17, calls/sec = 111.66

ttcp-t: 0.0user 0.5sys 0:18real 2% 16i+305d 176maxrss 0+2pf 3397+7csw

ZRFBEFETTRAAMEST A RTEHGES > AL B TLER > E46raw data »
throughput * I/O callfz & » #ATE ] © KA A 6945 & =2 7% Ztransfer rate » 892.71 KB/sec (or
893.26 KB/sec) °



BB R T HIBOE MR R MR EE o B R —HIBHIRF T TERAA A
By A SR EAEM T X —A 8 % 89 etk - B—FF L 718.3540143% 716,777,216 F
¥ 2R Z AR o UAMB LI KL BIETCP IP» URMBA LK HHEEEN » F
e X e ffim Bk o

ok AT EREME > A R E Lot o et A A A TR I » WwikiEHTCP
FoRP o wBREORIRE » 2= FTHRF M4 o
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M &AL F o MR AR B RO — o BRI PR ARG BB 0g T AR AN M 09 4
Moo AR SN EL KL AN KT L » RS FIRBRREKB| P E o AUARELL »
14 i netperffenetstatty A % o

25135
Lotz E:
(R# LX)
netperf

AT A MHPE % s BRF AT TH » BT —EUnix TS » A LFHEH » LS ms
WindowsF & o & & R httcpAE R4 T /e 2 2B MK EE & o) 2 o

Httcp R Rl » B P stAe R % Bk L0 09425 o IR % 5% Enetserver » f9 £ B 7 0 HiA i
inetd2 & o & P % Znetperfe THIF » MEEFZEPHLHTR—EMNE :

bsd1# netserver

Starting netserver at port 12865

bsd1# netperf

TCP STREAM TEST to localhost : histogram

Recv  Send Send

Socket Socket Message Elapsed

Size Size Size Time Throughput
bytes bytes bytes secs. 10/6bits/sec
16384 16384 16384 10.00 326.10

MK 69 & loop-back#E 0 » &4 &7 &k 4 326Mbps ©

T 4] P » netserver@ 3T AL :


https://community.emc.com/go/chinese
https://community.emc.com/servlet/JiveServlet/showImage/2-852040-102113/image001.gif

bsdl# netserver

Starting netserver at port 12865
netperfim k-H#LF 4G T IR % 25 ik

bsd2# netperf -H 205.153.60.247

TCP STREAM TEST to 205.153.60.247 : histogram

Recv Send Send

Socket Socket Message Elapsed

Size Size Size Time Throughput
bytes bytes bytes secs. 10/6bits/sec
16384 16384 16384 10.01 6.86

KEGttcp ATt i 69 ek 48 F © netperfit # 4T T — A IM MK o AT RR T » 1T

H# #9transaction rate :

bsd2# netperf -H 205.153.60.247 -tTCP_RR
TCP REQUEST/RESPONSE TEST to 205.153.60.247 : histogram
Local /Remote

Socket Size Request Resp. Elapsed Trans.
Send Recv  Size Size Time Rate
bytes Bytes bytes bytes secs. per sec
16384 16384 1 1 10.00 655.84

16384 16384

GAL T L8 — LM XM AR o 7T 2L netperf & A MK, o

iperf

THET &

4o R ttepFenetperfAl 745 &R 69 & K » AR X 7T vAE Kiperf o iperf =T AR T X UDP# 5 » %

kE > Fod#h o Javarl gk iz T AR T4 A o % T A B A4 4 Awindows °
T & & fTiperflk % & ;-

bsd2# iperf -s -p3000

Server listening on TCP port 3000
TCP window size: 16.0 KByte (default)

[ 4] local 172.16.2.236 port 3000 connected with 205.153.63.30 port 1133

[ ID] Interval Transfer Bandwidth
[ 4] 0.0-10.0 sec 5.6 MBytes 4.5 Mbits/sec
nC

T 48] & £ windowsE 47T & P 5% -

C:\>iperf -c205.153.60.236

-p3000

Client connecting to 205.153.60.236, TCP port 3000
TCP window size: 8.0 KByte (default)

[ 28] local 205.153.63.30 port 1133 connected with 205.153.60.236 port 3000

[ ID] Interval Transfer Bandwidth
[ 28] 0.0-10.0 sec 5.6 MBytes 4.5 Mbits/sec



EFAEACHI-CR LIRS Ew o ZTCPEXT » iperfta 3 Tttcp » ATAETEA P & P 3% X,
MR % & e

L RTCPE 9 25 24 Kut » ’fi)'ﬂlperf#%%' | 77 A% o -wit 27 1% & socket buffer X /> o - FTCP
A ii?f[,fs'é?ﬁkfl‘ o MM F-wikI o Al P T UL FRRXEAE 2 KD RFENLEHEF A
BorFay o

AT A

R 18 2 B —3bAn X R R T B o trenof® A 89 7 0% £l Ttraceroute k H H 3k 5 & » %
ZMTU » A Z 5 RTP © 42 T4 BT -

bsd2# treno 205.153.63.30
MTU=8166 MTU=4352 MTU=2002 MTU=1492 ..........
Replies were from sloan.lander.edu [205.153.63.30]
Average rate: 3868.14 kbp/s (3380 pkts in + 42 lost = 1.2%) in 10.07 s
Equilibrium rate: 0 kbp/s (0 pkts in + 0 lost = 0%) in 0 s
Path properties: min RTT was 13.58 ms, path MTU was 1440 bytes
XXX Calibration checks are still under construction, use -v

i kL 0 netperf o iperffrtrenod® 4 & w £ F 9feature » 12ttcp Em & 5 K E| o
i d netstat# AT AZ M &

B BIIRT » wRiLoverhead LA A » Bk ELRFPULTH LY c 2R EL A
KT I » ZAFFAT » R B Rl £ F L o X ATPTIRE G » T 5 B4 A AR
kofZi@E AR THME EELMBIBEB ARG R o  wRIEBLEHLTRA  T—FhAEHHEMEL
e IE R o

HEFARGTETHRA o F— Ry F k24 A donetstatiZ 4 89 TE R S FE4BITH -
RBILINEREFIIER o &G > T2 A X TSNMPH L L 4antop °

ZAFE M % LRI R PR > AR AR o Ak

bsd2# netstat -i

Name Mtu Network Address Ipkts Ierrs Opkts Oerrs Coll
1po* 1500 <Link> 0 0 0 0 0
epo 1500 <Link> 00.60.97.06.22.22 13971293 0 1223799 1 0
epo 1500 205.153.63 bsd2 13971293 0 1223799 1 C]
tun@* 1500 <Link> 0 0 0 0 (0]
sle* 552  <Link> (0] 0 0 0 0
pppO* 1500 <Link> 0 0 0 0 0
1o0 16384 <Link> 234 0 234 0 0
lo® 16384 127 localhost 234 0 234 0 0

MEESTTALE—RERBUR » EF LAY/ LI E - £RBIF » 3 ep0iF
13,071,203/ A £ 4 (Ierrs)ﬁﬁiﬁx(lpkts) % 3£ 71,223,799 48 X (Opkts) » A1/ £ 4 »
AAFR (Coll) o« yEHFERATHRLEREENREA » 2 &4 %P & bl g 5 & 487 i



KT s R A EETRLEETHN01% c FETUMMG—E > 2 S P THBARALEH
10% ° FRBEREEN LY mE O c RERFTOHTERNTAMNBARKRS > AP E%
g e P RABMAFTHE AN L -

Jo RARRBE RO TR o

bsd2# netstat -Iep0®

Name Mtu Network Address Ipkts Ierrs Opkts Oerrs Coll
epo 1500 <Link> 00.60.97.06.22.22 13971838 0@ 1223818 1 0
epo 1500 205.153.63 bsd2 13971838 0 1223818 1 0

A S TE B TRARRALEZR » EEARZEL 46 o Blde > Linux-F & 8948
H o
1nx1# netstat -i

Kernel Interface table
Iface MTU Met RX-0K RX-ERR RX-DRP RX-0VR TX-0K TX-ERR TX-DRP TX-OVR Flg

etho 1500 0 7366003 0 0 0 93092 0 0 0 BMRU
ethl 1500 0 289211 0 0 0 18581 0 0 0 BRU
1o 3924 0 123 0 0 0 123 0 0 0 LRU

4o LB BT 0 Linuxd§ & X & LI =4 B 5k : errors, drops, X Zoverruns °

RHARE) A > netstatt) REE LT A4 A E—REFRZGH RBTHE o RATEE X068 & Xt
A R EMH T s AAREEAEREY » A EINEAVULIFMZarSithta s kg
B o

A AR & R R — R S MR R A R A G e o 7T LA Al ping e —lit T SRspray a4 o

B % 0 EiTnetstat kAT 2] L Ar4A

bsd2# netstat -Iep®

Name Mtu Network Address Ipkts Ierrs Opkts Oerrs Coll
epo 1500 <Link> 00.60.97.06.22.22 13978296 0 1228137 1 0
epo 1500 205.153.63 bsd2 13978296 0 1228137 1 0

BTk REKERLE B GHIA o KB P » X% T1000/~UDPIR T :

bsdl# spray -c1000 205.153.63.239

sending 1000 packets of 1lnth 86 to 205.153.63.239 ...
in 0.09 seconds elapsed time
464 packets (46.40%) dropped

Sent: 11267 packets/sec, 946.3K bytes/sec

Rcvd: 6039 packets/sec, 507.2K bytes/sec

EEIGMNRABETMEE T HA4ANRILEEFT c BTHREIRAMBANE o 2o T 48
B95€ 0 IAELEZRG—ANRREEIALEZ o SsprayE MR T @ BT » BAJ/RLEF o

®E 0 W3 netstatk B A AT H A F A



bsd2# netstat -Iep0®

Name Mtu Network Address Ipkts Ierrs Opkts Oerrs Coll
epo 1500 <Link> 00.60.97.06.22.22 13978964 0@ 1228156 1 0
epo 1500 205.153.63 bsd2 13978964 0@ 1228156 1 0

A R B FFIA o

do R SR A FIRE » o] VA i -s ik R 7T: 1335 o MM BIEZTTRA B TA » 12T ARM £ 509435
B oo 13 Bl B ip i A4t £ % 2B 0 4wbad checksum 3% 48 3Tk R 7 % o

LRERAALE  AR-sHERNEFRFRMENYEF > WwTFTHF

bsd2# netstat -s -s
ip:
255 total packets received
255 packets for this host
114 packets sent from this host
icmp:
ICMP address mask responses are disabled
igmp:
tep:
107 packets sent
81 data packets (8272 bytes)
26 ack-only packets (25 delayed)
140 packets received
77 acks (for 8271 bytes)
86 packets (153 bytes) received in-sequence
1 connection accept
1 connection established (including accepts)
77 segments updated rtt (of 78 attempts)
2 correct ACK header predictions
62 correct data packet header predictions
udp:
115 datagrams received
108 broadcast/multicast datagrams dropped due to no socket
7 delivered
7 datagrams output

BIL-pR R R EX—WHINGIC GRS & THERTCPIFRMBYLTHE S

bsd2# netstat -p tcp -s -s
tep:
147 packets sent
121 data packets (10513 bytes)
26 ack-only packets (25 delayed)
205 packets received
116 acks (for 10512 bytes)
122 packets (191 bytes) received in-sequence
1 connection accept
1 connection established (including accepts)
116 segments updated rtt (of 117 attempts)
2 correct ACK header predictions
88 correct data packet header predictions

B —ZREER—RBI0 o —FETUNKEHEIERE ETE AR o BT % > RH| 447
£A o ®F 5 input errorE w1 TAEA# 25 B4 o Output errorse w1 A M £ ALH) Iﬂi@ ﬁ'fc °
Data corruptlonﬁ'lﬁv SRR WEFAETMREE - PRALZTAREMEIAE - TR &
RA—fE I o
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M LR (++€) : mittcpdumpty4 A (L)

BB FELELERERLEL  EMC T U #H#izhttps://community.emc.com/go/chinese
48

tcpdump# 4k % i A T RRTCP/IPHAE R A » €& —MNATREME A HAmEoa
P17 80 T B o topdump T AT A 4 b £ i% 9 2048 @69 4R Sk R AR T RIBEEAHT » & L4
22~ s AL~ & RSE o ey iE 0 R kand, or, not¥ E R sk H B A P A AP
T 8945 B o

25128

1% F tcpdump:

Unix# 4 teeid & M k A A P & & 18 & Unix2 15 898 B - 1% Atcpdump% &teedn L-13% R
RER > AKX LET

bsdi# tcpdump -1 | tee outfile

B —Ap 7 AT -wik R EEEIRREIE B AT o Z 5@ T tepdump -rit i k15 B o JREL
BT vhdmr

bsdi# tcpdump -w rawfile

R JE Fraw 351 sRtext U ¢

bsdi# tcpdump -r rawfile > textfile

tcpdump it i

tepdump AT %] o A v R EA @ I Htcpdumpf/FAT A » EH$IE EH BT 0 EH BT X
A » AR LIRSS o

EHALF AT

BRI RRAYARFITA > CHERBRENT K c LAWELANBT AT @ rfo-w o -w
BARAFA P KB EL @B — A LETRLrEREMREIFE L TR -


https://community.emc.com/go/chinese

e RA P i FEHROBIBEZIA TR ZA LR THEA-ci£ R o M F X3 % FH
25 B #H Y%k f ok FAEAKillE 4 XCtrl-C o TH ¥+ - I & 51004k L G tcpdumpsak

bsdi# tcpdump -c100

WwRAPESR—AMEED LiEfTtepdump » A P T GA R - R T HED o £ FRAH LG
SUT » 4% Aifconfig —ak A &M —ANE 0 T A At R — A % o Flde » —EMEH AAC
%0 o xI04 2 IPHAE 205.153.63.238 » xI14 2 IP#.4E205.153.61.178 442
205.153.61.0 M &89 348 % » 12 A A T a4

bsdi# tcpdump -i x11

KA R DA s tepdumpBKIA A KAKA T HED o

PRI M FHETRE A IFFREBEN o X—3 L5 LI R 9 RE 0 L6 7 2B A
kBREAEEN > I » AR T BEAE -

-sit 4% B BB B B K R % o tepdumpERiL A — ﬂik—?ﬁ?i&zﬁr SNE— R T F AR
K ERE - %ﬁﬁ—?ﬁ?%ﬁﬂl/}t%iﬂ’ﬁ%%é@u%%d] TR R RIAZ AR Tk o
o F Rk Bt 4R T HLAE o

WwRAPEBRESHE > AL-sHAXBTF TR  c WTAA-sRRBRIBIRF T o st T
TRFTFT200FF R > U THFALBRTERL 1 bsd1# tcpdump -s200

FRGW/L G AN200FF o
FEHMZ BT &

-a -n o -NAnfRIR R E T AT BRI fT 76 o -ab B F K M L3 B 7 A LA > -
WA H A B R AL F o NI IR G 5 4 o -fik IR MO T35 & ARARAT o THIF » K
sloan.lander.edu (205.153.63.30) ingi&#2sk & » 4% A Awit R s -a> -n > -N > -fo (& -c1
MR A PRI 4R ST )

bsdi# tcpdump -cl host 192.31.7.130

tcpdump: listening on x10

14:16:35.897342 sloan.lander.edu > cio-sys.cisco.com: icmp: echo request
bsdl# tcpdump -cl -a host 192.31.7.130

tcpdump: listening on x10

14:16:14.567917 sloan.lander.edu > cio-sys.cisco.com: icmp: echo request
bsdi# tcpdump -cl -n host 192.31.7.130

tcpdump: listening on x10

14:17:09.737597 205.153.63.30 > 192.31.7.130: icmp: echo request

bsdi# tcpdump -cl -N host 192.31.7.130

tcpdump: listening on x10

14:17:28.891045 sloan > cio-sys: icmp: echo request

bsdi# tcpdump -cl -f host 192.31.7.130

tcpdump: listening on x10

14:17:49.274907 sloan.lander.edu > 192.31.7.130: icmp: echo request



BKINA-ak R o
the-ttik R dE | Bt R R AT o 4R oA A B -t R R R R o A TS
27 T tepdump & £ 3L R 0 -t 0 -tk IR G F — /L :

12:36:54.772066 sloan.lander.edu.1174 > 205.153.63.238.telnet: . ack 3259091394 win 8647
sloan.lander.edu.1174 > 205.153.63.238.telnet: . ack 3259091394 win 8647 (DF)
934303014.772066 sloan.lander.edu.1174 > 205.153.63.238.telnet: . ack 3259091394 win 8647

{ S
| I S &

AR -vAr-wWiE A RATH R S E @13 & o Blde » vERAK 2ATHTTLF R - L TR I1E
B & R-q 0 Rquietit o — T H R —/ L5 4 A-qit R » BEA > -vit R » Fo-vwwit R 89
Wi o

12:36:54.772066 sloan.lander.edu.1174 &gt; 205.153.63.238.telnet: tcp © (DF)

12:36:54.772066 sloan.lander.edu.1174 > 205.153.63.238.telnet: . ack 3259091394 win 8647
12:36:54.772066 sloan.lander.edu.1174 > 205.153.63.238.telnet: . ack 3259091394 win 8647
12:36:54.772066 sloan.lander.edu.1174 > 205.153.63.238.telnet: . ack 3259091394 win 8647

{ S— >
e TIETMREKIZE - Lol Pek oGt A :

12:36:54.772066 0:10:5a:a1:€9:8 0:10:5a:e3:37:c ip 60:
sloan.lander.edu.1174 &gt; 205.153.63.238.telnet: . ack 3259091394 win 8647 (DF)

0:10:5a:a1:€9:8 € sloan.lander.edu ¥ 3ComF #7 A X W #u3k » 0:10:5a:€3:37:c&
205.153.63.238 #3ComF #9 A K M X3k o

X3 A R TAF o5 @B Xdump ik 0 PErR TR E RSk o xFr-wW AR L E T4 T ¢

13:57:12.719718 bsdil.lander.edu.1657 > 205.153.60.5.domain: 11587+ A? www.microsoft.com.
4500 003f al89 0000 4011 c43a cd99 3db2
cd99 3c05 0679 0035 002b 06d9 2d43 0100
0001 0000 OOOO 0O 0377 7777 096d 6963
726f 736f 6674 0363 6f6d 0000 0100 01

j S— s
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M kA () : wmittcpdumpty A (F)

BB FELELERERLEL  EMC T U #H#izhttps://community.emc.com/go/chinese

(A4 L)
i
ZA AR Ftcpdump » FR TR B IFFF LR o ZIRAFA P 152 BRI EIER > A
R P AT i T RS AR FAE o 3LIL 0 ethereal i A% 69 T 4% Fltcpdumpid 7% 48 & R INEL 3 35

‘/nxb °

o R P AR EH B ST AP BB AT RS AR » TIANG X IR HABEPETh S o R AP T AT F &
M 28IE s TUABRBEBEKERN I G EEZRNEATES - SER AT FZ2FAR
Ay ANZ A 5 o

MEOLRERIMEGEITIEO KT o128 » B L00ab T hEEi X 422 FFH R

By o 2T RXAE I > B F RIFR-Fi ¥ L) wm’%{zﬁ X F o flde o f?mxtestﬂlter A
.4 i Ik £41205.153.63.3069 ST AR LA » X & iy Atcpdump —Ftestfilter3F 2K T 4 A4

tcpdump host 205.153.63.30 ° i % » X —HAE R £ B LR B LR - 22 » B — é\ﬂl’ép‘
SRR B LT RETRREA o

Hohk 32k :

FERB TR BB FRIER o bl » LR T o

bsd1# tcpdump host 205.153.63.30

G AT A Rk A VAR ZAZIPHAE205.153.63.30469 £ AL o EAUT LA T % AR R IPHLAE 5k 3%
o BRI T 8 AIPHAE faéfﬁﬂiii«f/%bmff-?ﬁI‘E’ﬁﬂ;lpiﬁﬁm » IRk TR B LLSIEARP
ﬁ%ﬁo&&ﬁ%ﬁ%&mu%ﬁ%m£$ﬁi FRERSE -

A # T A7 KT ARG Ao [RAI HAE > T EAIAE 69 2L KR Hhk ok B 3FHIE R

bsdl# tcpdump ether host 0:10:5a:e3:37:c

BB ARTH—FIRB A EE > 55 MsrcRdstds T FE RO RBR XA M o THETT KEF
F #41.205.153.63.30 &9 £ 4E iR ¢


https://community.emc.com/go/chinese
https://community.emc.com/servlet/JiveServlet/showImage/2-855799-104350/image001.gif

bsd1# tcpdump dst 205.153.63.30

Bl ARGl P hostl Ao T o £ 8B 7 F 4% TR FR A > 2R X4 FIAF T L4
P9

A o

I #&Fe % 4% 4038 48 2 7T vA4% A broadcastf»multicast ° w1 T % & 4= 1 & 3038 A A 4k 38 2 Fo W 2
BT3GR RAB R R 8 > Prlik A IR 5 &R mAr T X o & Bether multicastdh Bk
KM % &30k 69 238 R > ip multicastdh P % 45 ik 2048 iR o 7 338 A& £ AN694% A 7
Fo AR LB LR BLLIE S BEIAER -

BT IRIE AR 0 BT AW R L o Flde » AT A TRBIIIR B XA
205.153.60.049 4% T :

bsd1# tcpdump net 205.153.60

VATR 4y AL T AR A 8 F 1

bsdi# tcpdump net 205.153.60.0 mask 255.255.255.0

@ AT a4 o T RUB 89,038 &k F TAF ¢

bsdi# tcpdump net 205.153.60.0

W RsE v LS

MR IRIFE E W L4 |P Appletalk’xTCP T AR 2 7 1 3R ﬁtfﬁuzj—_éﬁﬂ&ﬂ 42DNS
HRIP o X RKIRELT A8 i = Ak 7 X 47 ¢ 4 Altcpdump <45 » il 1 Wr il X4 Fproto » Kl
IR %1% Fl port % 42 5 o

— SIS 4% AtopdumpiR 51 ) B Bk 7T 3 i X4 F kA8 E o AT 4 A TRAIRIUP 2B 7
bsdi# tcpdump ip

LK IPRIEALIETCPEIER » UDPEKIBA » 5 -

4o RARINITCPEIE R » TTAE R

bsdl# tcpdump tcp

tcpdump ¥ 12 71 69 % 42 F- 6.4%ip, igmp, tcp, udp, and icmp °

ARG B R F RA T VARF 6 RAEF o £RXMEILT » T 4% A X 4& FprotoKip protom
_E/etc/protocols && 9% 4% 2| 69 Wi % K AR R 89 WL % 5 o Bl4e o AT AR 7 XA 4 & ROSPF#
X :



bsdi# tcpdump ip proto ospf
bsdi# tcpdump ip proto 89

P 0 R AT

AE IR E AR o T aEegB]FF 0 BiAE RAtep R4ETF 0 R R EK T o B
4o 0 T @A) TR EE T

18y

bsd#1 tcpdump ip proto 6

A —7 @ » I a4 F protose Ltcp:

bsd#1 tcpdump ip proto tcp

B A

T EHEROELTREDNZ LIRS » L51E RA X4EFport ° AT M # & K EDNSHE

'/nb :

bsd#1 tcpdump port domain
bds#1 tcpdump port 53

B o X4EFdomainfe % iR i & HR/etc/services k AT o £ 45 d R Hh UA LAY T L
T TVM% IR A48 T o F B e T a4

ﬂ

i)

bsd#1 tcpdump udp port domain

2 INFAE FIUDP A DNS % & & A2 F 4542 AITCP 49 DNS zonefs #r 448 o X AT 69 A Ko &
2 o) B PRI L A A 43 o

4B SCHFAE :

m
3
o

FRBEUTARTR UM R L KEIRFEFROAE > TRELACLSXAER
ZIEKE - A2 K4 FlessHgreater o 4o T4 AT &

bsdl# tcpdump greater 200

Gl B K E K T2005F ¥ 694 T o

BIBRIAETEEWE R AAR P LMTRBE LRGN o 2E2RF 4t » RFWHLEHRA
Yok o X — 77 NAEGEAE A P ok KR 69 42 F PREL G 238 -

— A& A% Fl & % proto [ expr: size ] © F& B EE ARk iph &FIPk » tcph &
ATCPk » WAL R o exprF AL AR K R IO 6945 o Bt R KO F—AFF A
0 H=FF A1 Ak Rt o sizeFRAATHY > X FRMEMNGFHTER 17284




bsdi# tcpdump "ip[9] = 6"

EEBFTTFHIPK s B UEA6 o ZEZXELHAEA G5 o 5 R3] FAT A » 12 5] 54
T ik EH TAE o

bsdi# tcpdump tcp

A BATCPHILA S 46 o

E—FXEFAEAE R EFRTRBL o ATUAE T34 o Tl 34558 L bdd il %
BT o TOIRBMAUAKRMKFE—FF A4 (BPB M —FF ) > RIKILAFIL » 154
BRZALA A0 -

bsdi# tcpdump 'ether[0] & 1 != @'

KRR M4 S AE R o

VAL A FARA BAF 8 77 kR BB AR L o ME A — AN R EIRGH]F > ZRAT 44

bsdi# tcpdump "tcp[13] & 0x03 != Q"

%R BERITCP R 913N F T » B flagF ¥ o A 0Ox03iLF H —Fo 5 = thadie » BPFINA=
SYNAE o 4o R 3 P — 15 R A O M 4R STARIRIL o Sbfr & 2INMTCPE R 5 & % MR L o

FEWFHREHLNG X ABZHEARA - thhefitcp src port > 23 H 89 F ik Xk £ A EFH L
1€ o A Atcp src port& ik X iR B4 HtrueKfalse » m FZ— N » FTA KRG HME# T
BRowRERERF T RKT239 T ATCPEIE A » 5L/ AR UK BUH 2 T8 > 48 A R
Ktcp[0:2] & Oxffff > 0x0017” =



Mg ARG () : miiNATRE SR E

BB FELELERERLEL  EMC T U #H#izhttps://community.emc.com/go/chinese

NATH ARIE F BONA |PHAL AL AL AL K F FATEF o B—MAH AFLZ S TIPHIE

BT XA AT o FIE o I TNATHMT R3EM% > A BB AIERET 24

RIg o

NAT #9 5 K 52 3633 42 G 3848 — AT G 26 R HIP P 4 89 A6 7 ok At 2 AL 4R 8 M3 % » Rl BY 4~
B AR — MK EANAFIPHAL » AR B G5 APZ A ZE—NXE A BANATH 4869 %
W35 o NATH o & LI 2 A8 L3 2B AR P A P 3 85 4 s A B33k » RETFAR © B AR
WA > M &M H A TS ER L BAFR K T OIPH A Fosd 043 B ATH 20
AR L TNATZ G LS £ 3 F 3N M IPHu3E o

L AW
7 1% JINAT?

A 4 NATA645 % 5 18 ) 4 TR 55 BT & 800 £ IPHAE & £ » BIL S @ R 5 § 5 A 3003L &5
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ip nat inside source static 10.1.1.1 170.46.2.2
|

interface Ethernet0

ip address 10.1.1.10 255.255.255.0
ip nat inside

|

interface Serial®
ip address 170.46.2.1 255.255.255.0

ip nat outside
!
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ip nat pool todd 170.168.2.3 170.168.2.254
netmask 255.255.255.0

ip nat inside source list 1 pool todd
!

interface Ethernet0

ip address 10.1.1.10 255.255.255.0
ip nat inside

1

interface Serial0

ip address 170.168.2.1 255.255.255.0

ip nat outside
!

access-list 1 permit 10.1.1.0 0.0.0.255
!
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s ONATHEL & :
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ip nat pool globalnet 170.168.2.1 170.168.2.1 netmask 255.255.255.0

ip nat inside source list 1 pool globalnet overload
!

interface Ethernet0/0

ip address 10.1.1.10 255.255.255.0
ip nat inside

!

interface Serial0/0

ip address 170.168.2.1 255.255.255.0

ip nat outside
!

access-list 1 permit 10.1.1.0 0.0.0.255

3% INAT S 5 ANATE B 69 R Rl 2 4 £ T
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IMCP:

InternetiZ1F T BB B B T R UM o TR B EHAER LN wh ESHEE » F4HELTICMPIR
2445 K 3% 5% o ICMPAL A & MK Internet ° ICMP1z &3 £ EIPR XY » REZH—F 59T L
o) .

Message type Description
Destination unreachable Packet could not be delivered
Time exceeded Time to live field hit O
Parameter problem Invalid header field
Source quench Choke packet
Redirect Teach a router about geography
Echo and echo reply Check if a machine is alive
Timestamp request/reply Same as Echo, but with timestamp
Router advertisement/solicitation | Find a nearby router

DESTINATION UNREACHABLE 4 &1 T S % &1 35 £ %K 3| B Az ik X Z % 8 T DF{z 69 4R T
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ARIEAT O B EA c FRFLET > BT XH XNENE LA FRER » HHE—
A~URI(Uniform Resource Identifier)4& 8% K 69 5 & 5 R o #f 5 38 A4 4T 5k R W3 Koz 89
Jkﬁ%f’é‘@ °

HTHFHEHTTPE LT 4 XA BT o B ES A > BT KA JLTFHTA B3
FHRAAET ) o X4 T : <header-name>:<header-value> °

ERERTHREY  OEFPRPRFBACHA TN —RIEL  boh R mBiRHE - £
Hed LAY R ARE A R AT R HTTPAR R AR A ik c I TREBRE P RHRMS B L%
SR E AR & R L -

B3k s HTTPMAK AR A K X435 > HEEMRS B G5F P st B URY T Xt - & 24712
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HTTP#% K% & :

ZpmiA it A —ANTCPEELAGR S EHHTTP A » 25 R EHTTP# 12 &

GET findes.htal HTT?¢1.1 Request Line
nnﬂfun%ﬂzanwanuﬁﬁum Ganerdl Hacdar

HTTP
Request

Ads 4T

TEHR=ZARE
o RYIE P HmBERAATYHRLERITHA
o 1B TATABIRIE TR
o LR %RE P AL A HHTTPAA

AAEAT OB IR A

<METHOD><request-uri><HTTP-VERSION>

Method

methodskt £ & P s B R % S 42 » =i ¥ A : GET » HEAD#=POST
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GET MR % 5 & B P o R LR FEG L TR

PUT BlROEPROBIEFZBE ALY ER TR X
DELETE PN R N A

POST K EPRBIEREZD —AREEN X2 AR

HEAD A F 2 Rk F AHTTP & 3.

Request URI

Request URIAZ# K AT ¥ 15 % 7R 69URI » B ATURIGA % 1845 4 Web URLZ & 89HTTP URL » A
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& (BTt &) » BN E K FEIRE Mo

B4 @ BRZ R P A

URL : http://www.myfavoritewebsite.com:8080/chatware/chatroom.php » &A1 7 & &K #£
hitp: 21 R % & ° & 7 353§ & T 8912 &3F 2 "URI /chatware/chatroom.php 44T & .15
www.myfavoritewebsite.com:8080  H st » 5 KeG A4 A B4 T

GET /chatware/chatroom.php HTTP/1.1
Host: www.myfavoritewebsite.com:8080

X — W 6 45] S R L aE Rt F RIS B ot o AE Kb 248 A R EURLAH X, » AE AR
I VEAMEZE P %R EZIER R TH T :

GET http://www.myfavoritewebsite.com:8080/chatware/chatroom.php HTTP/1.1

EES S
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Accept £ IR % 55 > B ML RAIZE o

Accept-Encoding T # % 8 A B %A o
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Connection & T2 & & %4 A3 o 4o R ServletF ¥l X 2 6944 7 “Keep-Alive” » R# & 2|
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Cookie R T &tyiE LK1 82— HRERH2EH L Cookied 7R IR % B3 n 5| £ 52

Bl — A& P s% o

Host hosti# K 4k sk 3% £ 2 A T 48 T #0F K KR 89 Internet EdAnsk v 5 » €3l % MHTTP URL

PRBGE K o

User-AgentFF]F R > —fF AR KRS o KN LMBEHRIRGHE » FAELF B —LRA
Ebo B TEPHEBRELRAAN L ﬁ’r%ﬂH&ZF BTA% R 6 3) % % é’JZ Frfa R A s IRk o

B’f“ % k2 R A2 5 % A& M User-AgentiE AN K 4R 3k 3 P R ILE] & 243 & o User-Agenti# K 4R %
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Informational codes :

What <
Code|Status Explanation to do
A
100 |Continue Request completed successfully and the session can continue. - 14
101 [Switching The server is changing to a different HTTP version. It will be
protocols followed by an Upgrade header.
Success codes :
What
Code|Status Explanation to do
200 (0K Standard OK response. 5
201 |Created The request has been fulfilled and a new resource has |-
been created.
202 |Acceptied The request was accepted and is still in process. -
203 |Non-authoritative |The request was received with content from ancther -
information server, and it was understood.
204 |No content The request was received and understood, and the =
answer that iz sent back has no content.
205 |Reset content Thiz is a server request to the client to reset the -
data that was sent to it.
206 |Partial content Response for a partial document request. -
Redirect codes :
M KR (=++1) : Wiresharkdf &, 5] 9 HTHTTP 17 &2 (L) 133
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4 & A 5h 4 7]
Code|Status Exzplanation What to do
300 [Multiple The requested address refers to more than one =
cholces file. It can happen, for example, when the
rescurce has been removed, and the response
provides a list of potential locations for it.
301 |Moved The requested rescurce has been moved =
permanent ly|permanently. Future requests should he
forwarded to the attached URI.
302 |Moved Paze has been moved temporarily, and the new Usually, wou will
temporarily|URL is available. Usually, you will be cee a Found code,
automatically forwarded. and then another GET
(found) to the URL indicated
303 |See other |The response tc the request can be found in a =
different URI. It should be retrieved using an
HTTF GET to that resource.
304 |Net When a request header includes an if modified |-
modified since parameter, this code will be returned if
the file has net changed since that date.
305 |Use prozy |The regquested rescurce must be accessed through |Check what prozy is

Network Analysis Using Wireshark Cookbook
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Client errors:

Code

400

401

402

403

404

405

Status

Bad request

Authorization
required

Payment

required

Forbidden

Not found

Method not
allowed

Explanation

The request could not be
understood by the server due
to a syntax problem. The
request should be modified by
the client before resending to
it.

The client is denied access

due to the lack of
authentication codes.

Reserved for future use.

The client is not allowed to
see a specific file. This can be
due to the server access limit.

The requested resource could
not be found.

The method you are using to
access the file is not
supported or not allowed by
the resource.

Content generated by the

What to do

Check the website
address. This can also
happen due to a site error.

Check your username and
password.

Check the credentials.
Also, there are fewer
chances that the server is
loaded.

This can be because the
resource was deleted, or it
never existed before. It
can also be due to URL
misspellings.
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406

407

408

409

410

411

412

413

414

415

AT B A—ANREGE P uE o BAT I RH#ITRE

acceptable

Proxy
authentication
required

Request
timed out

Conflict

Gone

Content
length
required

Precondition
failed

Request
entity too long

Request URI
too long

Unsupported
media type

1. AR RO -
2. #%#Follow TCP stream’® 2 A3 AT H 2 :

according to the client
request.

Request authentication is
required before it can be
performed.

It took the server longer than
the allowed time to process
the request.

The request submitted by the
client cannot be completed
because it conflicts with some
established rules.

The URL requested by the
client is no longer available
from that system.

The request is missing
itsContent-Length header.

The client has not set up a
configuration that is required
for the file to be delivered.

The requested file was too big
to process.

The address you entered was
overly long for the server.

The file type of the request is
not supported.

browser.

The client must first
authenticate itself with the
proxy.

Check response time and
load on the network.

Can be because you try to
upload a file that is older
that the existing one or
similar problems. Check
what the client is trying to
do.

Usually this is a server
problem. It can be due to a
file that was deleted or
location was forwarded to
a new location.

Compatibility issue on a
website. Change/update
your browser.

Compatibility issue on a
website. Change/update
your browser.

Server limitation.

Server limitation.

Server limitation.
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GET /poker= c11entfbroadcast htm HTTPXl 1 (:)

CCep mage;gi peg, jpeg, 1mage/pjpeg, application/x-shockwave-flash, application
x-ms-application, app11cat1onfx ms- xbap npp11:at1anjvnd ms-xpsdocument, app11§at1on£2am1+xm1

applicati jcation/msword
referaer: |http: ffwww 888poker.com/poker- c11entfprumot1cns htm Ei)
AcCcept-La . en-us

Accept-Encoding:
User-Agent: Mozil

officeLiveConnector.l.3;
InfoPath 13

Host : |www.888poker.com |(3)

(compatible; MSIE 6.0; windows NT 5.1; svl) ;
officeLivePatch.0.0;

?zip. deflate
a/4.0 (compatible; MSIE 7.0; Windows NT 5.1; Trident/4.0; GTB7.1; Mozilla/4.0
.MET CLR 2Z.0.50727;

.MET CLR 3.5.30729;

.NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152;

HTTP/1.1 404 Mot Found [( &
ate. sUn

Server: Microsoft- -115/6.0
srv: 2344432

:11:58 GMT

3. EFUATAE:

)

Client errors:

Code Status

500 Internal
server error
Not

S implemented

502 Bad
gateway

503 Servicg
unavailable

504 Qateway
timeout
HTTP

505 version not
supported

kAL 404 Not Found (e B & P4P7 )

Explanation

The web server encountered an
unexpected condition that
prevented it from carrying out the
client request for access to the
requested URL.

The request cannot be executed by
the server.

The server you're trying to reach is
sending back errors.

The service or file that is being
requested is not currently available.

The gateway has timed out. This
message is like the 408 timeout
error, but this one occurs at the
gateway of the server.

The HTTP protocol version that you
want to use for communicating with
the server is not supported by it.

& P 5% %83 % URI/poker-client/broadcast.htm (4= 85 142357 = )
URI3& it http://www.888poker.com/poker-client/promotions.htm4% & (8.5 F 257

What to do

Response that is
usually caused by a
problem in your Perl
code when a CGl
program is run.

A server problem.

A server problem.

A server problem.

Server is down or
nonresponsive.

Server does not
support the HTTP
version.

BASMHRE - AT THAE—ADHATHIGFA : §LT
Hb A Lok MEFTR @RER - UTHEAET » TAHE

B4 ZARTH (424K 8503) T
#8.4% 1% IF]Facebook » 12 % {1 &
T ARy K3E A,
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Filter. icpustream ¢q 100 = | Expression.. Clear / Saeee

[ Tirme: Sonaoe Dhestinatso Profogod Inko
1575 31.681519 212.235.1.102 10.0.0.6 HTTP HTTP/1.1 304 Not Modified
1579 31.683136 10.0.0.6 212.235.1.102 HTTP _GE] : TTP/].1

1649 31.758104 212.235.1.102 10.0.0.6 HTTP/1.1 503 Service Unavailabl

: llfn'nﬂ.r.'l.!‘ 503 Service Unavailable\r\n |+
Connectidm: ]
Content-Type: text/html\r\n
Content-Length: 556\r\n
\rn

Line-based text data: text/html
<HTML><HEAD><TITLE>Web Site Blocked</TITLE>\r\n
</HEAD>\r\n
<BODY text=#fff{ff bgColor=£000000=\ryn
<Pr<BR><BR><BR></P>\r\n
<TABLE height=1 width=100% bgColor=#ff0000 border=0>\rn
<TR>\ryn
<TD=&nbsp; </TD></TR></TABLE=\r\\n
<P=<BR></P2\r\n

<P align=center><FONT size-siweb Site Blocked by NETGEAR Firewa11<fFONT><fP>\an]
P R /D% PR

T AR 3

The reason for the services
unavailability ...

ARAEGHTTPR] AL X4 T :

1. TCPiTA %4 (ZREFZ5)
2. HTTPX #GET# 4
3 HBEBTHRIAEER

HE—ARTATH ZAEZOHERAT (KEEMRALRL) - HAEEFZ—ADNS £ -
*f /2 » TCP SYN-SYN/ACK-ACK * ARHTTP GET » X G H#EF 2 hALE L7 L

% 1Rk £ packet detail @A & A A& 3| &7 A &8 » &4 LI & #FFollow TCP stream » & F 5|
B @Y I o B —AT 2R LA ZFiddler » Fiddler EHTTP#®EH & £ T & -

Network Analysis Using Wireshark Cookbook


https://community.emc.com/servlet/JiveServlet/showImage/2-870583-108194/image003.jpg

B E RS (=+7) : WiresharkIf &, 52415 BT
ﬁ%@*ﬂa@

HBHRFALARERLEL  EMCF X X #F#3=https://community.emc.com/go/chinese

WERU o HBE > R ARREEITENPLATRANS X o %i#&/ﬁé@éﬂéé#é&yDBA%%
AR 0 AL W 2 AL AR T AR 6L “F'/UCLHHO]@#T& BR% o SITRZRMRE" > FFHFR
T ARIXAE o T U By &RATILWE AT IH“ M 3R 18769 9] R o

F %428

TAEEAR
2t F 3538 B 5 AR 0 d BT B
1. BWREE R M ok 278 o FDAT FLAL

o FIABAATFAMTEAL? ERAKAELTEINT » i Zcentert F X 4 ? 4o B AN
B 24T AL IF AR 3E R 2 ZWANAF T 5 &L o
o MTHAE P HATHLETEMYFM? 4o R AL LM P A2 A > 1T

B AW P BT RREE RS o
o Bp i RERIAMIMMETELIR? FRIBGLAZFZ?
o RFTHRAAIEITENG » T AT R E G 2R BITER ? ZPClia W » iF
AR % B FIRACR?
2. AR EARMAZE » ALK EHE

1. AT FFWiresharkFF & 38 & o T A4 35555 0% BIPC» IRE S » VLAN » R EHTHEF
A H R o

2. fexpertinfof EATCPF 4 o XLFHR A LA XENAFER » RAHKTHIPHA » &
A EOTCP# 0 ? bz RSB R F A B IEE TR A THEHYL  RES - X
AR R o MK & 3 B Internet ) 2L A B o 7T A8 24T 3] K 4255 & Amail server (5 4= 3k
k) YRS EHUARERACK e EALAH > EALEL S EBSX01505 0 H#F

,‘/g

Internetid » TH L 5H4F % o
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3. BRAEFM%G LA RN » 2RAT Uk EBEE T IRE TR & o 128 » d 7 E WM &9
BRI o THI P THRNREF#ERE B AFHMEBAERENRIKAFIFE
40ms °

1. M EATCP stream 8 (1) » 444 TTCP SYN/SYN-ACK/ACK - %= T H (2) Ff
o TAABEANAEBILR TITIME (3)

Fitter:[ scpstream oq 8 I\i-) * |Expression. Clear Apply Save NENS NEDS MBSS
Sr.uh'.r Demtinanion Protoool  Info
192.168.20.88  192.168.10.80 TCP vfo > wv-csp-udp-cir [SYN] Seq=0 !
1844 0.013483— H%i—lﬁﬂﬁmw 192.168.20.88 TCP mwmvmmﬁm:m
1845 lJ 013495 192.168.20.88 192.168.10.80 TCP vfo > wv-csp-udp-cir ] seq=1 A
1846 0,015710 192.168.20.88 192.168.10.80 TcPp vfo > wv-csp-udp-cir [PSH ACK] Ses
1847 0.044857 192.168.10.80 192.168.20.88 TCP wv-csp-udp-cir > vfo [PSH, ACK] Se:
1848 ©0.045057 192.168.20.88 192.168.10.80 TCPp wvfo > wv-csp-udp-cir [PSH, ACK] Se:
1849 l] 075752 192.168.10.80 192.168.20.88 TCP wv-csp-udp-cir > vfo [PSH, ACK] Se:.

Frame 1930: 87 bytes on wire (696 bits), 87 bytes captured (696 bits)

« Ethernet II, Src: Hewlett-_3e:54:e7 (00:0b:cd:3e:54:e7), Dst: Cisco_4f:4a:ec (00:60:47:4F:«
« Internet Protocol Version 4, Src: 192.168.20.88 (192.168.20.88), Dst: 192.168.10.80 (192.1
« Transmission Control Protocol, Src Port: vfo (1056), Dst Port: wv-csp-udp-cir (3717), Seq
« D 33 b

. ata ( ytes) (;)

O ¥ File: “CACourses\Upstream Systema’ PCAR Files Example 0 I?‘.‘k’h:.‘-.’; &40 Depplayed: 371 ’.Iar\mﬂ 0 Load time 00307 Profile Wireleag

2. F Yk gr > 5T LEIDBE K5 f & A B 4] 8] [ K £935ms °

Po Tisree Soute Diestiratsn Protocal  Info -
1981 35.833309 W? 168.20.88 192.168.10.80 TcP vfo > wv-csp-udp-cir [PSH, ACK] Se
1982 35.869385 | \i0%.168.10.80 192.168.20.88 TCcP wv-csp-udp-cir > vfo [PSH, ACK] Se:
1983 35.869930 —;lg&? 168.20.88 192.168.10.80 TcP vfo > wv-csp-udp-cir [PSH, ACK] Se:
1984 35.905654 | '‘%-c.168.10.80 192.168.20.88 TCP wv-csp-udp-cir > vfo [PSH, ACK] Se:
1985 35.906194 ;.:—}.168.20.33 192.168.10.80 TCP wfo > wv-csp-udp-cir [PSH, ACK] Se:

1986 35.944428 | 'x>¢.168.10.80  192.168.20.88 TCP wv-csp-udp-cir > vfo [PSH, ACK] Ses
1987 35.953804 192.168.20.88  192.168.10.80 TCP vfo > wv-csp-udp-cir [PSH, ACK] ser.

3. W THRLLEAITINEL » 371X35ms K &134 o lm EThE R 4 — % F4{5 5 5k
B AP AR —REIEETHREEFFI102154 o

4. ZRHFLT » 2 L 5DBAT B EARBR YT MB EAMGRTHE » RAKXRT LHR
5B RXMEGIENG T X o

4. B —ANTHE AR EIN G A R AR R A o A THREFTEHISANAEAE
(1) » FEBEPFS #T?I‘T*‘/\%)Téﬁﬁ&( ) o AAKAE—ATCPREIZ R X 4+ £ KA
FPAMEFEED c ARG T —ANRFHRIFEEST > BILTCPRZEXNF P stk ok 2

0. Tiene Source Destnation Protocel  Indo

B e el e P e B R e R "o T I I T e e T

74  0.078889  192.168.3.50 192.168.200.227 TcP http > vrtp [ACK] Seqel Ack=59884 wir

18.989050 .168. 200. .168.3.50 rcts > http [5YN) Seq=0 Win=65535 Ler

51 15.994054 192.168.3.50 192.168. 200.227 @ http > rcts [5YN, ACK] Seqs=D Acks=l Wi
82 18.994085 192.168.200.227 192.168.3.50 rcts > http [ACK] Seq=l Ack=1 win=65%
83 18.994264 192.168.200.227 192.168.3.50 TCP [TCP segment of a reassembled PDU]
84 18.994280 192.168.200.227 192.168.3.50 TCP  [TCP segment of a reassembled PDU]
1 14 _nnina T 187 1 3 EN 147 1RR 4A0 237 D htmn s~ wrre Tary]l cam-1 Ark-E37 wHin_é&
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ERBBEEEPSHEGMEZRERL » 23T —ANEF 2 > A TDBALE A ML A o %4 3
2E 0 B AR o 5] de > 38 i AL B B1E B A nternet 0 3R E B P 3E B R 5 69 38 T T AR A R AL
ToTaREEMBBEAT X °

REZG—RRB[FRBIBEGIAEN c wREPRELEEANBIEER S S » BIBER S
RELEGRANS —GRFEELFHTM > THRE P % MR % 38 TAE RAF » A2 A8 7T g i /2
RAEER % 55 ARG 35 08 £ 3 UM B o B4R 145 MK AT 54 40 BT A AR & 4F o
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9N-23

R A5 _EAE A 3 A IP3b ik AR BB gt 69 — Ao A K EdE & REG5 AR R P B 7 1R 69 17 9] BBk
Moo AR e AR ARG AR BRI PRSP o R T AL 0 AR R EAEL A IPH
hh 6 T AL BOR G AT (R EALE BRAT) o

B5158
DNS i ak:

DNSG L ZRZ—NEBE4EH » RMUATUNXIHAL - e TR EZ FRPTT o

unnamed root ——

\
top level i
2@ @@@@E@E) (D))
|
e Unih:ld Arab Zimbabwe
ol @ Emirates e
() ()

@ @ ‘“‘Hﬁun.mcmao.edu. enr.restonvaus, — T @

e |_' generic domains ol country domains |

-— -
@ ¥ 33.13.252.140.in-addrarpa.

T RAVE — AR % 0 RS T AABINFAF o MW R A — MR AR E A nulldy 7
oo MEME T R ERE—SARET K R AA > —EHBRT K> BiTdotk W in
EoHt e (BEGUNXIHAATR M7 » KEZL R ERNBEEMREHTR) - HEH

P A LR — A — R 12T 4 P R R @ point™T XU AR 945 X o
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B o ARG G G o Bt G WARA 74193 % FQDN(Full Qualified Domain
Name) > €A% B 8% » Fldesun.tuc.noao.edu. ° % R R A" B, > MR ZBE F &
AN AT o B dfoT b AW Bk T 4% ] 69 DNS R A o

MEIRG A AR IR

1. arpa kR BOR GG ARAT 09 4 BRI o
2. EANIFEREGAMALRIRG » LA RABLEIR -
3. A RANFERSL ZEATISO 3166 E KA » A B RIRL ZIEIRL o

YRPEH S TR ERG— 5 EDNST IG5k o BH — /42— IR RS TR b0y
—AMRE AR —AEIR (MF) EEMPH—Fy (MRRE) FHLETIESEL
zone P H L 24k o

zone5DNSH 9 H I8 T4 o flde » —BIX LKA —ANF WtJzone > noao.edu ° & % =
BIRG X 5K B 8gzone © Flde » —FT RFZRBAD » NSRBIV HA A £ 18zone ©

HAUNIX LA A 409 22 E P DNSH dzzone s R AREFZ BUNIXI AL AR E SR
1o Bl AN LB F £ ik A hzonet) R HIZAE AL TATLA » MUnix T & 469 RLE F 43t
A BB AN EESR E o

— B zonety IR MY RAT > zonet) A TAFEALRBE L ANREIME E - BzoneF LT
FIGHILE > zonetIDNSE HZ | A L 5 Bkt 5IPHAL » 4513 BRI AL IR § 35 09 %38 &
P oo RMELEME B RERBMEZ—ANRS Mzone ° zone B LA R /M A L RE—& THRELR S
BUBR—ANBEGNBBEREFSH o TG B _BIRF ELMAREIR 5 I TR » vAiEzone
TEZRfEREOFm e TMEEF_BREZRZGRINET » RS BN
zone®) T A A2 & » M =BIR% BN EIR % BRI A1Z & o X —T 424 K zone transfer °

LI B R AFlzone P » TERNKLENFE (EVELLHARIPHE) K3 TR E R
AGBEIHP 2 EEWIRLREEETH ENACHREIH - —BREFEELNMER
(BE3DPH—R) » wREIREBAHGHEIE » —%IR% %@ T zone transferk I o

LRLM S BRRAERAERELAHIR? CLMIFEABI—EBLME R o X ZEDNSH L H
NHEFH o ALREF—EME R sl ThH A LKL IME R > 25— GRS B4 sl dofT
BRARBEIRER - BRREBGIPHAZKTEIRSEORE AT « TREFELAmiER
ME% 3 69IP3E » MIEDNSS o X6 » TMEFBERWITA BB LM EFE LAl E (B
IPHohlt) o BARERIARE  AARFROBRLIME R LAKARBESE BB EELER
R4 RBEAFI—CME R > ZIHBERAIT o

DNS#)—MNERBHAELESE o P » S—ANREREF BRI — 5P 8 (m—MEMNELHIP

Hik) > BEBGEEBANEE I ENERTAEALEENER » MAFHILLAL
xS E AR 5 & 0 &R o
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% & Lk & L (Dynamic Host Configuration Protocol, DHCP) & —AN/5 3 4 &) [ 2413
L AR AUDPH L IAE » T 2AAmAME

o LNIFHMERMEGR S A o BIPHILSH P
o LNIMLEE RN LT E LG T

AXA-BDHCP# TAFRIE o

LA EWN

DHCP L /f /7 2

DHCPM — /N IP3bak it 4R BEIP 3t » % e DHCPR % 35 238 & € 3L > #R A scope °© = R &
PSREZ X —Hnk > M ET £ — AT L BAR A4E Azl » FRAMY - WwRE P 3% Lk
JADHCPE % £ R BIPH3L » B3k £ iEEF 4L TCP/IP o

ZDHCPA R P 4B ETCP/IP4 %0t » DHCPR 4 B fo B Pt A0 & 22wy 42 o 2&FEF|IR
LIRS B F AR DR o o BB B LiEGE R L KDHCPH &0 » S BB T
¥R E A o

1. DHCPDiscover
o IP Lease Request —
_‘ il 2 < DHCPOffer g
DHCP IP Lease Offer DHCP
Client 5 DHCPRequest Server
Computer

IP Lease Selection

4. < DHCPAck

IP Lease
Acknowledgment
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o B¢ FIDHCP# K P 3% % — R4 LTCP/IP :

o B pshiE RATHIPRIALIR S BIEL T %t » ZDHCPEFAA P &K 4 o

o BPMXAALA T — AP » 22 E B T %IPRIAE » P — ML o ZFPF I
£ AT R P Nipconfig /release#=ipconfig /renewér 4B o

% P g KIPHat (DHCPDISCOVER) :

L —ANPVAZ P AR # it BN B F FIPHAL 0 B 2B IL—ATCP/IPH RAIRA » ZET 1%
— AR LE R FHEDHCPIR % B 6933k o % /L LU HIRE R E P 8 F ZIPHAAZ & -
DHCPZE P s K £ | L X —M B 4645 K » B P mRiik » 0.0.0.0° B &3k > Bpy 4%
. 3k255.255.255.255 © 4k AL L3 B P R BAFMACH A Fe MU E 4 » %45 B389 T @ DHCP
AR % 35 R AeH REGL % -

& P 3% ©)DHCPR % % & %% RIP3bak 69 & 52 38 LA A#DHCPDISCOVER#R L ° M % L& —&
ZHE T TCP/IPW L 89 AT 23K B XAy 4515 & > 2R ADHCPR % & & & hivA i o

MR % R 14EIPHt (DHCPOFFER) :

BT A A A 2P 9 DHCPIR 4 £ 48 2 #-)DHCP & P 54 2 BEIPHuhE4Z & o vk & vA Mk e
— AR EAIPH AR R T AR o 2459% A~ DHCPDISCOVERR X » DHCPR % £ 54 /R
PH R P %K XIPEEE S - DHCPIR % % ® & #YDHCPOFFERAE X 4 A T2 6 :

o K P in bRt

o REEAYIP3AE

o SIEHT MG

o ALY A IR

o JR% #ID > BPDHCPIR % % 69 |IP3uak

Z P Mik#FIP3it (DHCPREQUEST)

DHCPZ P 5% ik 4% € FT 30k 3] 69 % — MDHCPOFFERAR SUAR 69 IPH3E - 2 5 » € —13
BT AEER S o BRLT > B P shn R G BRUL CHIPIIL o ZRR A F P 35 7T fEM 3]
Tk —ADHCPM % & & 3% toffer o i d 7 #&X —1F K > B Pt L4 LIEDHCPR 5 7 & F
B% Etboffer o A T —FHRE P #3209 % Roffer’E A 5% 3L » DHCPREQUEST4R X F
TAEUATIZE

o RULPTIH T offeriy I % X IPHAE
o K P HAEAF AL
o KPP

% R #AP# % (DHCPACK)

DHCPHE%%iﬂLgﬁ swAE e R 0 JFIPHIAE BB P 5% o 25 0 € X EDHCPACK# 113 &
IR P o %S B O A IPHAL B A Y AR A B 8 o
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