
 Clickjacking:

 Clickjackingisanattackthattricksauserintoclickingawebpageelementwhichis

invisibleordisguisedasanotherelement.Thiscancauseuserstounwittingly

downloadmalware,visitmaliciouswebpages,providecredentialsorsensitive

information,transfermoney,orpurchaseproductsonline.

 Typically,clickjackingisperformedbydisplayinganinvisiblepageorHTMLelement,

insideaniframe,ontopofthepagetheusersees.Theuserbelievestheyareclicking

thevisiblepagebutinfacttheyareclickinganinvisibleelementintheadditional

pagetransposedontopofit.

 Theinvisiblepagecouldbeamaliciouspage,oralegitimatepagetheuserdidnot

intendtovisit–forexample,apageontheuser’sbankingsitethatauthorizesthe

transferofmoney.

 Thereareseveralvariationsoftheclickjackingattack,suchas:

 Likejacking–atechniqueinwhichtheFacebook“Like”buttonismanipulated,

causingusersto“like”apagetheyactuallydidnotintendtolike.

 Cursorjacking–aUIredressingtechniquethatchangesthecursorfortheposition

theuserperceivestoanotherposition.CursorjackingreliesonvulnerabilitiesinFlash

andtheFirefoxbrowser,whichhavenowbeenfixed.

Clickjackingattackexample

 Theattackercreatesanattractivepagewhichpromisestogivetheuserafreetripto

Tahiti.

 Inthebackgroundtheattackerchecksiftheuserisloggedintohisbankingsiteandifso,

loadsthescreenthatenablestransferoffunds,usingqueryparameterstoinsertthe

attacker’sbankdetailsintotheform.

 Thebanktransferpageisdisplayedinaninvisibleiframeabovethefreegiftpage,with

the“Confirm Transfer”buttonexactlyalignedoverthe“ReceiveGift”buttonvisibletothe

user.

 Theuservisitsthepageandclicksthe“BookMyFreeTrip”button.

 Inrealitytheuserisclickingontheinvisibleiframe,andhasclickedthe“Confirm



Transfer”button.Fundsaretransferredtotheattacker.

 Theuserisredirectedtoapagewithinformationaboutthefreegift(notknowingwhat

happenedinthebackground).

 Thisexampleillustratesthat,inaclickjackingattack,themaliciousaction(onthebank

website,inthiscase)cannotbetracedbacktotheattackerbecausetheuserperformed

itwhilebeinglegitimatelysignedintotheirownaccount.

Clickjackingmitigation

 Therearetwogeneralwaystodefendagainstclickjacking:

 Client-sidemethods–themostcommoniscalledFrameBusting.Client-sidemethods

canbeeffectiveinsomecases,butareconsiderednottobeabestpractice,because

theycanbeeasilybypassed.

 Server-sidemethods–themostcommonisX-Frame-Options.Server-sidemethodsare

recommendedbysecurityexpertsasaneffectivewaytodefendagainstclickjacking.

 MitigatingclickjackingwithX-Frame-Optionsresponseheader

 TheX-Frame-OptionsresponseheaderispassedaspartoftheHTTPresponseofaweb

page,indicatingwhetherornotabrowsershouldbeallowedtorenderapageinsidea

<FRAME>or<IFRAME>tag.

 TherearethreevaluesallowedfortheX-Frame-Optionsheader:

 DENY–doesnotallowanydomaintodisplaythispagewithinaframe

 SAMEORIGIN–allowsthecurrentpagetobedisplayedinaframeonanotherpage,but

onlywithinthecurrentdomainto

 ALLOW-FROM URI–allowsthecurrentpagetobedisplayedinaframe,butonlyina

specificURI–forexamplewww.example.com/frame-page

WhatisSniffing?

 Sniffingisaprocessofmonitoringandcapturingalldatapacketspassingthroughgiven

network.Sniffersareusedbynetwork/system administratortomonitorand

troubleshootnetworktraffic.Attackersusesnifferstocapturedatapacketscontaining



sensitiveinformationsuchaspassword,accountinformationetc.Snifferscanbe

hardwareorsoftwareinstalledinthesystem.Byplacingapacketsnifferonanetworkin

promiscuousmode,amaliciousintrudercancaptureandanalyzeallofthenetwork

traffic.

 Therearetwotypes:

ActiveSniffing:

 Sniffingintheswitchisactivesniffing.Aswitchisapointtopointnetworkdevice.The

switchregulatestheflowofdatabetweenitsportsbyactivelymonitoringtheMAC

addressoneachport,whichhelpsitpassdataonlytoitsintendedtarget.Inorderto

capturethetrafficbetweentargetsniffershastoactivelyinjecttrafficintotheLANto

enablesniffingofthetraffic.Thiscanbedoneinvariousways.

PassiveSniffing:

 Thisistheprocessofsniffingthroughthehub.Anytrafficthatispassingthroughthe

non-switchedorunbridgednetworksegmentcanbeseenbyallmachinesonthat

segment.Sniffersoperateatthedatalinklayerofthenetwork.Anydatasentacrossthe

LANisactuallysenttoeachandeverymachineconnectedtotheLAN.Thisiscalled

passivesincesniffersplacedbytheattackerspassivelywaitforthedatatobesentand

capturethem

TopSniffingtools

 Wireshark:

 Anopensourcepacketcapturerandanalyzer.ItsupportsWindows,Linuxetc.andisa

GUIbasedtool(alternatetoTcpdump).Itusedpcaptomonitorandcapturethepackets

from thenetworkinterface.ThepacketscanbefilteredbasisIP,protocolandmany

otherparameters.Thepacketscanbegroupedormarkedbasisrelevance.Eachpacket

canbeselectedanddissectedasperneed(alsoconsidercheckingthisperfectguidefor

cybersecuritycertification).

 dSniff:

 Itisusedfornetworkanalysisandpasswordsniffingfrom variousnetworkprotocols.It

cananalyzeavarietyofprotocols(FTP,Telnet,POP,rLogin,MicrosoftSMB,SNMP,



IMAPetc)forgettingtheinformation.

 Microsoftnetworkmonitor:Asthenamesuggestsitisusedforcapturingandanalyzing

thenetwork.Itisusedfortroubleshootingthenetwork.Someofthefeaturesofthe

softwareareGrouping,aLargepoolofprotocolsupport(300+),Wirelessmonitormode,

reassemblyoffragmentedmessagesetc.

 Debookee:

 Itisapaidtoolthatcanbeusedtomonitorandanalyzethenetwork.Itisableto

interceptandanalyzethetrafficfrom devicesthatareinthatsubnet,irrespectiveofthe

devicetype(Laptop,devices,TVetc).Itoffersvariousmodules:

 Networkanalysismodule:scanforconnecteddevices,Intercepttrafficinasubnet,TCP

portscanner,NetworkanalysisandmonitoringofHTTP,DNS,TCP,DHCPprotocols,

AnalyseVoIPcallsetc.

 WiFimonitoringmodule:Detailsofaccesspointsinradiorange,wirelessclientdetails,

wifistatisticsetc.

 SSL/TLSdecryptionmodule:Supportformonitoringandanalyzingsecuredprotocols.

PrecautionarymeasuresagainstSniffingattacks

 Connecttotrustednetworks:DoyoutrustafreeWi-Fiofferedbythecoffeeshopnext

door?Connectingtoanypublicnetworkwillhaveariskthatthetrafficmightbesniffed.

Attackerschoosethesepublicplacesexploitingtheuser’slackofknowledge.Public

networksaresetupandthenmayormaynotbemonitoredforanyintrusionsorbugs.

Attackerscaneithersniffthatnetworkorcreateanewnetworkoftheirownwithsimilar

namessothattheusersgettrickedintojoiningthatnetwork.Anattackersittingatan

airportcancreateaWi-Fiwiththenameof“FreeAirportWi-Fi”andthenearbyusersmay

connecttoitsendingallthedatathroughtheattackers’sniffernode.Thewordof

cautionhereisthatyoushouldonlyconnecttothenetworkyoutrust–homenetwork,

officenetworketc.



 Encrypt!Encrypt!Encrypt!:Encryptallthetrafficthatleavesyoursystem.

Thiswillensurethatevenifthetrafficisbeingsniffed,theattackerwillnotbeableto

makesenseofit.Onethingheretobenotedisthatsecurityworkondefenseindepth

principle.Encryptinghedatadoesnotmeanthatnoweverythingissafe.Theattacker

mightbeabletocapturealotofdataandruncryptoattackstogetsomethingoutofit.

Useofsecuredprotocolsensuresthatthetrafficisencryptedandrenderssecurityfor

thetraffic.WebsitesusinghttpsprotocolaremoresecurethantheonesthatuseHTTP

–howisthatachieved?Encryption.

 Networkscanningandmonitoring:Networksmustbescannedforany

kindofintrusionattemptorroguedevicesthatmaybesetupinspanmodetocapture

traffic.Networkadminsmustmonitorthenetworkaswellsoastoensurethedevice

hygiene.ITteam canusevarioustechniquestodeterminethepresenceofsniffersinthe

network.Bandwidthmonitoringisone,anauditofdeviceswhicharesettopromiscuous

modeetc

Thefollowingtechniquesandtoolscanbeusedto

mitigatesniffers:

 •Authentication—Afirstoptionfordefenseagainstpacketsniffersistousestrong

authentication,suchasone-timepasswords.

 Switchedinfrastructure—Deployaswitchedinfrastructuretocountertheuseofpacket

sniffersinyourenvironment.

 •Antisniffertools—Usethesetoolstoemploysoftwareandhardwaredesigned

todetecttheuseofsniffersonanetwork.

 •Cryptography—Themosteffectivemethodforcounteringpacketsniffersdoes

notpreventordetectpacketsniffers,butratherrendersthem irrelevant.


