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This research project summarized and implemented four representative 
integer factorization algorithms, including Fermat Method, Trial Division, 
Pollard Rho Method and Pollard–Strassen Method. Their basic ideas and 
characteristics were introduced, respectively. To test the different features 
of these algorithms, we implemented them using C++ programming and 
GNU MP Library. The comparison of these algorithms shows that, if 𝑛 =
𝑝1 ∗ 𝑝2, then the worst cases in Fermat Method are the best ones in Trial 
Division, and vice versa, depending on the distance between the two prime 
factors 𝑝1 and 𝑝2; Pollard Rho Method provides an efficient algorithm, 
which takes only about one second to factor a number with 25 digits, 
where Fermat Method and Trial Division would take several hours. 
However, the running time of the Pollard Rho Method has not been 
proven, so we tested another algorithm, the Pollard–Strassen Method, 
which is a deterministic and proven method that has the same theoretical 
running time as the Pollard Rho Method, but is less efficient in practice 
and requires large memory space. This project hopes to provide a reference 
for future works to find a more efficient deterministic technique for integer 
factorization.
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Below is a speed competition for integer factorization algorithms 

(except Pollard Strassen Method). Numbers from 15 digits to 27 digits 

were tested. The Pollard Rho Method is much more efficient than Trial 

Division and Fermat Method.
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Result: Speed Comparison between 
Algorithms

• Trial Division

Fermat Method for integer factorization is another basic algorithm. It 

rewrites the odd integer 𝑛 = 𝑝1 ∗ 𝑝2 as 𝑛 = 𝑎2 − 𝑏2 = (𝑎 + 𝑏)(𝑎 − 𝑏), 

where 𝑎 and 𝑏 are both integers and 𝑎 =
𝑝2+𝑝1

2
, 𝑏 =

|𝑝2−𝑝1|

2
for factors 

𝑝1 and 𝑝2. Fermat Method takes 𝑂 𝑝1 − 𝑝2 steps to complete. So if 𝑝1
and 𝑝2 are close to each other, then Fermat method finishes quickly.

• Fermat Method

Trial Division & Fermat Method

• Different choices of distance between the two 
factors

Below is a graph for the speed tests of Fermat Method. log
𝑝2−𝑝1

(𝑝2−𝑝1)0
were 

calculated for x-axis, and 
log

𝑡𝑖𝑚𝑒

𝑡𝑖𝑚𝑒0

log
𝑝2−𝑝1

𝑝2−𝑝1 0

were calculated for y-axis. The graph 

looks like a horizontal line around 1, meaning that the running time 

increases linearly with 𝑝1 − 𝑝2. 

Pollard Rho Method

Pollard Rho Method is an algorithm for integer factorization using the 

idea of birthday paradox. It terminates in O( 𝑝) steps, where p is the least 

prime factor of 𝑛.

In implementations, the choice of function 𝐹(𝑥) matters, where 𝐹(𝑥) is 

a random map. Below is a table that shows some tests made on different 

choices of 𝐹(𝑥) .  Some of the bad choices include 𝑎𝑥 + 𝑏, because it is 

not random enough that a linear function is very predictable . 

• Different Choices of 𝐹(𝑥)

Below is a graph illustration of the speed tests of Pollard Rho Method. 

We use log
𝑝

𝑝0
as the measurement for x-axis, and 

log
𝑡𝑖𝑚𝑒

𝑡𝑖𝑚𝑒0

log
𝑝

𝑝0

as the 

measurement for y-axis. As we can see, the graph is a constant line 

slightly lower than 0.25.

• Speed Test of Pollard Rho Method

An application of Pollard Rho Method is to factor Fermat numbers. For 

the number 𝐹5 = 22
5
+ 1 (i.e. 4,294,967,297), it only iterates once to get 

factor; and for the number 𝐹6 = 22
6
+ 1

(i.e. 8,446,744,073,709,551,617), it iterates 3 times to get factor.

• Application of Pollard Rho Method

Pollard Strassen Method

The Pollard-Strassen Method is the fastest deterministic algorithm for 

integer factorization. It terminates in 𝑂(𝑛
1

4 ln2 𝑛) steps, However, it 

requires a memory space of 𝑂(𝑛
1

4). It also looks like a constant line 

around 0.25 in the graph below.As several previous works have considered finding a more efficient 

deterministic technique for integer factorization, it is of interest to provide 

a comparison among the already known algorithms. This project hopes to 

provide such a comparison for future works.

Trial Division is a basic algorithm for integer factorization. For an integer 

𝑛, it sequentially tests each integer in [2, 𝑛 ] to see if it is divisible by 𝑛. 

It takes O( 𝑛) steps to factor an integer 𝑛.

The greater the distance between the two factors, the longer it will take 

to find them using Fermat Method. Also, the easiest cases in the Fermat 

Method are the worst cases in Trial Division, and vice versa. 

• Features of Pollard Rho Method

Pollard Rho Method requires very little space (i.e. 𝑂(1) ) and a small 

amount of operations (i.e. 𝑂(𝑛
1

4) ). However, the running time of the 

Pollard Rho Method has not been fully proven, because the algorithm 

involves probabilistic choices that are hard to predict completely.

• The Birthday Paradox
In a room with 23 people, there is about 50 percent chance that two of 

them have the same birthday.

𝑝𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 (𝑡𝑤𝑜 𝑜𝑓 𝑡ℎ𝑒𝑚 ℎ𝑎𝑣𝑒 𝑡ℎ𝑒 𝑠𝑎𝑚𝑒 𝑏𝑖𝑟𝑡ℎ𝑑𝑎𝑦)
= 1 − 𝑝𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝑛𝑜𝑛𝑒 𝑜𝑓 𝑡ℎ𝑒𝑚 ℎ𝑎𝑣𝑒 𝑡ℎ𝑒 𝑠𝑎𝑚𝑒 𝑏𝑖𝑟𝑡ℎ𝑑𝑎𝑦

= 1 −
365

365
∗
364

365
∗
363

365
∗ ⋯∗

365 − 23 + 1

365

= 1 −
365!

36523 ∗ 365 − 23 !
≈ 0.5073

Applying Birthday paradox in Pollard Rho Method (example)

Let 𝑝 = 29

Let 𝑥 be in interval [1,1000]

We want to know the probability of x = p using different methods to get x

Method 1: let 𝑥 = a random number in [1,1000]

probability of 𝑥 = 𝑝:   
1

1000

Method 2: choosing two random numbers in [1,1000]

let 𝑥 = the difference of the two numbers

probability of 𝑥 = 𝑝:
2∗(1000−29)

1000∗1000
≈ 0.0019 ≈

1

500

Method 3: Birthday paradox: 

choosing a set of random numbers (more than 2 numbers) in 

[1,1000]

let 𝑥 = the difference of any two number in the set of numbers

the probability of 𝑥 = 𝑝 will increase very quickly

Figure 2. Speed tests for Fermat Method

Table 1. Speed test for Fermat Method

Figure 3. Probability of at least two people have 
the same birthday with different number of people 
in the room

Table 2. Speed tests for different choices of 𝐹(𝑥)

Table 3. Speed tests for the Pollard Rho Method

Figure 4. Speed tests for the Pollard Rho Method

Figure5. Speed tests for the Pollard Rho Method

Table 4. Speed competition for different integer 
factorization algorithms 




