Circom Basic
HDLs: From Digital to Arithmetic
Circom is an HDL(Hardware description Language) for R1CS

circom wires : R1CS variables
circom gates: R1CS constraints

a circom circuit does 2 things:

sets variable values
creates R1CS constraints

Circom Online tool
Online Circom test :

allows you to test your circuit very rapidly on inputs in comment JSON format :

Ccbo

A W N

Example :
pragma circom 2.1.2;

include "circomlib/poseidon.circom";

template 0 A
signal input a;
signal input b;
signal output c;

var unused = 4;
C <== a % b;
(a > 2);

component hash = (2);
hash.inputs[0] <== a;
hash.inputs[1] <== b;

("hash", hash.out);

component main { public [ a ] } = ();

role of each file in circom

Circom .circom
Input . json
PoT .ptau
power of tau : KBEHLEL, AREMA, XHHEA, EIFAE T BENZEM
STARK E#Y Transparent : ZAREEXHE— tau hA] A#HITL2IER (R2Z Proof £EEIRK)
Circuit .wasm F2RFARY, PIHtRRERHITARIGIEATIEE
Proving key .zky
Verification key .vkey

signal


https://zkrepl.dev/
https://zkrepl.dev/

In circom, all output signals of the main component are public (and cannot be made private)

the input signals of the main component are private if not stated otherwise using the keyword public as above. The rest of signals are all private and
cannot be made public. ( #15& G {FH X public, main component BN S Private /AFH, ERWESHHMEFAEN, TEEATF)

Thus, from the programmer's point of view, only public input and output signals are visible from outside the circuit, and hence no intermediate signal

can be accessed. (ALt, MNEFANAERE, MBRIMNIRESIIAHMANGLES, BWIEHRIAREES )
Circom syntax

Circom #91E;%3E javascript F1 C , 1RH—LEARMNEIERBIMRIE, FHIW for. while. >>, array &,

ESiE2N

signal: (E5EE, BEEGRNBENTE, AR private 3 public
template : 1R, ATFRIEEX, & IS/ Solidity FEY function
component : AHTE, AJMUBEARZERRHNER, MESTEENRHNLHER R

Circom thizft 7 —EERENATIRMEESTE:

<, > RERERFHESEEME, ERSERAREMY
=== ! XMEEFRAREXLAR, it Must be rank-1
<==, == FMTMRENATERESEE, BANEXAR

ab <— axb
ab === axb
c <—— ab % ab
c === ab % ab

B a <— axb BEHREEMITMER, B axb AL ab, HERFARNZARIE

B—FME, ab === axb, BEMIHPEMRFFNEIREN, BERTHIEEZE (?)

FRARE4%S Circom K, RERNESRET 2 MARRRETERN 2 M EER

<== means <-- + ===, Bl WE + EXLX

== BT—MERCER, BTIIESNEERNAMNEE. ERNVEAMN output EEINEMESIHOMN input £

in ==> myComponent.in;
myComponent.out ==> out;

SRBERRESERNNMERNAR, BERNZFEECNDF. —MEFNFIFMERE IsZero
IsZero EBEE
Circom At ATRBEEREZIFEM in==0 A¥IlT ?

Circom (£ EARBERMEFIIRER, SN —FZHRITE,

RS FMTAF B RIS E TR B TTEMES .

BIh, ERNRIBESSUTH if/else 37, BARHBEIIRFN, B Circom RNEIEF iflelse
FRIATREEE#ZAIRT in==0 , MEHEIHA inv HNITE RIMENNZMAXER,

Fortunately, Circom B—FRME, B4EF—1 Iszero IRE] 0 3 1 BURTMAZEATEE, WTAR:

template 0 A{
signal input in;
signal output out;
signal inv;

inv <— in!=0 ? 1/in : 0;

out <—— -inxinv +1;
out === —-inxinv +1;
inxout === 0;

¥
BER inv < in!=0 ? 1/in : 0 XPRIANEER == AFK, MAEFRSHWIT \BIEEM, FRNATMERAE , aJMER =T E/RFIR, XENE
BHERE&REES RTAXS
if in 20, A out=—inx0+1=1

if in &1, gﬁ/lxoutzfinxﬁz(]
1 AABRIXITRIANA AL in * out 1REE == 0


https://github.com/iden3/circomlib
https://github.com/iden3/circomlib/blob/master/circuits/comparators.circom

M out === —inxinv +1 ] inxout === 0 — X 2 1TREIKEMN , Draw the arithmetic circuit representation of IszZero :

gate(2)

w3 (inv)

w; is wire (FB%k), gate(i) BEREE)
in BMANE -1, 1 2ERAEE
WERI M out === —inkinv +1; F inxout === 0 X 2 PMRIBOCRIGEBIHALERT

X ERIBRT A — SRR -

inv <—- in!=0 ? 1/in : 0;
out <== —-inxinv +1;
inxout === 0;
IsZero Tips
R in * out === 0 WERENLR in F out AT
EmZHENSHERN R1CS K12, HEMITHAEA TIIEBEAIERME.,

FKER inv <— in != 0 7 1/in : 0 BRATHITMERM hint, BTFEEIERIRPIHEHEEES inv E. ITRAXNHASHEERFIORF
(gpt-4)

EAIFEEHIR Circom ZAJ7E Witness generation MAERITE inv BIE: X2 inv <— in!=0 ? 1/in : 0 FAXNKAL, Cairo 18 HHbFRIXFIR

EFER, HEXEERANSELETRREANERFS: HEFRM. RANRE. XBRRAPITHERS FiFNEREMNARTX, ELAZER ZKP
HIPRE! .

Hitt, FRTMERIEN, RNOXEYTIESEROREAR, FTUBEGMGER. EHRED, &2
YRFER Bug
AT, PITHERMARERN R Z BHEZMESFTESSHIEETENHEIR, B IsZero , WRFENTIEE—TAR, LU inout === 0,
SEREFA?
IERNRBEANZTE TERERITRIE, &R in=3 @A:
inv <—— in!=0 ? 1/in : 0;

out <—— —-inxinv +1;
out === —-inxinv +1;

REmIFEHRT, ERREEIR

Witness generation FEBEHATIES, HIEWITEE inv= 1, out=0

BFAR out === -inxinv +1 R, IEBAERIRIE Witness FIAHHH AR proof
BIIESESERERN, BEIEREE—TMENIESE.

FBRTHLE, —IIERIF
BE, IR EEMNIERERELRNBERNATE T 0 E, MIRMRE—T in=3, TREMFAR?


https://www.cairo-lang.org/docs/how_cairo_works/hints.html
https://docs.circom.io/circom-language/functions/
https://twitter.com/smpalladino/status/1607483400021241856

EERAPEAFEREIE— in=3, inv=0 (FEA inv WZF 1/3), out=1 KY witness.

ERRZ inkout === 0 AR, FAAEEEFTUERERFELURMN Witness
BT witness #EMmIFHMIEIRAR out === —in * inv +1 , EIt Prover BINA Witness &M Proof
IIEEMAES, INRAPE— R 0 1E, MXMFLEE

X B R AR A . 4EBIMEDARELE.

EEPEREINABENATILKZTEHMEEN], BAEIHRREBNITEERMIERIE (witness) .
ENENNE—SERE , REE(RATIHAEEE I HNEEE.

HE, B—EENRRIEHRRESENXTERBIITHEEN BRI EM, Fla
XENREE, HRREE5UREBREBSFANRTRBE, Rz, BAERRBLERN ZK BFITH T K]
B 7] k%Y Circom I

3 Circom 45 REB, ATAAIREARPESFHREN, BFERPTETRIORIS., - TEREN6F, F—78
BEEHNEERE 0. 130 2 RIIEFRAYmA, WTAR:

template 0 A
signal input x;
signal isRP <== (x-0) * (x-1);

isRP x (x-2) === 0;
¥
TENRBAELREME , IsEqual
template 0 {

signal input x, y;
signal output out;

() (x);
() (y);

signal isDraw <== O(Ix, y1);

signal diffYX <== (y+3)-x;

signal yWinsl <== (diffYX-1) x (diffYX-4);
signal yWins <== () (yWins1);

signal xWinsl <== (diffYX-2) x (diffYX-5);
signal xWins <== () (xWins1);

signal x0rYWins <== (xWins - 1) * (yWins - 1);
x0rYWins x (isDraw — 1) === 0;
xWins + yWins + isDraw === 1;

out <== yWins x 6 + isDraw *x 3 + y + 1;

b

®/aE, BIFBEH AT SR E n , HLEDE.
BER, XETMUERER, BREBRRT n, XRFEFNESHNERSH.

RIZRIRAATE, BAFEA

template (n) {
signal input xs[nl;
signal input ys[nl;
signal scores[n];


https://consensys.net/diligence/blog/2022/01/under-constrained-computation-a-new-kind-of-bug/
https://twitter.com/BlakeMScurr/status/1607525340876001281
https://twitter.com/SentientRosbot/status/1607722581431570434
https://github.com/spalladino/zkp-tests/blob/master/circom/circuits/advent2.circom
https://github.com/spalladino/zkp-tests/blob/c36b23f83240140e0dfd7730194ab188b442abb8/circom/circuits/advent2.circom#L30-L61
https://github.com/iden3/circomlib/blob/cff5ab6288b55ef23602221694a6a38a0239dcc0/circuits/comparators.circom#L37-L46
https://github.com/spalladino/zkp-tests/blob/c36b23f83240140e0dfd7730194ab188b442abb8/circom/circuits/advent2.circom#L65-L78

signal output out;

var score = 0;

for (var i = 0; i < n; i++) {
scores[i] <== () (xs[il, ysl[il);
score += scores[il;

}

out <== score;

}
BARBERERLIRITHE:
HAR R R BATIRIERA R ERAOIZ

FHRRFANEMEFNIIAN—#, 8%, RERRANODEFTERECRSZHN, BE—SRAMBE, 2, ST ¢ +x + 5 BJARTAN T
&

sym_1 = x * X
sym_2 = sym_1 *x X
y = sym_2 + X
~out =y +5

Circom miF2S S B EERRNBR., BERNIAFTELSRITEMEBR,
MEMREE—TIEFERHREEREL, TUE (— JS F) #3l.
{27 (hints/advice)

HTFERBROARYE, 8N IRBEHSERAHLZR (Constrains) , #HTILHN Prove M Verify B IEE, HITAIGERTTEIET it ENRER
1B, FERBPIHRREFITIRUE, M Prove F Verify M T{FE

IsZero PREX :

inv <—— in !'= 0 ? 1/in : 0;
out <—— —in *x inv +1;
out === —-in * inv +1;

FRRRE inv iTEHEH output
IE B i HEOR

.E;R m)\ EZI_?{E ﬁﬂ:‘: input

- | input | inv | output | X output

ESHA 4 1/4 o | 0

ATBEA 0 0 1 0
EBH, EEIETR 4 1/5 1/5 4/5
AT, BERET 0 1/5 1 0

EERREMIERTE inv , Winput=4 & inv=1/5, NHRBEENAR : input x output = 0
MRAABRTHE, FEARD/NER input?~! = 111, P RBRAN, HEXBIEES

Circom Al Iszero REATREREHPNEMERSTHE, ETMREAP, BINFERTEMRISESNAEE, BS/NEHE (Fermat's Little
Theorem) FJBATEAREEELFMEREIR FEHX—BHR.

BLNEEREL, IR p 2—TRE, BaZ— T R p BIENEBY, B2 #! =1 (mod p). REIEHR, o' BRI p IREE 1.

AERXE, BIUTUFBABRINEERRE—MERTAZE. R input 2F, M 071 =0 (mod p), MARZ 1. H input FAZM, BEI/NEER
i, Blinputt! =1 (mod p), BERE inputr! EEET 1, BITITMUERIEE input TIRENER THMERST RS,

M, BDNEIRHTEEEIEIEN input AZMIER, TIETRAZE (Hint Method) BILURM—NERSMIRTME, FIFPRZEEILAIER input K E, @
RHRIFZANN, 7ESCRRRIAS, ARIBERNERTTEEER, MTESERRTA A E D/ EIRR IsZero KEX. (GPT)

Zi#HI1E (Num2Bits)

5 - 101


https://link.zhihu.com/?target=https%3A//github.com/iden3/circomlib

outy X (out; —1) =0
outy X (outy —1) =0
outs x (out3 —1) =0
outy - 20 + outy - 2! + outs - 22 = input

B3 NATER : out_# HEER 0 5§ 1
HTEABRNESEY, MAIARRYE F EOHF, BHEBRATHIIRT, ERZAE(ENERKNBEREZNER
5ZARRAEMAET, BHFHRANTHFINERE, ZMEFAIER (hint) AN ERBRN TR FMARIENLRE,

Num2Bits

Parameters: nBits
Input signal(s): in
Output signal(s): b[nBits]

The output signals should be an array of bits of length nBits equivalent to the binary representation of in. b[0@] is the least significant bit. ( b[0] 2

=IEERAL )
Solution :

template (n) {
signal input in;
signal output outl[nl;
var 1cl=0;

var e2=1;

for (var i = 0; i<n; i++) {
out[i] <—— (in >> i) & 1;
out[i] * (out[i] -1 ) === 0;
1cl += outl[i] * e2;
e2 = e2+e2;

}
lcl === inj;
}
template 0 A{
signal input in;
signal output out[254];
component aliasCheck = 0);
component n2b = (254);
in ==> n2b.in;
for (var i=0; i<254; i++) {
n2b.out[i] ==> outl[i];
n2b.out[i] ==> aliasCheck.in[i];
}
}
8% (IsEqual)

bR 2 M HEEESE  REEEHAZEEREEN 0 (8 IszZero)
Specification: If in[0] is equalto in[1], out should be 1. Otherwise, out should be 0.

Input signal(s): in[2]
Output signal(s): out

template 0 A
signal input in[2];
signal output out;
component isz = ()

isz.in <== in[1] - in[0];

out <== isz.out;



b

component main { public [ in 1 } = ();

EE#: (LessThan)
B

let y =s1>s27?1:0 ;
BB

=sl + 2”°n - s2

1
2.y ZHHEMEEENAL

< <

EERA/NANRIRIA RS 2 TR, BERTHFINE, RIBFG ST, 6, ATHFERTR, R, INESHT + &KE
T HBIHERSNAL : FIAEIN 51 /52 DRIE 3/4:

n=3, y=3+2-4=7
7R THE: (7),, = (0111), , REALZE 0, A 3 <4
IR, BIENEAN s1 / s2 DBIZ 3/2:

n=3 y=3+2"-2=9

9 R THH: (7),, = (1001), , RESALE 1, FAA 3> 2

LessThan

Input signal(s): in[2] . Assume that it is known ahead of time that these are at most 2252-12252-1.
Output signal(s): out

Specification: If in[@] is strictly less than in[1], out should be 1. Otherwise, out should be 0 (41X inl0] 4&/NTF inl[1l] , out FiZE 1
EA o)

template (n) {
(n <= 252);

signal input in[2];
signal output out;

component n2b = (n+1);
n2b.in <== in[0]+ (1<<n) - in[1];

out <== 1-n2b.out[n];
¥

i%$% (Selector)

¥ let y = s 7 (ath) : (a * b) FEALNAMIES:

. s (1-s) =0
y =s + (a+b) + (1-s) - (a-b)

BTERBENFENY, X s #ITARNE
FRA—TZTHBN s , (ERTERRMRNEERETX

S#0: nChoices
BIN{ES: inlnChoices], index
W out

ER: it out MZEFT inlindex] » FR index #FH (FR¥E [0, nChoices) A1) , out BiZZE 0.


https://github.com/darkforest-eth/circuits/blob/master/perlin/QuinSelector.circom

include "CalculateTotal.circom"

template (choices) {
signal input in[choices];
signal input index;
signal output out;

component lessThan = (4);
lessThan.in[0] <== index;
lessThan.in[1] <== choices;
lessThan.out === 1;

component calcTotal = (choices);
component eqs[choices];

for (var i = 0; i < choices; i ++) {

eqs[i] 05
eqs[i].in[0] <== i;
eqs[il.in[1] <== index;

calcTotal.in[i] <== eqsl[il.out * in[il;

out <== calcTotal.out;
}

PA

2N
RFEARBBUOETY, BEREERTHTIERAMARE, RIESSIREAEBMRE, FIASRREARBHOITEINEERLT, LAR R BRI EIRIEE
FEBFHAL, HER, EHEELEEN

for(let i=0; i<=N; i++){
y += 1;
}

o= 1, i<n
10, else

y=s-(+1)+(1-5) @)

Hi<nll,s==1;y=y+1
YRR ESRER, s==0,y==y

FIRBLLBAE NIRIEE s A
MRIEESE 23ERBEHRHITE, NEFRE, BIKREHA

Rik
if(s){
0l = i2;
02 = il;
} else {
ol = il;
02 = i2;
}

01 =(ia —%1) X s+
03 = (i1 — i) X 5+ 142

BE—IRIRIR s € {0, 1} RITMCREERE 2 NMEA

s==1:%3
s == 0: TRIR(ERFFEF)

248 53



let y = a & b;

let y = la;

let y = a | b;

lety =a” b;

y =a - b;
y=1-a;

y =1- (1-a)-(1-b);
y =(a+b) - 2-ab;

BIEIEE AT E RN SEERE
THBIAER - (1 a) ———

e

for(let i=0; i < len(arr); i++){
for(let j=0; j < len(arr) - i - 1; i++){
if(arr[jl> arr[j+1]){
swap(arr[j], arr[j+1])

b
b
ERBPSEIMNAGE :

EBRARRRE EHF, AIMERHIFEREERES
MRS LRI AT MEHITHEF

tias HEFFpI4S

HHD B ER NS
R&EXENR/IME

x ' = min(z, y) » iI

y y = max(z,y) .

]

[ 4
L ]

L ]

»[0

[ 2o ]

Exercise

RIBEER : AN TR EAERRE |

yl <== x1 + x2;
y2 <== yl / Xx3;
out <== y2 - x4;

(EE

yl <== x1 + x2;
y2 <=yl / X3;
yl === y2 x Xx3;
out <== y2 - x4;
Tips
5 By inverse @A 1/5 IF? A AR XA KIIERFIE? 8755297148735710088898562298102910035419345760166413737479281674630323

EHRZBREEN -1 X7

tau BB B ERARIIRE A X, BERNARNS, FELSREMN tau KA ELE



Hash BEUFRIFEBRLIR

Ref :

# ZK Shanghai Workshop Lesson 2


https://medium.com/coinmonks/hands-on-your-first-zk-application-70fe3a0c0d82
https://zhuanlan.zhihu.com/p/143519030
https://zhuanlan.zhihu.com/p/556765252
https://www.youtube.com/watch?v=CTJ1JkYLiyw

