Circom - Group signature

BaZ A signature

msa include "circomlib/poseidon.circom";
2
3
4 template 0 {
5 signal input sk;
6 signal output pk;
7
8 component poseidon = (1);
9 poseidon.inputs[0] <== sk;
10 pk <== poseidon.out;
11 ¥
12
13
14 | template QR
15 signal input m;
16 signal input sk;
17 signal input pk;
18
19
20 component checker = ();
21 checker.sk <== sk;
22 pk === checker.pk;
23
24
25 signal mSquared;
26 mSquared <==m *x m;
27 ¥
28
29
39 | component main { public [ pk, m ] } = ();
31
32
33
34
35
36

e, R "sk" A "pk" LECALT , 7 REi@T X T FE R AYIRILE ;
EEANBEEIEER pk FREY—TFH, "sk” & JTIER "pk” ILEC

B4 & group signature

B¥XEH (Group signatures) B—TINERAR, EAT—THAEESPNETRAERERSNERZESAEERE, ANFTEEEALSR. S&45E
FEETE, BERITEXREEEESN, AtE—ENALSTEREENER,

ERERD, —THEATNERECHBPEZ —FER, EH—THER. HOATNRIIER, EXEREERNEMRERM IR, SER
BFERFAENE, HEAATERBECREACHNNBER THITER, REREXA—THABBETERERSE.

HERARZUADSR, HUERRE. ERRIFNERSER. AXEYSP, FERRAANSNASHRRE, ANFTERIIZINERIE. BER
RABERHBXET K,

R, BEIRAOFE-LER2MEOE, NERATERMEER. ERETEIWEERS. Ht, ARAR—EERDTERAXLE, FRET
WBWHN S RRIBERERNREEN TR M.

generate a bunch of different Keys

BERRRTRMIMEE  —SUHZ: ZZXWE, 8N R) HFEBECNFTRNRHENIRS, XEEMIELROMILE Merkle
TEAE:
B BIFATENTE sk BENUTAAKA pkin] RHERH, pkin] HHERHBEFE— group


https://github.com/iden3/circomlib/blob/master/circuits/poseidon.circom

signal input sk: %A 1 NFAHH sk

signal input pkInl: %A 1 ALEEA pkinl, n BEH, XEALNBNNE

signal input m: B RHGEE

component computePk = SecretToPublic(): FEIERENXT, AFITERB sk IIRNALEHE pk

computePk.sk <== sk:JZABIFATE sk EBLAITTEITEAM computePk

computePk.pk <== sk: FASANTNMAINEE ((TEER)

signal zeroChecker[n+1]: FEEEHAH, SEATREITELNAHARESRET AHEERE pkin]

zeroChecker[0] <== 1:%§ zeroChecker[0] KIEIZEN 1 , BUF— flag i5&

pk[il - computePk.pk : fNRFAH sk MRIAIAER computePk.pk FERXPMEER, MIZIHELERF 0, MT—(IRY zeroChecker MAMWICEHF 0;

EMGASERERTE , BRERES

zeroChecker[n] === 0: {BEWIZBIIITGL :
WMERA 1, BB EAEE Group FIEBEEA— PK BE5iZF0A sk RYNEAMCED , ILASTERFS Assert IRES ;
WMRIZARENLN 0, i5EBA Group FEEH— PK' 5 sk WAEILE , BISZInEAIER T TF ;

LR3I -
include "circomlib/poseidon.circom";

template 0 A
signal input sk;
signal output pk;

component poseidon = () g
poseidon.inputs[0] <== sk;
pk <== poseidon.out;

template (n) {
signal input sk;
signal input pkl[nl;

signal input m;

component computePk = 0);
computePk.sk <== sk;

signal zeroChecker[n+1];
zeroChecker[0] <== 1;
for (var i = 0; i < n; i++) {
zeroChecker[i+1] <== zeroChecker[i] * (pk[i] - computePk.pk);

b

zeroChecker[n] === 0;

component main { public [ pk, m ] } = (5);

Larger groups (with Merkle Trees)
LENEEZSREEANMENABERNEAN, MTFIERAMNBARRREM’,
£/ Merkle Tree (BATe/RHH), MR FE@BEFBMAN log(n) TNTRENFNERAMKRERE:

include "circomlib/poseidon.circom";

template 0 A
signal input in[2];
signal input s;



signal output out[2];

s x (1 -5s) === 0;
out[@] <== (in[1] - in[0@])*s + in[0@];
out[1] <== (in[@] - in[1])*s + in[1];

template MerkleTreeInclusionProof(nLevels) {
signal input leaf;
signal input pathIndices[nLevels];
signal input siblings[nLevels];
signal input root;

component mux[nLevels];
component poseidons[nLevels];

signal hashes[nLevels+1];
hashes[0] <== leaf;

for (var i = 0; i < nLevels; i++) {
mux[i] = DuaWux();
mux[i].in[@] <== hashes[i];
mux[i].in[1] <== siblings[il;
mux[i].s <== pathIndices[i];

poseidons[i] = Poseidon(2);
poseidons[i].inputs[@] <== mux[i]l.out[0@];
poseidons[i].inputs[1] <== mux[i].out[1];
hashes[i+1] <== poseidons[i].out;

root === hashes[nLevels];

component main { public [ leaf, root 1 } = MerkleTreeInclusionProof(15);

/* INPUT = {

"root": "12890874683796057475982638126021753466203617277177808903147539631297044918772",

"leaf": "1355224352695827483975080807178260403365748530407",

"siblings": [
nqn,
217234377348884654691879377518794323857294947151490278790710809376325639809",
18624361856574916496058203820366795950790078780687078257641649903530959943449",
119831903348221211061287449275113949495274937755341117892716020320428427983768",
"'5101361658164783800162950277964947086522384365207151283079909745362546177817",
"11552819453851113656956689238827707323483753486799384854128595967739676085386",
'10483540708739576660440356112223782712680507694971046950485797346645134034053",
'17389929564247907165221817742923803467566552273918071630442219344496852141897",
"'6373467404037422198696850591961270197948259393735756505350173302460761391561",
"14340012938942512497418634250250812329499499250184704496617019030530171289909",
"'10566235887680695760439252521824446945750533956882759130656396012316506290852",
'14058207238811178801861080665931986752520779251556785412233046706263822020051",
'1841804857146338876502603211473795482567574429038948082406470282797710112230",
"6068974671277751946941356330314625335924522973707504316217201913831393258319",
'10344803844228993379415834281058662700959138333457605334309913075063427817480"

]I

"pathIndices": [
oy
nqw,
nqw,
nqn,
nqn,
nqn,
nqn,
nq,
nqn,
nqn,



RIBSEIMATIREE RN T

Root hagh: 128908 —= hacheclnlevels]

—= haghes[2]

beaf hach?( % hachesl 0]
TEERR—EBE—EBERI

DualMux

DualMux B— MEZE AR, FATFIMEEEERSEE (path index selector) , AFEZEM M MANESHH—T

Her, BAKRDO inlo] M inl1] ZFEERATRANES, BFES s BTEANERSERN—THAGES, BEES outle]l F outll] HHEH
WIEPRIES.

AREHIRRT

R s == 0 , M return [in[0], in[1]]
R s == 1, MWreturn [in[1], in[0]]

template 0 {
signal input in[2];
signal input s;
signal output out[2];

s x (1 - s) === 0;
out[@] <== (in[1] - in[@])*s + in[0];
out[1] <== (in[0] - in[1])*s + in[1];
¥
kb4l pathIndices = [1,1,1,1,1,1,1,1,1,1,1 ...] FBFEBERIERE returns [in[1], inl0]]

MerkleTreelnclusionProof
ZIOTEEEN

POPNEIN{ES: leaf. pathIndices[] . siblings[] ] root,
leaf RINFRIENMNFTR;
pathIndices[nLevels] B—HT=-KIZES|
MEARIIAEER, pathIndices[] = [1,1,1, .., 1] &H [0, 1] M, [0, 1] RNEZEFERETTRERATIR,. AL,
pathIndices[0] == 0 RNMIBTREIFE—BIIEELEFHR, pathindices[1l] == 0 RIMNE—RBEHFEZ_BHEETEFTIR ...
ERBIEAR, BFFA pathindices FHTEHME 1, XEHREMBTREN FHRMNBEE ERAZETANFTSR. X2 Merkle i
FR—FE BERYIER, B9 Merkle RIAB T RNEN, ELEREZFTEERRER .



co

siblings[nLevels] TREEE LB T R
root RINZMHIRT =,
nLevels EMHNEE
mponent mux[nLevels] :
EX mux WEEARBA, ARSI TEREPBEEMERN 11D dbuamux A, Hlength 2 nLevels, RHHEE.,
DualMux AMMIIERARRE B2%=5E EREFEIERF TR, UMETET—RNEHE

RIORAR |

si

9

gnal hashes[nLevels+1]; H[EJIGATEN4E, ASRMEFHBITERMNT S Hash , REZTERINET R8T, iTHEIZ T =k Hash 5% F Root 1=
Hash ;

BN for f&EF, AMEZEMTELE(M Leaf [@ Root ) iBHAMIIE—E

mux[i] B9 O & hashes[il, %N 14 siblings[i], s pathIndices[i] -> EERAMT S

poseidons[i] = Poseidon(2) FR¥IAH—TES 2 1 input Y Hash REY, 2895 mux[i] A9EE 0 FEH 1 DFUER poseidons[il Y
BN O RN 1, RS poseidons[i] AIMIHEIEA hashes[i+1]

hashes[i] A 2 M F PR TRMIEHE, #HA nextloop ...

BABRHMTEIIRINET S, MRIZTRITELBN Hash 28% T Root TTaf Hash : MIRBEMNEELLE, MERSE, RPZTALE
Merkle #i#9—8B%, BBE& Assert Error !

BET, B for BHMNIERARHMEIRZRRITE Merkle WIIIEE, DGR Merkle MNEEREMHSARII—TMAENHFTRESET
iZ Merkle

template (nLevels) {

(M EE

signal input leaf;

signal input pathIndices[nLevels];
signal input siblingsl[nLevels];
signal input root;

component mux[nLevels];
component poseidons[nLevels];

signal hashes[nLevels+1];
hashes[0] <== leaf;

for (var i = 0; i < nLevels; i++) {
mux[i] ();
mux[i].in[@] <== hashes[il;
mux[i].in[1] <== siblings[il;
mux[i].s <== pathIndices[i];

poseidons[i] = (2);
poseidons[il.inputs[@] <== mux[il.out[0@];
poseidons[i].inputs[1] <== mux[i].out[1];
hashes[i+1] <== poseidons[i].out;

root === hashes[nLevels];

53\

poseidon.circom / poseidon hash:


https://github.com/0xPARC/zkrepl/blob/eddb8a84ada7eb6242933f08d3ce36596fb1a16f/src/data/example.circom
https://github.com/0xPARC/circom-starter/tree/master/circuits
https://github.com/0xPARC/circom-starter/blob/master/circuits/division.circom
https://github.com/0xPARC/circom-starter/blob/master/circuits/hash.circom
https://github.com/0xPARC/circom-starter/blob/master/circuits/simple-polynomial.circom

