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IsZero EBEE
Circom A ATBEEIEIFEM in==0 BUFIET ?

Circom {EEARBERMEFEIIRER SN —FZHXITE,

TR H BT R R M R R, B T EEEFR .

B, ERNRBESIGH if/else DX BAZBENFN AL Circom REIEXF iffelse
FRIATBEERAIMT in==0 , MEFEHRA inv BB RIMENNZIAXRA,

Fortunately, Circom B—NFRAME, B4E—1 Iszero iRE 0 5 1 BURTHWAZEATMRE, WTAR:

rust

1 template 0 A{

5 signal input in;

3 signal output out;

4 signal inv;

5

6 inv <—— in!=0 ? 1/in : 0;
7 out <—— -inkinv +1;

8 out === —inxinv +1;

9 inkxout === 0;

10 ¥

BER inv <— in!=0 ? 1/in : 0 RTREAXNIREA == AR, MUNETEWIT ANBELEN, AT INMERHAE , AINER= Tz BRFFIET, XEM
EBNERTEREESIRMTAXA

if in 20, BBAout=—-inx0+1=1

if in 21, B4 out = —in x = =

in

T AIAEBEXATRER AL in + out JAE == 0

M out === —inxinv +1 F] inkout === 0 — X 2 {TRBIELEEHM , Draw the arithmetic circuit representation of IsZero :

w; is wire (FBZ%), gate(i) EHEEIT]
in BHMANE -1, 1 2EBAEE
BRI out === —inkinv +1; F] inxout === 0 X 2 PMYRIBODELIGEERIBRERT

X RS RT A — SRR -

inv <-— in!=0 ? 1/in : 0;
out <== —inkinv +1;


https://github.com/iden3/circomlib
https://github.com/iden3/circomlib/blob/master/circuits/comparators.circom

inxout === 0;

&8, The circom IsZero program can be “ flattened " into 4 constraints, each of the form left

RRE Left * Right = Output ASFZZ):

wy * (—1) = ws
Wo * W3 = Wy
wy+1=ws
w1 + W5 = We

right = output (flattened fiIFfg, E—FHHFEE

The prover is claiming to know some legal assignment Z = (z1, z2, z3, z4, 5, z6), SO that when each value a; is assigned to corresponding wire w;,

and wg = 0, the circuit is satisfied.

For each gate g; , we create three wire vectors l:-, 73, 0; , containing the coefficients of each variable w; at the gate. The wire vectors also include a

constant term wo ( FEIR wo ):

LA Gate(0) 794, L8540 L circuit :
BRMARNENEE —1, FIUBIE wo iIE ;

TERN :

TEBN S

w =
(

go:wy - (=1) = 2 | To= -1
gate(0) W] 5‘0 _ 0.

FEFE Cate(1)

g1 P Wy - W3 = Wy

S TS
|
N N N
o o

BEN] Gate(2) , IVAI TR —REEHNECET R, N—BASE L RERE, MBBESME, RNERIERONL : (wy+1) x 1
wo w1

=1 0

Ty = 1 0
— (W4+1)'lﬂ%o 0

go: wys+1=wsx

FEELEF Gate(3) :
Wo
= ( 0
g3 i W1 W5 = We T = ( 0
g= ( 0

Now, we collect each of the left I; wire vectors into a matrix

L

s fl, l;, fg , and likewise for the right

~
=)

1, T, T3 , and output

<
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0
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0
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0

0
0

1
0

W4

Wy
0

0
0

Wy

0

0
1

0

Ws

Ws
0

0
0
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0
0
0

We

0

Weg
0

0
0
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0
0
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01 0 0 0 0 0\ -1 0 0 0 0 0 0\
c=l0 0o 1 0 0o 0o ol p_f0O 0 0 1 0 0 0|7
1 0 0 0 1 0 0" 1 0 0 0 0 0 0]’
O 1 0 0 0 0 ()/l_;3 0o 0 0 0 0 1 o0/m

Wo W1 W2 W3 W4 W5 W

0 0 1 0 0 0 0\2d
o-l0 0 0 0o 1 0 o\q1
0O 0 0 0 0 1 0]0d
0O 0 0 0 0 0 1/a;

The £, R, © matrices, along with our witness vector Z = (z1, z2, 3, 24, 5, z6) , gives the R1CS form of the IsZero circuit. A satisfying z fulfils the
equation
XEBH) z —MROUM witness
Quadratic Arithmetic Programs
QAP equals to R1CS
The flow of QAP is program — circuit -~ R1CS — QAP

ETEREF, BISREFE—TIEEE R
KR—NERAFEMIMR © xk+3 + x + 5 == 35 (hints: Answeris 3 )

D"thl"” def (x):
5 y = X*¥%x3
3 return x + y + 5
BIEXEERANERRRIBSIHELANER (+. - _. /) EEEEH (27, BARE o¥) ITEWMME, XRBBAZFIR o] AEEFHTERNT

8 RETESBENRERARNERRIFE)

BER, FXFE (%) ILERBER (<. > =, 2), BAERREAFEERRAEEZHRITE mod ILLBRIBRSIE (thanks to it; WIRBINEME
1%, WEMEERZRRENEEL  — 98K M “HERREE TEIR)

1. Flatten

The first step is a “flattening” procedure, where we convert the original code, which may contain arbitrarily complex statements and expressions, into a
sequence of statements that are of two forms:

x =y (where y can be a variable or a number) and

x =y (op) z (where op canbe +, -, *, / and y and z can be variables, numbers or themselves sub-expressions).

You can think of each of these statements as being kind of like logic gates in a circuit. The result of the flattening process for the above code is as
follows :

sym_1 = x * X
y = sym_1 % X
sym_2 =y + X
~out = sym_2 + 5

2. Gates to R1CS

Now, we convert this into something called a rank-1 constraint system (R1CS). An R1CS is a sequence of groups of three vectors (a, b, c) , and the
solution to an R1CS is a vector s, where s must satisfy the equation s-a * s-b—s-c=0( - 2RFk)

fFlgn, MTFR—TLABRN R1CS

= (5,0,0,0,0,1),
(1,0,0,0,0,0),
(0,0,1,0,0,0),
(1,3,35,9,27,30),

nw 0o T 9
1



1 1 1
3 3 3
35 35 35

9 9 9

27 27 27
30 30 30
35 * 1 - 35 = Opz: -1 35-154301, =1 352357 1)

ERBIFRE-TAR, ETRENEBESMEE] B R ENE—TEREY) BUA—TAR B—1 (a, b, ) Z@E4A) , BUNSE
ERATFEHRMTAEE (+,-,%,/) NFEANSHRTEXLRHF.

ollollall _JielNe

OO0 |C

HIOOo oo Wb

EHENZMFP, BT EREORETES ('x', '~out', 'syn_1', 'y', 'syn 2')%5, EFBEF—THOEUELSIN—TTTREE ~one R
TEF 1, MENZXTRAEAMES, —TASMNEN 6 ToEZ (AIUZHEMIAF, REISREEEIR):

'~one', 'x', '~out', 'sym_1', 'y', 'sym_2'
Gate 1 :
sym_1 = x * x, Bl xkx — sym_1 = 0@

AT SR T 24a:

1]
—
S
~

1, 0, 0, 0, 0
b=1[0, 1, 0, 9, 0, 0]
c=1[0, 0 0 1,0, 0

’ ’ ’

MREEE s WE-TER 3, BNMER 9, RILEMITER S, #MIL, ERN: a=31,b=31,¢=91, fllab=c. @i, WNE sKHE_
MIER 7, BEUMMRER 49, WRBINE, BIREENNEN TIIES—MIREAR B -,

QAP
Arithmetic circuits can be expressed in a simplified form known as Rank-1 Constraint System (R1CS).
However, R1CS is not the most efficient way to verify the correctness of computations expressed as arithmetic circuits.

Therefore, we can transform R1CS into a Quadratic Arithmetic Program (QAP),
R1CS — QAP

which is a more efficient way to verify the correctness of computations expressed as arithmetic circuits. This transformation from R1CS to QAP allows
for more efficient and streamlined methods of checking the correctness of computations expressed as arithmetic circuits.

1. R1CS to QAP

REFERE
BTW , fRAJBAGE@ BRI QAP 2

M3 1E 4 x 6 MEEREET) 6 HREN 3 ST,

From-A, B, CBYRICS:

.—..—.g.—

(6]
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[0, 0, 0, 0, 1, 0]
[0, 0, 0, 0, 0, 1]
e, o, 1, 0, 0, 0]

To - polynomials coefficient :

TEHESHIAZNERESIXLEZHAREN

A polynomials

[-5.0, 9.166, -5.0, 0.833] —-> means -5 + 9.166x — 5x"2 + 0.833x"3
[8.0, -11.333, 5.0, -0.666]
[0.0, 0.0, 0.0, 0.0]
[-6.0, 9.5, -4.0, 0.5]
[4.0, -7.0, 3.5, -0.5]
[-1.0, 1.833, -1.0, 0.166]
B polynomials

[3.0, -5.166, 2.5, -0.333]
[-2.0, 5.166, -2.5, 0.333]
[0.0, 0.0, 0.0, 0.0]

[0.0, 0.0, 0.0, 0.0]

[0.0, 0.0, 0.0, 0.0]

[0.0, 0.0, 0.0, 0.0]

C polynomials

[0.0, 0.0, 0.0, 0.0]

[0.0, 0.0, 0.0, 0.0]
[-1.0, 1.833, -1.0, 0.166]
[4.0, -4.333, 1.5, -0.166]
[-6.0, 9.5, -4.0, 0.5]
[4.0, -7.0, 3.5, -0.5]

RBEAFHREN, Bl EARE—NSIHRE : —5+9.166 x z — 5 x 22 +0.833 x z° , IPSZMA BRI S (1, 0) (2, 0) (3, 0) (4, 5) B9

BEIR
A
1[0, 1, 0, 0, 0, 0]
2[e, 0, 0, 1, 0, 0]
3[0, 1, 0, 0, 1, 0]
4'[5' 0' @' @' 0' 1] ( BTIAFE XML (https://zh.planetcalc.com/8692/) X N\ iX
Lo TREITE
BEETE

For all the first positions of vector A we get (1,0),(2,0),(3,0),(4,5)

By using lagrange interpolation on the above system.
_ x—2Mx—3)x—4) (x—1)(x—3)(x—4) (x—1)(x—2)(x—4) (x—1)(x—2)(x—3)
plx Al) = tonaena—s * 0+ ane-neE-n X 0+ 3-1)(3-2)(3-4) ! (4=1)(4=2)(4=3) 5

3 2
_ x'=6x +11x=6
plx ,)=0+0+ 04 L0 x5

p(x ,) = 0.833x" — 5x" + 9.166x — 5

BT x=1 & (A 5 1 17) IMEAAEXLEZ IR,
results at x=1

<— ZIRE: -5 + 9.166x - 5x°2 + 0.833x"3, KN 1 4B 0 - (1,0) #&HE
<— ZIMAE: 8 + -11.333x + 5x™2 -0.666x"3, KA 148 1 - (1,1) #&HE

results at x=1

A
0
1
0
0
0
0
B
0
1
0
0
0
0
C results at x=1
0

0


https://planetcalc.com/8680/

[SEN SN )

EIFIR—FHABEIEN L. R, O (Bl a. b, c) (KIE, MEBMIIAEMWIER):

1[0, 1, 0, 0, 0, 0]
2 [0, 0, 0, 1, 0, 0]
3[e0, 1, 0, 0, 1, 0]
4[5, o, 0, 0, 0, 1]

2. Checking the QAP

Now what'’s the point of this crazy transformation? The answer is that instead of checking the constraints in the R1CS individually, we can now
check all of the constraints at the same time by doing the dot product check on the polynomials. (BT 7E R ABE X S I T RN EREBRNOE
FRBELAR, MARRMEE R1CS FHILAR)

~one

X sym_1 sym_2 ~out
(wo) ym_1 'y ym_.
1 3 9 27 30 35

W@, (1, 3, 9, 27, 30, 35 1 & [~one, x, sym_1, y, sym_2, ~out] —ZRFIPETEMNEVE, BERKMFA witness ( The witness is simply the
assignment to all the variables, including input, output and internal variables )

A B C

| L
3
35 35

9

35

9 9
27 27 27

30 30 30
35 x 1 - 35 =20

If the resulting polynomial, evaluated at every x coordinate that we used above to represent a logic gate, is equal to zero, then that means that all of the
checks pass; ( IREHN LEARRTEE NS x UiMTENERZAETE, WEKREMBRENED; )

I—‘OOOO‘LH

OOOI—'O‘O

OO0 |C

resulting polynomial , RIiZ23EM Lagrange interpolation £ERIZINL ;

if the resulting polynomial evaluated at at least one of the x coordinate representing a logic gate gives a nonzero value, then that means that the values
going into and out of that logic gate are inconsistent ( SR R RIZIEI 1M x LHRAVITHES, —BH 1 £4F(HAY resulting polynomial £5H3E 0 18, I
XEWEHEIZSE THER—)

(ie.the gateis y = x x sym_1 but the provided values mightbe x = 2,sym_1 =2 and y = 5).
Note that the resulting polynomial does not itself have to be zero(4E BRI ZIRTA & R4 KE), and in fact in most cases won't be;

it could have any behavior at the points that don’t correspond to any logic gates, as long as the result is zero at all the points that do correspond to
some gate. (ERJIAEARXN N FERRZEITNRABEAITH, REEREMBNNTFEN TR RHZEIM)

FIEEME, EEMAEE )T XM Point, ZINNE KRBT ARILME ; EEEEE NHENINTR, ZTXAFTESFT = 0; XEEREKIE, ARSI
AMZ AL R EERL RN

To check correctness, we don’t actually evaluate the polynomial t = A . s x B . s - C . s atevery point corresponding to a gate; instead, we
divide t by another polynomial, Z, and check that Z evenly divides t -thatis, the division t / Z leaves no remainder.

(MEE FBEMEEDIRICS: t =A . s*B.s-C.s  mEMAtSHRR Z, ZEERERN)
Zisdefinedas (x - 1) * (x — 2) * (x -— 3) ... -the simplest polynomial that is equal to zero at all points that correspond to logic gates.

It is an elementary fact of algebra that any polynomial that is equal to zero at all of these points has to be a multiple of this minimal polynomial, and if a
polynomial is a multiple of Z then its evaluation at any of those points will be zero; this equivalence makes our job much easier. (fXEII— M EARFEL
=, HAZE (P1, P2 P3) RZMAMIAR LT XERNRNZIAEL, bl 2® —1=041 (1,0), W2® -1 —FR = — 1 WER WR—I2ZmM
X Z fEE, BACETAZ WXLESNTHEEEAT, XMENUERNNIESS8Z. )



3. dot product check

WAE, BB LENZHAEMIRRNE, &%, fPESHX:

A = [43.0, -73.333, 38.5, -5.166]

B.s=[-3.0, 10.333, -5.0, 0.666]

C.s = [-41.0, 71.666, -24.5, 2.833]
R EARMNIE 7?2?

recap T A polynomials ] witness :

A polynomials

[-5.0, 9.166, -5.0, 0.833]
[8.0, -11.333, 5.0, -0.666]
[0.0, 0.0, 0.0, 0.0]

[-6.0, 9.5, —-4.0, 0.5]
[4.0, -7.0, 3.5, -0.5]
[-1.0, 1.833, -1.0, 0.166]

witness:
[1, 3, 9, 27, 30, 351

- IO}
) 9+E 5 6
s —11-1 5 _2Z
3 T T
0 0 0 0 |'(1 3 35 9 27 30)
6 95 -4 05
4 —7 35 —05
11 1
-1 %5 1 5
-5 8 0 -6 4 -—1|/1
3 43
9+L —11-L o9 95 -7 1
_ 6 |[35] | —73.33333...
-5 5 0 -4 35 1|9 38.5
5 _2 _ 1127 —5.16666. ..
- S 005 05 o[\

A f=ignit, B/C [E3E ;

t = [-88.0, 592.666, -1063.777, 805.833, -294.777, 51.5, -3.444]

RXEEAB RN ?

A-s=[43.0, -73.333, 38.5, -5.166] B-s = [-3.0, 10.333, -5.0, 0.666] C-s = [-41.0, 71.666, -24.5, 2.833]

. B-s Cs
(A—S(s + l)ac3 + 38.52% — (73 + l):c + 43)(3:c3 — 527 + (10 + l)zc —-3)—((2+ E)ac3 —24.5z% + (71 + z)m —41)
6 _— T g/ 3T —= 3 == 6 - 3
= —3.44444 ... 2% + 51.52° — 294.77777 ... z* + 805.83333 ... 2% — 1063.77777 ... 2> + 592.66666 ...z — 88

L U
t = [-88.0, 592.666, -1063.777, 805.833, -294.777, 51.5, -3.444]
Now, the minimal polynomial Z = (x — 1) * (x = 2) % (x — 3) * (x — 4):

(z—1)(z-2)-(z—3)-(z —4)
=z* — 10z® + 352 — 50z + 24

BEXRB(B—T0F): z = (24, -50, 35, -10, 1]


https://www.symbolab.com/solver/vector-dot-product-calculator/%5Cbegin%7Bpmatrix%7D-5%269%2B%5Cfrac%7B1%7D%7B6%7D%26-5%26%5Cfrac%7B5%7D%7B6%7D%5C%5C%20%20%20%20%20%20%20%208%26-11-%5Cfrac%7B1%7D%7B3%7D%265%26-%5Cfrac%7B2%7D%7B3%7D%5C%5C%20%20%20%20%20%20%20%200%260%260%260%5C%5C%20%20%20%20%20%20%20%20-6%269.5%26-4%26.5%5C%5C%20%20%20%20%20%20%20%204%26-7%263.5%26-.5%5C%5C%20%20%20%20%20%20%20%20-1%26%5Cfrac%7B11%7D%7B6%7D%26-1%26%5Cfrac%7B1%7D%7B6%7D%5Cend%7Bpmatrix%7D%5E%7BT%7D%5Ccdot%5Cbegin%7Bpmatrix%7D1%263%2635%269%2627%2630%5Cend%7Bpmatrix%7D%5E%7BT%7D
https://james-christopher-ray.medium.com/here-are-the-calculations-for-the-product-of-a-b-and-c-with-s-ae6a3f94647a

B:h=1t/2Z=[-3.666, 17.055, —-3.444] , XIFAXZELFKMIE 2?2?

t: [-88.0, 592.666, -1063.777, 805.833, -294.777, 51.5, -3.444]
Z: [24, -50, 35, -10, 1]

¥ ESUEVOES 8
ZR(@-1)(z-2) (2 —3) (v - 4) SWENRK;
h RSTRBHERERSTR (DTN B 7 BEGZLNSHE ¢ EITHER 0 195

hxZ =t
= (—3.4442% 4+ 17.0552 — 3.666) * (z — 1) - (x —2) - (z — 3) - (x — 4)
= —3.4442°% + 51.52° — 294.72* + 8052° — 1063.72> + 592.6 ...z — 87.984

4. Summary
And so we have the solution for the QAP.

If we try to falsify({§i&) any of the variables in the R1CS solution that we are deriving this QAP solution from — say, set the last one to 31 instead of
30, then we geta t polynomial that fails one of the checks ( x=3 ZMILERBET -1 MAZ 0 ),

mE , t A22 ZWEH; Bk, t / z AR, 1855 [-5.0, 8.833, -4.5, 0.666] FIREK.

Note that the above is a simplification;
the addition, multiplication, subtraction and division will happen not with regular numbers, but rather with finite field elements

so all the algebraic laws we know and love still hold true, but where all answers are elements of some finite-sized set, usually integers within the range
from 0 to n-1 for some n.

For example, ifn=13,then1/2=7 (and 7 2= 1), 35 = 2, and so forth.

Using finite field arithmetic removes the need to worry about rounding errors and allows the system to work nicely with elliptic curves, which end
up being necessary for the rest of the zk-SNARK machinery that makes the zk-SNARK protocol actually secure.

AIR

=
step a b
i=1 1 1
=2 2 3
=3 5 8
i=4 13 21

iR

fl(Xth,Xl"”t,Xf”t) — Anezt _ (B+ A)
f2(X1,X27X1n51t7X2n51t) — Bnert _ (B + Anezt)

2450 W EE, =2 TR

Fi(X1, Xo, X1, X)) =5~ (3+2) =0
f2(X1’X2’X1nezt’X2nezt) =8 (3 + 5) -0

Hrh 4, B3 o,b FImRHTHARE A HERINS MR,

IM7E, EIFi% Fibonacci EFEHREREN 3 M AIR:

step a b ¢

i=1 1 1 2
=2 3 5 8
i=3 13 21 34

i=4 55 89 144

BiREF:

fl(Xl,Xz,X3,X1"”t,X2"”t,X3"”t) — Anezt _ (B+ C)
fZ(XhXZ’X3’X1nezt,X2nezt’X3nezt) — Bnezt _ (C+ Anezt)
f3(X17X27 X3’X1nezt,X2nezt’X3nezt) — Cmezt _ (Anezt + Bnezt)

=217l



A™t _(B+C)=13—(5+8)=0
B — (C+ A™*) =21 - (8+13) =0
Cnezt _ (Anezt + Bnezt) — 34 _ (13 + 21) =0
Preprocessed AIR (PAIR)
Randomised AIR with Preprocessing (RAP)
RAP 2/ T ERZUHHATITESNN, BRMRISTMIRMEMA LN,
RAP Z AIR )—Ff¥ R, EIBIN T REN ARSI,

BEMLIL (Randomisation) ZJ TIEMNEMMR SN, EEMIERN, RIIA—LEHENL, XESREEEENELRNMERR, WL ERERR
BER, X FRIFIERNZFMRERIFETEE.

FabIE (Preprocessing) X TIRSIEPHNE, EFAESRH, RMFIHE—ERINESERNEIE, SHEEMIERNM T MERER XL
iR, MARERXTE., ROUNAKRSIERNERINDEE.

Randomized AIR with Preprocessing:

step a b c
1=1 al b1 1
i=2 Qs b2 Z;_g
. (a147)(a2+7)
i=3 ag by (az+7)(as+7)

P (a1+7)(a2+7)(as+7)
i=4/010 (a2+7)(as+7)(a1+7)

Bin: SESGHEFUENE

5o Mo BETMREREREMNA T ZEEESNTE, MY c RAFRMERNFTIIRIERN,

BENEL v B FREALALIREOIERR , MR R 2N

EAT—TENRE (TERXMIFHIRFFARNE) KB o 7 b BRI ¢ ITREZMHNARZIN, EEXT o M b ZEBPXER.

EE—T i, BIHET [Lij (a5 +7)/ (b +7) HBERFRE o R 2 .

&BE, WE 2" (B+y)-Z-(A+4) =0, MR bZEFN. MRXTMARTHRE, BAMRMIE o M b FEEF. WRHER, BARHSE
T—"MERR o 7 b IBHFMFAIRIUER,

R TERE—TNEN RAP I12, EEATHEML (1) MFAE (BIHET o RER—TRMIRER, X MERTMEEIARIE, BR2ERS
BEAXT « Mo WAMKER, RIBETE(NZEHE.

HRZWRN N
[H@+n=T[C+n= [ @+n/G:+n=1
ichn) ichn) ichn)
M 25
zi = 1g[<,- (a;+7)/ (bj+1)
RELIR:

Zmt  (B+y)—Z-(A+7)=0
BRaN%E & = 2 17:

(@t (247 _
@) (as ) @Y
=(@+7)~(a+v) /A%
-0

X7 i = 1 LARAPHZEESHEZHRENAR:
ERMIITERMS, HPFSRE S =1, Hith SEF0, RRE R, =0, Hftt RIHFTF1,
LURSTHREN:

TI¢Si(ai+7)/(bi+7)+ Ri) =1

i€ln|

Y i=1 ZAREBAAINENSESERFHNENORERE;
Hi> 10, RARMDERS, FLEZARRE =1 HER.

ERTREF, o M b RRNZLEEFUNRIEENTE, r 2— TN,

Hi=10R AT S =1MR =0, ZTRHEMRERT 7 =1, XE-TRENESHESERENLAR.
Hi> 18R, AT S, =0M R, =1, XTREMEMT 1=1, R2—NMEFR, FMUTSHMER.



XA, HOMEET —TRE =1 EARNAR, ITAREBEMERESABTHIEAT, BE o b, BERF. FR—FMETIRIERATE BN
115, EATENERIERMNERN, MII—LSERMNMR.
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