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== Purpose ==
This is a bunch of tools chained together to provide a JSON object that represents various pieces of a malicious PDF file. 

== Research == 
http://blog.9bplus.com

== Usage ==
Usage: object_builder.py [options]
Builds JSON object representing a malicious PDF

Options:
  --version             show program's version number and exit
  -h, --help            show this help message and exit
  -f FILE, --file=FILE  file to build an object from
  -d DIR, --dir=DIR     dir to build an object from
  -m, --mongo           dump to a mongodb database
  -v, --verbose         verbose outpout

== Sample Output == 
{
    "contents": {
        "objects": {
            "object": [
                {
                    "decoded": "Object contained no stream or decoding failed", 
                    "encoded": "\r\n<<\r\n/OpenAction << /JS 9 0 R /S /JavaScript >>\r\n/Type /Catalog\r\n/Pages 3 0 R\r\n>>\r\n", 
                    "hex": "0D 0A 3C 3C 0D 0A 2F 4F 70 65 6E 41 63 74 69 6F 6E 20 3C 3C 20 2F 4A 53 20 39 20 30 20 52 20 2F 53 20 2F 4A 61 76 61 53 63 72 69 70 74 20 3E 3E 0D 0A 2F 54 79 70 65 20 2F 43 61 74 61 6C 6F 67 0D 0A 2F 50 61 67 65 73 20 33 20 30 20 52 0D 0A 3E 3E 0D 0A", 
                    "id": 2, 
                    "length": 84, 
                    "md5": "211408b743a46d1c2c806d3af9884393", 
                    "suspicious": 0, 
                    "version": 0
                }, 
                {
                    "decoded": "Object contained no stream or decoding failed", 
                    "encoded": "\r\n<<\r\n/Type /Pages\r\n/Kids [4 0 R]\r\n/Count 1\r\n>>\r\n", 
                    "hex": "0D 0A 3C 3C 0D 0A 2F 54 79 70 65 20 2F 50 61 67 65 73 0D 0A 2F 4B 69 64 73 20 5B 34 20 30 20 52 5D 0D 0A 2F 43 6F 75 6E 74 20 31 0D 0A 3E 3E 0D 0A", 
                    "id": 3, 
                    "length": 49, 
                    "md5": "9829c9b16eba23c82358cad900e4827c", 
                    "suspicious": 0, 
                    "version": 0
                }, 
                {
                    "decoded": "Object contained no stream or decoding failed", 
                    "encoded": "\r\n<<\r\n/Type /Page\r\n/Parent 3 0 R\r\n>>\r\n", 
                    "hex": "0D 0A 3C 3C 0D 0A 2F 54 79 70 65 20 2F 50 61 67 65 0D 0A 2F 50 61 72 65 6E 74 20 33 20 30 20 52 0D 0A 3E 3E 0D 0A", 
                    "id": 4, 
                    "length": 38, 
                    "md5": "1184e200fcbb6bf356b4fd68626aece6", 
                    "suspicious": 0, 
                    "version": 0
                }, 
                {
                    "decoded": "\r\nvar keyStr = \"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/=\";\r\nfunction decode64(input) {\r\n   var output = \"\";\r\n   var chr1, chr2, chr3;\r\n   var enc1, enc2, enc3, enc4;\r\n   var i = 0;\r\n   input = input.replace(/[^A-Za-z0-9\\+\\/\\=]/g, \"\");\r\n   do {\r\n      enc1 = keyStr.indexOf(input.charAt(i++));\r\n      enc2 = keyStr.indexOf(input.charAt(i++));\r\n      enc3 = keyStr.indexOf(input.charAt(i++));\r\n      enc4 = keyStr.indexOf(input.charAt(i++));\r\n      chr1 = (enc1 << 2) | (enc2 >> 4);\r\n      chr2 = ((enc2 & 15) << 4) | (enc3 >> 2);\r\n      chr3 = ((enc3 & 3) << 6) | enc4;\r\n      output = output + String.fromCharCode(chr1);\r\n      if (enc3 != 64) {\r\n         output = output + String.fromCharCode(chr2);\r\n      }\r\n      if (enc4 != 64) {\r\n         output = output + String.fromCharCode(chr3);\r\n      }\r\n   } while (i < input.length);\r\n   return output;\r\n}\r\nvar aasd = decode64(\"\");\r\neval(decode64(aasd));", 
                    "encoded": "\r\n<</Filter /FlateDecode\r\n/Length 2642\r\n>>\r\nstream\r\nx\ufffd\ufffdXms\ufffd\ufffd\u0011\ufffd~3\ufffd\u001f\ufffd\ufffd\ufffd\ufffd'w\tA\ufffdj5w\ufffd\ufffd\ufffd\"(3&d\ufffd\u0004@\ufffd\ufffd\ufffd\ufffd\u0002\u0013J\u0004)Z\ufffd-Y\ufffd\ufffd\ufffd._\ufffd\ufffd\ufffdv\ufffdi>8\ufffd\u0017\ufffd\ufffd\ufffd\ufffd\ufffdE\ufffd\ufffd\ufffd!\ufffd\u000e\ufffd\ufffd1\ufffdo\u0007\u001f\u0007?|\ufffd^\ufffdl\ufffd\ufffd\ufffd\ufffd\ufffd7\u001eY\ufffd\ufffd4\b\u0019\u0017Q,\ufffdt\ufffd\ufffd/_\ufffd\ufffd\ufffd\ufffde\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdx2\ufffd9\u001cY\ufffd\ufffd\ufffdu\ufffd\ufffd\ufffd\ufffd\u001f~\ufffd\ufffd\ufffd/\ufffd\ufffdr\ufffd\ufffdT\u0003\ufffd-7*\u001b\ufffd.VU}\ufffd\ufffd\u001c\ufffd\ufffd\ufffd\ufffd\u0006\ufffdA\ufffdqs\ufffd\ufffd\ufffd4\u001e\u001b\ufffd\ufffd\ufffd\ufffd|\ufffd~l~\ufffd\ufffd\ufffd\ufffd\ufffd$\ufffd\ufffd \ufffd\ufffdf\ufffds\ufffd\ufffd\u001c=\ufffdW`\ufffd\ufffd>[W\ufffd\ufffd\ufffd\ufffd~\ufffd\ufffd:Yf\u0017\u001f\ufffd\ufffd\ufffdO?\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdw\ufffd}\ufffd\ufffd\ufffd\ufffd?|\ufffd\u0011\ufffd_vZj\ufffd\u0007\u0007\u007f\u001ag`\ufffd\u0003\ufffd\ufffd\ufffdR\ufffdq\ufffd\ufffdK\ufffd\ufffd2O\ufffd\ufffd\ufffd\u0017\ufffdw\ufffd.{\ufffdN\ufffd\ufffdV\ufffd\ufffd\ufffd*\ufffd\ufffdI\ufffd\ufffd\u0012\u0014.\ufffd\\~\ufffde`^\u000e\ufffd\ufffd~\ufffd\ufffd_\u007f\u001d\ufffd^\u001dlb\ufffd\ufffdd\u007f\u001e \ufffd\ufffd9?:\ufffd\u001f6\ufffd\ufffdW\ufffd\ufffd\ufffd\ufffdC8?l\ufffd\ufffd\ufffd\ufffd\ufffd%\ufffd?O\u0005\ufffd\ufffd\ufffdn\u0000\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdl7\ufffd\u0015\ufffd|\u0005\ufffd\ufffdh\ufffd|\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdxt\ufffd\\\ufffdo\ufffd\ufffd\"\ufffd\ufffd\ufffd\u0018\u001e\ufffd_\ufffd\ufffdo\r\ufffd>8\ufffd+\ufffd\r.V\ufffd_z\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdl\u007f\ufffd\ufffdz\ufffd\ufffd+\ufffdj\ufffd\ufffd$;\u0005\ufffd\ufffdz\ufffd\u0007\ufffd\ufffd\ufffd\ufffd:\u000e\ufffdZ\ufffd\ufffd\ufffdcl(\u0011\ufffd\ufffd\ufffd\u001c\ufffdJy|\n\u0018w2A\ufffdt\ufffdo|s7l\ufffd\ufffd\ufffdFD\ufffd\u00055\ufffdf\\\ufffd+\ufffd\ufffd\u001f\ufffd\ufffd\ufffd}3G\ufffd\ufffd$\ufffd\ufffd)S\ufffd\ufffd\ufffd \ufffdT\ufffd\ufffdn\ufffd\ufffdO\ufffd:Mo\u0002F\ufffd<\u0013\ufffd\ufffd9I\ufffd\ufffd\u001f\ufffd\ufffd\ufffdJ\ufffd\ufffd\ufffd!_Q$\ufffdX\ufffd 5\ufffd,5\u0015\u001c\ufffdG\u0001\ufffd$\u0013\\\ufffd\ufffdUxkl\u0006(?\ufffd\u0005\ufffd}\ufffd\\\ufffdp\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdo{iX\ufffd\ufffd\ufffdJj\ufffd\u0010\ufffd=\ufffd\ufffdkj\ufffd:.\ufffdt\ufffd\ufffd\ufffdDJr\ufffd>\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\u000f\ufffd\ufffdu*\ufffdHT\ufffdR\ufffdq\ufffdkJ\ufffd\ufffd\ufffd@<\ufffdr\\\ufffd\ufffd\ufffdKm}\b\ufffd\ufffd\ufffd\ufffdN\u0004\ufffd>\ufffd\ufffdaH\ufffd\ufffd\ufffd\ufffd\\\ufffd\ufffd\ufffd\ufffdg\ufffd(]:\ufffd\ufffd'~'m\ufffdS\ufffd[\ufffdE\ufffdx\\\ufffd$'\u001ba[\u0011+\ufffd(\ufffd\ufffd\ufffd>\ufffd{Q\ufffd\ufffd\ufffd\ufffdQ|\ufffd\n\ufffd!\ufffdP\ufffd\ufffdk#d\ufffd(\ufffd\ufffd~Y\u0013j\u0018\ufffd\ufffd\u0007\ufffd\ufffdo\ufffd\ufffd6\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdh\ufffd\ufffdt6\ufffd$^\ufffd\ufffd\ufffd\u001eC\ufffdG\u0011\u007f\b\ufffd\u0016\u001e\ufffdc?\ufffdI\ufffd\ufffdchp\ufffd+\ufffd\u0019_c\ufffd\u0015\ufffd!dDx\f\ufffd0$\ufffd>\u0002yA\ufffd\u0004\ufffd\u001a\ufffd\ufffd\ufffd\ufffd!\ufffdt#\ufffd '\ufffd\ufffd\ufffd\ufffd}\ufffd\ufffd\ufffd\ufffdY\ufffdw\ufffdo\ufffd\ufffd\ufffd\t\u007f\ufffd\u000f~!7\ufffd\ufffd\u000ea8\ufffd\ufffd5\ufffdz\ufffd\"1\ufffd\ufffd\ufffdoq\u001aN\u0017\ufffd\ufffd\ufffd\ufffd2\u0014\ufffd<\ufffd\ufffd\ufffdX\u001b\ufffd\u000b\ufffdio\ufffd'Tw\ufffd\ufffd.\ufffd\ufffd\ufffdVNC\ufffd\ufffdG\ufffd`\ufffdn\ufffd\ufffd6\ufffdk\ufffd[,>\ufffd\ufffdF^\ufffd\ufffdE~\ufffd\u007f4\ufffd\ufffdZ\ufffd!\ufffd\ufffd3&\ufffd\ufffd>\ufffd\ufffda\u0017\ufffdX\ufffd\ufffd\ufffd<c\ufffd\ufffd\ufffd:\ufffd!\u007fz\ufffd:\ufffd\ufffd\ufffd,\ufffdbm\ufffdh,\n\u00154\ufffdL\ufffd\ufffdBn\u0017\ufffd\ufffdF->\ufffd\ufffd\u000b\ufffd\ufffd\ufffd\ufffd_yF[\u001f\ufffd\ufffd\ufffd\u000ey\ufffdo\u0018\ufffd\ufffd\ufffd\ufffd\u0015\ufffdr\ufffd\ufffd\ufffd\ufffdi\ufffda\ufffd!\bq\ufffd_\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd_\ufffd\ufffd\ufffd_$\u001a\ufffdw\ufffd\ufffd'|\u001b~\ufffd\ufffd>\ufffd\ufffd8\ufffde\ufffd\u007f\ufffd\ufffd\ufffd\u0017\ufffd\ufffd\ufffd\u0007\ufffd\u001bF\ufffd?\ufffdO\u0014=\ufffd\ufffdN\ufffd|\ufffd\ufffd\ufffd=\ufffd\ufffd\ufffd\ufffd\u0004}\ufffd]8o\ufffd\ufffd\ufffd:\ufffdL0-(e]\ufffd+\ufffdkc?HP}\u0015v\ufffd\ufffd>\ufffd\u0017\ufffd\ufffd\ufffd@\ufffd\ufffd\ufffd\ufffd\ufffd\u001f\ufffd\ufffd\u0002\ufffdE\ufffdo]y\ufffd\ufffd7A\ufffd\ufffd\ufffd\u007f,O\ufffd\ufffd\ufffdOY'~\ufffd\ufffdD\u0017\ufffd\ufffd/\ufffd\ufffd\ufffd\ufffd\ufffd\u0006\ufffd\ufffd\ufffdc?\ufffd\ufffd\ufffd!\u007f\ufffd\ufffd\ufffd\ufffd\ufffd.\ufffd\u0012\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\u001f-~\ufffd\ufffd\ufffdW\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd?\ufffd\u000b\ufffd\ufffd\ufffd\ufffdO9\ufffd}\ufffd\b\ufffdB\ufffd\u0006?V\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\u000fy\ufffd\ufffd\u0003\ufffdSb\ufffdFN\ufffd\u0002\ufffd\ufffd\t\ufffd\ufffdn\ufffd\u001f\"\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd<t[\ufffd ~8\ufffd\ufffdg\ufffdi\ufffd\ufffd\ufffd\ufffd\ufffd9~M\ufffd\ufffd\ufffd7\ufffd\ufffd9>\u001eN\ufffd\ufffd>\ufffd\ufffd\ufffd?\ufffdm\u007f\ufffd\u0000T\ufffd\\\u001f\ufffd\ufffdO\ufffd\ufffd?\ufffd\ufffd\ufffdE\ufffd?\n\ufffd\u001b\ufffd\ufffdSat\ufffd\ufffd\ufffd\ufffd?\ufffd\ufffd{\u0001\ufffd\ufffdO\ufffdB\ufffd\ufffd\ufffd\ufffd'\ufffd\ufffd\u0019\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd/\ufffd\ufffd}\ufffd\ufffd\ufffd\ufffd\ufffdC\ufffd\ufffd;\ufffdB\ufffd\ufffd\ufffd/\ufffdI\ufffd\u000f\ufffd-\ufffd\ufffdl\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\u000f\ufffd\ufffd\ufffd3~9\u000e\ufffd\ufffd\ufffd\ufffd\ufffd~\ufffd\u0014{\ufffd\u001c\ufffd\u0005\ufffd\ufffd\ufffd\u001f\ufffd'\ufffd\ufffd:|\ufffd\ufffd\ufffdV\ufffd\u001fv\ufffd\ufffd\u0001\ufffd\ufffd\rz\ufffd\ufffd\u001e\u007f\ufffd/\u001e\ufffd[~B~^\ufffd\ufffd\ufffd\\\ufffd\ufffdEM\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdm7\ufffd\ufffdK{2\ufffd\ufffd}\ufffd\ufffd\ufffd\u0002CB\ufffd5\ufffd\u000e\ufffdi\ufffd*\ufffd\ufffd\ufffd4P\ufffd\ufffd\ufffdH\u000b\ufffd\ufffd\ufffdS\ufffd\ufffd!\ufffdY\u0003\ufffd\ufffd\ufffd\ufffdW\ufffd\ufffd\ufffd\ufffd\tf\ufffd\ufffd\ufffd\ufffd\ufffd45\ufffd\ufffd\ufffd\ufffd&6\ufffdU \ufffdu:\ufffd\u0005g\u001c\ufffd\ufffd)\ufffd76\ufffd~\ufffd6\u001eB=\ufffd\u001c\ufffd\ufffd\ufffd\ufffd\ufffdI\u000b\ufffd\u0005\ufffdj\u0012\ufffd3\ufffdS\u001b7\ufffd\ufffd\ufffdvYP)\ufffd\u0014r\u0013:h\ufffd:\ufffd^\ufffd\ufffd\ufffdo\ufffdc\ufffd\ufffdK\ufffd\ufffd\ufffd6\ufffdOq\ufffdx&5\ufffdJ7\ufffd5N\ufffd\u001e?\ufffdf\ufffdO\ufffd\ufffdg\ufffd}\f\ufffd8 \ufffd\ufffd\u0003cz\ufffd\ufffd}!p\ufffd\u0018\ufffd\ufffd}kO\t2\ufffd\ufffd^\ufffd\ufffd\r\ufffd\ufffdB\ufffd:\u0006\u001c\ufffd\ufffd\ufffd]`\u00107u(K\ufffd\ufffd\ufffd\ufffdx'1\ufffd*c\ufffd|\ufffdo\ufffd\u001cjn\ufffdmP\ufffd\ufffdw\ufffd\ufffd\ufffd?\ufffd;\ufffd\ufffd\ufffd\ufffd#\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdt\ufffd\ufffd\ufffd_L\ufffd\ufffd\u0001c\ufffd\ufffd\u0007n\ufffd\ufffd6\ufffdKL\ufffde\ufffdu!\ufffd\ufffd\u0012\u0014\ufffd7e31\ufffd\ufffd#\ufffd\ufffd\ufffd\ufffd\u007f&=\ufffdJ\u0004\ufffd\ufffd_\ufffd\ufffd\ufffdo\ufffd!\ufffd}\ufffd\ufffd\ufffd\ufffd\u0004\ufffd\ufffd\r\ufffd\"\ufffd\ufffd\ufffda>T\ufffd\u0012\ufffd?xe\ufffd\ufffd\ufffd\ufffd,\"U\ufffd\u007f4\ufffd{\ufffd\ufffd\ufffd\ufffd\ufffd\u0017\ufffdE\u001a\ufffdX\ufffd\ufffd\ufffd\u0012\ufffdo'i\ufffd-\ufffd\ufffd:p&#\ufffd\ufffdy\u001f+Y8\ufffdi\ufffd-T\ufffd\ufffd\ufffd\ufffd\u001cs\u000f\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdA1Ix\ufffd?\u0000\ufffd\ufffd\ufffd>}\ufffd\ufffd\"p\ufffd;Q\ufffd6~\ufffd\ufffd+\ufffd\ufffd\ufffdE5M\ufffdCw\ufffdyLR\ufffd\ufffd\ufffd\ufffdt\ufffd\ufffdF#\ufffd\ufffd\ufffd\u001dz\u001d\ufffdw*\ufffdC\ufffd\ufffd\ufffd7\ufffdT\u0010\ufffdT\ufffd8\u0012B\ufffd\u0004\ufffdu\u001d\ufffd\ufffd\u000f\ufffd\ufffd\ufffd\ufffdn}\ufffd\ufffd\ufffdO\ufffd\ufffd#\ufffd\ufffd\ufffd\ufffdG\ufffd%\ufffd\ufffd?\ufffd\u0018\ufffd\ufffdc\ufffd\ufffd\u001b\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\u000f\n\ufffd\ufffd \ufffdI\ufffd'\ufffdf6\ufffdKN\ufffd\ufffd;;\u0004\ufffdwK\ufffd\ufffd\ufffd\ufffd\u000e\ufffd\ufffdE|\ufffd\ufffdFQm\u0002?\ufffd)RQ2\ufffd&\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdj\u0003\ufffd#n\ufffd\u0007\ufffd\ufffd\ufffd\u0015\ufffdV\ufffd>\\\ufffd^7\ufffdW\ufffd\ufffd\ufffd\ufffd9\ufffd\u0004\ufffd;\u0018\ufffd\ufffd4\ufffd\ufffdy\ufffd}i\u001f\ufffd\ufffd7\ufffd\ufffd\ufffd\ufffd\u007f\u00136\ufffd\ufffdQ<\ufffd\ufffd\ufffd\ufffdg}\ufffd\ufffdq\u001e,\u001dw\u0006\ufffdo\ufffdc\ufffdg%\ufffd\ufffd5\ufffd\u00070\ufffd\u001b\ufffd*\ufffd\ufffdf_v\ufffd\ufffdO\r\ufffd\ufffd.\ufffd\ufffd,9\ufffd\ufffd\ufffd\ufffd0\ufffdf\ufffd<\ufffd\ufffd{\ufffd\ufffd\ufffdG2sC\ufffd\u000f\ufffd{Z-\u001d\ufffd\ufffd\ufffd\u0019\u0013\ufffdk\ufffd\ufffd\ufffd\ufffd\ufffdP\u000e\ufffd\ufffd\ufffd\ufffd{Z\u0001?xm\ufffdQ\ufffdI\ufffd\ufffd}\ufffd\ufffd\ufffd\ufffd\u0018\ufffdf\ufffd\ufffd9\u0017\u0013\ufffd\ufffd_\ufffd}\ufffd\ufffd\ufffd\f4\u0014\ufffd>\ufffdG\ufffd\u007f8\ufffdL\ufffd\ufffd\ufffdn\ufffd/H\f\u000b\ufffd?8/\ufffd9\ufffd5\u0001\ufffd>@<CiXp\ufffdp\ufffdO\u001f\ufffd>X,\ufffd\ufffd<\u0004>e\ufffdi\ufffd\ufffd\ufffd\ufffd\ufffdy\ufffd\ufffd8\u0006\ufffd\ufffd2\ufffd\ufffd\u000b5\ufffd\ufffd\ufffd\u000e\ufffd\u0013+\ufffd\ufffdwm=\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdy\u007f\ufffd\ufffd[\ufffd{`\ufffdA\ufffd\ufffd\ufffd\u0013k\ufffd\u0000\ufffd\u0018\ufffdk\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdE\ufffd?\ufffd+\u0002\u001e\u001a\ufffd\u001fJ\ufffd\ufffdu\b\ufffd\ufffd`\ufffd\ufffd\ufffd\ufffd\u0005>\ufffdY\ufffd\ufffd\b.N^?o\ufffd|\u0005|\\?l\ufffdO\ufffd\ufffd!Q\ufffd \u0017\ufffd\ufffd\ufffdA?z\ufffd\ufffd\ufffd\u0002\ufffd\ufffd\ufffdG\r\ufffd\ufffd\ufffd\ufffdG\ufffd\ufffd+\ufffdKa\ufffd&N\ufffd\u000el\ufffdD\ufffd\ufffd\ufffd\ufffd\ufffd\r+\ufffd\ufffd\ufffd|#D\ufffdR]\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd{\ufffd\u000f\ufffd\ufffd\ufffd\ufffd~\ufffd9\ufffd\ufffd.+\ufffd\ufffd\ufffdu3c\ufffda>\ufffd\ufffdN\ufffd\ufffd<~\ufffd\ufffd\ufffd\ufffd\u0001\ufffd\ufffd\ufffd\ufffd\ufffdX>p\ufffd/\ufffd\ufffd?\u0006\ufffdzi\ufffd\ufffd\ufffd\u0012\u0015\ufffd\ufffd\ufffd|\ufffd\ufffdT\ufffd\ufffd\ufffdt\ufffdsZ\u001e\ufffd\ufffd\ufffd\nx\ufffdX\ufffd\ufffd\ufffdM<\ufffd\u001f\ufffd\ufffdj#\ufffd\u000f\ufffd3\ufffd!\ufffd\ufffd>L8\ufffd\ufffd\ufffd]\u007fH\ufffd\ufffd\ufffd\ufffdZP\ufffd\ufffdVj\ufffd\ufffd\ufffd6^\ufffdD\ufffdW|(\ufffd\ufffd\ufffd\ufffdS7\ufffd\ufffd\ufffd\ufffd\ufffd\ufffd\ufffdIb\ufffd\ufffdf\ufffd<XO\ufffd\ufffd9\ufffd0cv\ufffdPUj\ufffd\ufffd\ufffdd|l\ufffd?){H\ufffd\ufffd\ufffd\ufffd\ufffdy\ufffd_^\ufffd\ufffdo\ufffd]?q\r\nendstream\r\n", 
                    "hex
                    "id": 9, 
                    "length": 2707, 
                    "md5": "5eac5cdd93a95768c91dae24629e1b72", 
                    "suspicious": 1, 
                    "version": 0
                }
            ]
        }
    }, 
    "hash_data": {
        "file": {
            "md5": "122ca0d4629ff12c3b0aa21bd18dbf08", 
            "sha1": "0e89becf87b5aa7b68f1e463f47620de3995b1ee", 
            "sha256": "01998715ab51a03cdaddff4ebe004da942ca3ae4e1357f3e1d5d5947b6e20624"
        }
    }, 
    "related": "null", 
    "scans": {
        "virustotal": {
            "report": {
                "last_scan": "2011-03-20 19:29:42", 
                "permalink": "http://www.virustotal.com/file-scan/report.html?id=01998715ab51a03cdaddff4ebe004da942ca3ae4e1357f3e1d5d5947b6e20624-1300649382", 
                "results": {
                    "scanners": [
                        {
                            "antivirus": "nProtect", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "CAT-QuickHeal", 
                            "signature": "Exploit.PDF.Malicious.Gen"
                        }, 
                        {
                            "antivirus": "McAfee", 
                            "signature": "Exploit-PDF.q.gen!stream"
                        }, 
                        {
                            "antivirus": "K7AntiVirus", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "TheHacker", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "VirusBuster", 
                            "signature": "JS.Pdfka.Gen.28"
                        }, 
                        {
                            "antivirus": "NOD32", 
                            "signature": "JS/Exploit.Pdfka.NLY"
                        }, 
                        {
                            "antivirus": "F-Prot", 
                            "signature": "JS/Crypted.DT"
                        }, 
                        {
                            "antivirus": "Symantec", 
                            "signature": "Downloader"
                        }, 
                        {
                            "antivirus": "Norman", 
                            "signature": "JS/Shellcode.AA"
                        }, 
                        {
                            "antivirus": "TrendMicro-HouseCall", 
                            "signature": "JS_PIDIEF.SMC"
                        }, 
                        {
                            "antivirus": "Avast", 
                            "signature": "JS:Pdfka-gen"
                        }, 
                        {
                            "antivirus": "eSafe", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "ClamAV", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "Kaspersky", 
                            "signature": "Exploit.JS.Pdfka.vn"
                        }, 
                        {
                            "antivirus": "BitDefender", 
                            "signature": "Exploit.PDF-JS.Gen"
                        }, 
                        {
                            "antivirus": "ViRobot", 
                            "signature": "JS.Pdfka.2996"
                        }, 
                        {
                            "antivirus": "Emsisoft", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "Comodo", 
                            "signature": "TrojWare.JS.Exploit.Pdfka.vn"
                        }, 
                        {
                            "antivirus": "F-Secure", 
                            "signature": "Exploit.PDF-JS.Gen"
                        }, 
                        {
                            "antivirus": "DrWeb", 
                            "signature": "Exploit.PDF.869"
                        }, 
                        {
                            "antivirus": "VIPRE", 
                            "signature": "Exploit.PDF-JS.Gen (v)"
                        }, 
                        {
                            "antivirus": "AntiVir", 
                            "signature": "HTML/Malicious.PDF.Gen"
                        }, 
                        {
                            "antivirus": "TrendMicro", 
                            "signature": "JS_PIDIEF.SMC"
                        }, 
                        {
                            "antivirus": "McAfee-GW-Edition", 
                            "signature": "Heuristic.BehavesLike.PDF.Suspicious.C"
                        }, 
                        {
                            "antivirus": "Sophos", 
                            "signature": "Mal/PdfEx-C"
                        }, 
                        {
                            "antivirus": "eTrust-Vet", 
                            "signature": "PDF/Pidief.ML"
                        }, 
                        {
                            "antivirus": "Jiangmin", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "Antiy-AVL", 
                            "signature": "Exploit/JS.Pdfka"
                        }, 
                        {
                            "antivirus": "Microsoft", 
                            "signature": "Exploit:Win32/Pidief.O"
                        }, 
                        {
                            "antivirus": "SUPERAntiSpyware", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "Prevx", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "GData", 
                            "signature": "Exploit.PDF-JS.Gen"
                        }, 
                        {
                            "antivirus": "Commtouch", 
                            "signature": "PDF/Obfusc.F!Camelot"
                        }, 
                        {
                            "antivirus": "AhnLab-V3", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "VBA32", 
                            "signature": "Exploit.JS.Pdfka.vn"
                        }, 
                        {
                            "antivirus": "PCTools", 
                            "signature": "Downloader.Generic"
                        }, 
                        {
                            "antivirus": "Rising", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "Ikarus", 
                            "signature": ""
                        }, 
                        {
                            "antivirus": "Fortinet", 
                            "signature": "JS/Crypt.PDA!tr"
                        }, 
                        {
                            "antivirus": "AVG", 
                            "signature": "JS/Dropper"
                        }, 
                        {
                            "antivirus": "Panda", 
                            "signature": "Exploit/PDF.Gen.B"
                        }, 
                        {
                            "antivirus": "Avast5", 
                            "signature": "JS:Pdfka-gen"
                        }
                    ]
                }
            }
        }, 
        "wepawet": "null"
    }, 
    "scores": {
        "primary": "5", 
        "secondary": "0", 
        "total": "5"
    }, 
    "structure": {
        "components": {
            "component": [
                {
                    "count": 4, 
                    "hexcodecount": 0, 
                    "name": "obj"
                }, 
                {
                    "count": 4, 
                    "hexcodecount": 0, 
                    "name": "endobj"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "stream"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "endstream"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "trailer"
                }
            ]
        }, 
        "countChatAfterLastEof": "0", 
        "countEof": "0", 
        "dates": {
            "date": []
        }, 
        "entropy": "", 
        "errorMessage": "", 
        "errorOccured": "False", 
        "filename": "/home/bsdixon/PDFs/files/122ca0d4629ff12c3b0aa21bd18dbf08.pdf.vir", 
        "filesize": "2996", 
        "header": "%PDF-1.3", 
        "isPdf": "True", 
        "keywords": {
            "keyword": [
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/Page"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/JS"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/JavaScript"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/OpenAction"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/Catalog"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/Count"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/Filter"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/FlateDecode"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/H"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/Kids"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/Length"
                }, 
                {
                    "count": 2, 
                    "hexcodecount": 0, 
                    "name": "/Pages"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/Parent"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/Root"
                }, 
                {
                    "count": 1, 
                    "hexcodecount": 0, 
                    "name": "/S"
                }, 
                {
                    "count": 3, 
                    "hexcodecount": 0, 
                    "name": "/Type"
                }
            ]
        }, 
        "nonStreamEntropy": "4.950965", 
        "streamEntropy": "7.857871", 
        "totalEntropy": "7.811359", 
        "version": "0.0.11"
    }
}
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